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Hedge Funds News, September 2020

Dear members and friends,
The European Securities and Markets Authority (ESMA),the
EU’s securities markets regulator, has published two final
Reports reviewing key provisions of the MiFIDII/MiFIR
transparency regime.
The first report reviews the MiFIR transparency regime for equity
instruments and contains proposals for targeted amendments regarding
the transparency obligations for trading venues and specifically the double
volume cap mechanism. You may visit:
https://www.esma.europa.eu/sites/default/files/library/esma70-1562682_mifidii_mifir_report_on_transparency_equity_dvc_tos.pdf
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It also includes recommendations on other key transparency provisions,
in particular the trading obligation for shares and the transparency
provisions applicable to systematic internalisers in equity instruments.
The second report reviews the pre-trade transparency obligations
applicable to systematic internalisers in non-equity instruments.
The proposals put forward in both reports aim to simplify the current
complex transparency regime while trying to improve the transparency
available and are taking into account the feedback received from market
participants through consultations. You may visit:
https://www.esma.europa.eu/sites/default/files/library/esma70-1562756_mifidii_mifir_report_on_systematic_internalisers.pdf

Steven Maijoor, Chair, said: “The reports published today shed light on
existing limitations to transparency and, at the same time, clearly
demonstrate ESMA’s ability to deliver concrete recommendations based on
the data following the implementation of MiFID II. The proposals aim to
simplify the transparency regime and increase transparency available
to market participants. These important reports provide a solid
foundation for any review of the MiFIR transparency regime in the
future”.
To read more:
https://www.esma.europa.eu/sites/default/files/library/esma71-991366_press_release_mifidii_mifir_review_transparency_reports.pdf
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FSB publishes Key Attributes Assessment Methodology for the
Insurance Sector
\

The Financial Stability Board (FSB) has published a Key Attributes
Assessment Methodology for the Insurance Sector (“insurance KAAM”).
The methodology sets out essential criteria to guide the assessment of the
compliance of a jurisdiction’s insurance resolution framework with the
FSB’s Key Attributes of Effective Resolution Regimes for Financial
Institutions (‘Key Attributes’).
It was developed in collaboration with experts from FSB jurisdictions,
relevant standard-setting bodies, the International Monetary Fund and the
World Bank.
It is designed to promote consistent assessments across jurisdictions and
to provide guidance to jurisdictions when adopting or amending their
resolution regimes to implement the Key Attributes.
The Key Attributes constitute an ‘umbrella’ standard for resolution
regimes for all types of financial institutions.
Implementation of the Key Attributes allows authorities to resolve
financial institutions in an orderly manner without taxpayer exposure
to loss from solvency support, while maintaining continuity of their
vital economic functions. However, not all attributes are equally
relevant for all sectors.
The Key Attributes Assessment Methodology provides an insurance
sector-specific interpretation of individual KAs.
It stresses that a jurisdiction’s insurance resolution regime should be
proportionate to the size, structure and complexity of the jurisdiction’s
insurance system.
The FSB also today issued a note explaining the application of the
insurance KAAM and the Key Attributes during the period of
suspension of the designation of Global Systemically Important
Insurers (G-SIIs).
It states that the Key Attributes continue to apply during the
suspension period to any insurer that could be systemically significant
or critical in failure. (National authorities may apply to certain insurers
the requirements specific to G-SIIs, which are the requirements for a
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crisis management group, institution-specific cross-border
cooperation agreements and resolvability assessments).
In the event of a 2022 decision by the FSB to discontinue the G-SII
list, the FSB will review the scope of application of G-SII specific
requirements in consultation with the International Association of
Insurance Supervisors.
To read more: https://www.fsb.org/wp-content/uploads/P250820-1.pdf
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Leveraging technology to support supervision: challenges and
collaborative solutions

Benoît Cœuré, Head of the Bank for International Settlements Innovation
Hub, at the Peterson Institute for International Finance, Financial
Statement event series.

Good afternoon to you all, and thank you for inviting me to your Financial
Statements event series. Let me start by saying that we are in extraordinary
times.
The coronavirus (Covid-19) pandemic is a tremendous shock for the global
economy, and we have seen lockdowns and containment measures on an
unprecedented global scale.
Central banks, supervisors and international financial institutions are
seeking to mitigate the immediate impact on the real economy through
extraordinary fiscal, monetary and macroprudential measures.
But perhaps the more immediate consequence of the pandemic that has
affected governments, central banks, financial institutions and many
businesses has been a change in the way we work.
What would have been face-to-face meetings, such as this one today, have
almost all been replaced by virtual conferencing.
We are experiencing first-hand global collaboration through technology
and platforms.
The Covid-19 pandemic has also accelerated trends in digital innovation
that were already under way.
For example, current developments bring to the fore digital payments and
underscore the importance of resilient and accessible central bankoperated payment infrastructures that need to withstand a large range of
shocks, including pandemics and cyber-attacks.
And expanded use of digital payments can, in turn, fuel a rise in digital
lending as companies accumulate consumer data and enhance credit
analytics.
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If there is a silver lining to this crisis, in just three months we have seen the
power and potential of how technology can support and improve the way
we work.
This has reinforced that technology is indispensable in our globally
connected world.
All of these developments make central bank public goods more important
than ever, and central banks need to be at the cutting edge of technology to
serve society.
Over recent years, we have seen growing interest from financial institutions
and the official sector in the use of technology to support new business
models and to solve regulatory and compliance requirements more
effectively and efficiently.
“Regtech” refers to the application of financial technology (fintech) for
regulatory and compliance requirements and reporting by regulated
financial institutions.
“Suptech” is the term for any application of fintech for regulatory,
supervisory and oversight purposes.
In many ways, these are two sides of the same coin.
The benefits and opportunities of regtech and suptech for regulated entities
and supervisory authorities to improve efficiency, reduce manual processes
and make effective use of data are enormous.
As they are more widely adopted, these technologies can enhance diligence
and vigilance in risk monitoring and management in real time, improving
the resilience and stability of the broader financial system.
And yet challenges remain. In today’s remarks, I would like to share with
you what we see as the main challenges and how we can address these
collectively to build solutions and avoid silos.
The BIS Innovation Hub has been established to spearhead central banks’
response to digital innovation. We are building a portfolio of projects in
areas relevant to central bank activities across the three Innovation Hub
Centres in Hong Kong SAR, Singapore and Switzerland.
The BIS decided last month to expand the Hub’s global footprint to include
new centres in London, Stockholm (with a group of Nordic central banks),
Toronto and Frankfurt/Paris (with the ECB/Eurosystem), to be established
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over the next two years, as well as a strategic partnership with the Federal
Reserve.
Regtech and suptech feature high on our agenda.
Digital innovation knows no borders, and it is therefore the Hub’s mission
to foster international collaboration and build on the efforts of central
banks that have made significant advances in digital innovation.
Partnerships with other stakeholders, such as bank and market
supervisors, is critical for this task.
To read more: https://www.bis.org/speeches/sp200819.pdf
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Basel Committee releases consultative documents on principles
for operational risk and operational resilience

-

Operational resilience principles aim to increase the capacity of banks
to withstand disruptions due to potentially severe events.

-

Updated principles on operational risk focus on change management
and information and communication technologies (ICT).

-

Covid-19 has raised the importance of operational resilience and
mitigating operational risk.

In recent years, the growth of technology-related threats has increased the
importance of banks' operational resilience.
The Covid-19 pandemic has made the need to address these threats even
more pressing.
Given the critical role played by banks in the global financial system,
increasing banks' resilience to absorb shocks from operational risks, such
as those arising from pandemics, cyber incidents, technology failures or
natural disasters, will provide additional safeguards to the financial system
as a whole.

Recognising that a concerted operational resilience effort may not prevent
a significant shock resulting from a specific hazard, the Committee seeks
comment on proposed Principles for operational resilience that aim to
mitigate the impact of potentially severe adverse events by enhancing
banks' ability to withstand, adapt to and recover from them.
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You may visit: https://www.bis.org/bcbs/publ/d509.pdf
The Committee is of the view that operational resilience is also an outcome
of effective operational risk management.
Activities such as risk identification and assessment, risk mitigation
(including the implementation of controls) and ongoing monitoring work
together to minimise operational disruptions and their effects when they
materialise.
Given this natural relationship between operational resilience and
operational risk, the Committee is proposing updates to its Principles for
the sound management of operational risk (PSMOR).
Specifically, the Committee is proposing a limited number of updates to:
(i) align the PSMOR with the recently finalised Basel III operational risk
framework;
(ii) update the guidance where needed in the areas of change management
and ICT; and
(iii) enhance the overall clarity of the principles document.
The proposed principles for operational resilience set forth in this
consultative document not only build upon the proposed updates to the
PSMOR, they are largely derived and adapted from existing guidance on
outsourcing, business continuity and risk management-related guidance
issued by the Committee or national supervisors over a number of years.
By building upon existing guidance and current practices, the Committee is
seeking to develop a coherent framework and avoid duplication.
The proposed operational resilience principles focus on governance;
operational risk management; business continuity planning and testing;
mapping interconnections and interdependencies; third-party dependency
management; incident management; and resilient cyber security and ICT.
Comments to the CDs should be submitted by here by Friday 6
November 2020. All comments may be published on the BIS website
unless a respondent specifically requests confidential treatment.
To read more: https://www.bis.org/bcbs/publ/d509.pdf
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EIOPA Financial Stability Report July 2020

During the last months, the Covid-19 outbreak further proved the
importance of the Solvency II regulatory framework.
The market-consistent and risk based approach helped insurers to better
align capital to risk, build-up resilience and enhance the risk management
practices, while the adjustments included for long-term guarantees allowed
to partially mitigate market volatility caused by COVID-19.
As of year-end 2019 the insurance sector had a solid and comfortable
capital buffer (median SCR ratio of 213%) which helped insurers to
withstand the initial severe market shocks experienced with the Covid-19
crisis.
However, a high level of uncertainty on the magnitude of economic
disruption increases downside risks going forward.
The COVID-19 has further intensified the preexisiting challenges posed by
the prolonged low yield environment, a fundamental risk for both
insurance and pension sectors.

Forward by the Chairman
The Covid-19 outbreak further highlighted the importance of the Solvency
II regulatory framework.
One the one hand, the market-consistent and risk based approach helps
insurers to better align capital to risk, build-up resilience and enhance the
risk management practices.
On the other hand, the the adjustments included for long-term guarantees
allow to partially mitigate market volatility associated with the Covid-19
outbreak reflected in own funds and/or solvency capital requirements.
A solid and comfortable capital buffer helped insurers to withstand the
initial severe market shocks experienced with the Covid-19 crisis. However,
a high level of uncertainty on the magnitude of economic disruption and
further dissemination of the virus threatening health of European citizens
increases downside risks looking ahead.
The prolonged low yield environment has already been a fundamental risk
for both insurance and pension sectors and the Covid-19 outbreak further
increased its potential.
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The forthcoming recession will negatively affect corporate sector
profitability, resulting in rating downgrades, increased defaults and
unemployment.
In addition, commercial real estate prices are expected to drop by adopting
more extensively a work from home arrangement by firms.
Finally, a high interconnectedness of insurers with banks could further
support spill-overs of mentioned risks from the real sector to insurers and
pension funds.
Strains to demand and insurers’ underwriting profitability might take some
time to unfold in parallel with the deterioration of the macroeconomic
environment.
In addition, some insurers run the risk of becoming involved in lengthy
and costly legal battles in relation to claims occurred as a consequence of
the lock down measures.
To preserve solvency, it is important that there is no retroactivity implying
that insurers face claims that they did not cover.
All these factors might lead to materialisation of the risks on insurers’
balance sheet with a substantial lag and high uncertainties.
From the outset of the pandemic, EIOPA has been working closely with
national competent authorities to ensure business continuity, financial
stability and consumer protection.
Measures, such as recommendations on supervisory flexibility regarding
deadlines of reporting and public disclosure are aimed to help insurers
continuing to serve their customers.
Furthermore, given the overall uncertainty of the scale and duration of the
crisis, EIOPA has urged insurers and pension funds to adopt a prudent
approach and mitigate the impact of Covid-19, for example by temporarily
suspending all discretionary dividend distributions and share buy backs,
with the objective to preserve capital and contribute to financial stability.
Finally, to ensure continuing fair treatments of customers, EIOPA has
asked insurers to identify their products affected as a result of Covid-19
and consider proportionate remedial measures in cases in which there are
possible unfair treatment of customers.
The Solvency II regime has some layers of flexibility. If the crisis deepens
and if there will be a significant number of companies in difficulty, EIOPA
is prepared to issue a declaration of adverse developments.
International Association of Hedge Funds Professionals (IAHFP)

P a g e | 12

This measure will allow national authorities to extend the recovery period,
providing insurers more time to rebuild capital levels if needed. Recovery
plans need to be assessed and granted consistently across countries.
There is no doubt that the economy will experience a deep and
unprecedented recession. The high uncertainty on the recovery path needs
to be captured by an appropriate forward-looking risk assessment. In
this respect, different recovery scenarios should be captured in the design
of next year’s European Union-wide insurance stress test.
To read more:
https://www.eiopa.europa.eu/sites/default/files/financial_stability/eiopafinancial-stability-report-july-2020.pdf
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An update on digital currencies
Lael Brainard, Member of the Board of Governors of the Federal Reserve
System, at the Federal Reserve Board and Federal Reserve Bank of San
Francisco's Innovation Office Hours, San Francisco, California.

It is a pleasure to participate in San Francisco's Innovation Office Hours.
The Federal Reserve Bank of San Francisco is a leader of our engagement
with the tech community.
And the Federal Reserve's Innovation Office Hours serve as an important
forum to engage on innovation in the financial system with financial
institutions, fintechs, technology companies, nonprofits, and other
stakeholders.
We have benefited from learning about the work you are doing to promote
healthy innovation in financial services and payments.
This event covered a number of important topics, including regulatory
technology, blockchain, cybersecurity, and digital banking. The breadth of
topics and the range of participants speak to the scale and scope of
technological innovation in financial services.
It is a testament to widespread investments in technology that we are able
to proceed with these kinds of engagements and maintain our operations
seamlessly despite the unprecedented shock associated with the COVID-19
crisis.
The COVID-19 pandemic is taking a tremendous toll on communities
across America, especially households and small businesses with the least
resources to weather the storm.
The COVID-19 crisis is a dramatic reminder of the importance of a resilient
and trusted payments infrastructure that is accessible to all Americans.
It was notable that after a sharp reduction in spending early in the COVID19 crisis, many households increased their spending starting on the day
they received emergency relief payments under the Coronavirus Aid,
Relief, and Economic Security Act (CARES Act) and continuing for the
following 10 days-especially households with lower incomes, greater
income declines, and lower liquid savings.
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The urgency with which the CARES Act emergency payments were spent
underscores the importance of immediate and trusted access to funds for
the many households and businesses that face cash-flow constraints.
That is why the Federal Reserve remains committed to delivering on the
FedNowSM Service, which will enable millions of American households
and small businesses to get instant access to funds rather than waiting days
for checks to clear.
More broadly, banks, fintech companies, and technology firms are all
exploring the use of innovative technologies to enhance payments
efficiency, expand financial inclusion, speed up settlement flows, and
reduce end-user costs.
Digital currencies, including central bank digital currencies (CBDCs),
present opportunities but also risks associated with privacy, illicit activity,
and financial stability.
The introduction of Bitcoin and the subsequent emergence of stablecoins
with potentially global reach, such as Facebook's Libra, have raised
fundamental questions about legal and regulatory safeguards, financial
stability, and the role of currency in society.
This prospect has intensified calls for CBDCs to maintain the sovereign
currency as the anchor of the nation's payment systems. Moreover, China
has moved ahead rapidly on its version of a CBDC.
With these important issues in mind, the Federal Reserve is active in
conducting research and experimentation related to distributed ledger
technologies and the potential use cases for digital currencies.
Given the dollar's important role, it is essential that the Federal Reserve
remain on the frontier of research and policy development regarding
CBDCs. As part of this research, central banks are exploring the potential
of innovative technologies to offer a digital equivalent of cash.
Like other central banks, we are continuing to assess the opportunities and
challenges of, as well as the use cases for, a CBDC, as a complement to cash
and other payments options.
There continues to be strong demand for U.S. currency, and we remain
committed to ensuring the public has access to a range of payments
options.
We have been conducting in-house experiments for the last few years,
through means that include the Board's Technology Lab, which has been
International Association of Hedge Funds Professionals (IAHFP)
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building and testing a range of distributed ledger platforms to understand
their potential opportunity and risk.
This multidisciplinary team, with application developers from the Federal
Reserve Banks of Cleveland, Dallas, and New York, supports a policy team
at the Board that is studying the implications of digital currencies on the
payments ecosystem, monetary policy, financial stability, banking and
finance, and consumer protection.
To enhance the Federal Reserve's understanding of digital currencies, the
Federal Reserve Bank of Boston is collaborating with researchers at the
Massachusetts Institute of Technology in a multiyear effort to build and
test a hypothetical digital currency oriented to central bank uses.
The research project will explore the use of existing and new technologies
as needed. Lessons from this collaboration will be published, and any
codebase that is developed through this effort will be offered as opensource software for anyone to use for experimentation.
The objectives of our research and experimentation across the Federal
Reserve System are to assess the safety and efficiency of digital currency
systems, to inform our understanding of private-sector arrangements, and
to give us hands-on experience to understand the opportunities and
limitations of possible technologies for digital forms of central bank
money.
These efforts are intended to ensure that we fully understand the potential
as well as the associated risks and possible unintended consequences that
new technologies present in the payments arena.
Separately, a significant policy process would be required to consider the
issuance of a CBDC, along with extensive deliberations and engagement
with other parts of the federal government and a broad set of other
stakeholders.
There are also important legal considerations. It is important to
understand how the existing provisions of the Federal Reserve Act with
regard to currency issuance apply to a CBDC and whether a CBDC would
have legal tender status, depending on the design.
The Federal Reserve has not made a decision whether to undertake such a
significant policy process, as we are taking the time and effort to
understand the significant implications of digital currencies and CBDCs
around the globe.
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In addition to these experiments, the Federal Reserve continues to
collaborate with and learn from other central banks. We are participating
in the CBDC coalition of central banks.
While each country will make decisions on whether to issue and how to
design a CBDC based on its own domestic legal framework and financial
and economic context, we benefit from collaboration on CBDC research.
Sharing lessons learned, jointly conducting experiments, and bringing
diverse expertise to bear helps us make progress in developing potential
approaches to address challenging hurdles, such as threats to
cybersecurity, counterfeiting and fraud, and anti-money laundering, to
name a few, as well as on shared goals, such as increasing the ease and
efficiency of cross-border transactions.
Since financial and payments systems share extensive cross-border
linkages, a poorly designed CBDC issued in one jurisdiction could create
financial stability issues in another jurisdiction.
A cyberattack on a CBDC arrangement in one jurisdiction could create
domestic financial stress, which could, in turn, affect linked economies or
have broader effects if confidence in certain technologies or payment
mechanisms is eroded.
More broadly, the Federal Reserve looks forward to increased international
engagement on matters related to innovation and technological change
that impact central banks and those we serve.
Our new initiative with the Bank of International Settlement's Innovation
Hub, through an innovation center at the Federal Reserve Bank of New
York, will provide a useful venue for increased cooperation and exchange.
Let me conclude by noting that innovation is central to our work. We
remain committed to understanding how technological advances can help
the Federal Reserve carry out our core missions, as well as how they are
changing the ways that banks, payments, and financial markets operate.
For example, we are leveraging machine learning, natural language
processing, and other artificial intelligence tools to help us analyze data,
and we are monitoring how financial institutions use these tools in their
decisionmaking.
We are expanding our use of cloud computing to enhance our operations,
and we continue to enhance our cybersecurity tools to strengthen our cyber
posture.
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These and other technologies are fundamentally changing every aspect of
our work, and the Federal Reserve remains optimistic about the power of
healthy innovation to improve the resilience, efficiency, and inclusiveness
of our financial system when the appropriate safeguards are in place.
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Conversations with Audit Committee Chairs: COVID-19 and the
Audit

As part of the Public Company Accounting Oversight Board’s (PCAOB)
strategic goal of enhancing transparency and accessibility through
proactive stakeholder engagement, the Board has committed to engaging
more directly and more often with audit committees.
In 2019, we reached out to nearly 400 audit committee chairs of U.S.
issuers whose audits we inspected and offered them the opportunity to
speak with us.
We reported out on those discussions in Conversations with Audit
Committee Chairs: What We Heard & FAQs. You may visit:
https://pcaobus.org/Pages/AuditCommitteeMembers.aspx
We have continued this outreach to audit committee chairs during our
2020 inspections. Given the unprecedented challenges for auditors, audit
committees, and issuers created by the COVID-19 pandemic, we asked
audit committee chairs how they are thinking about the effect of COVID-19
on financial reporting and the audit as they perform their oversight duties.
What we’ve heard has depended largely on how the pandemic has affected
different industries and issuers. While some audit committee chairs said
the effect of COVID-19 on the audit had not been significant to date, others
shared that the magnitude of the impact of COVID-19 quickly surpassed
their expectations.
Most audit committee chairs indicated that they are contending with new
or increased risks associated with the effects of COVID-19. Audit
committee chairs from across industries have identified a wide range of
topics that present increased risk—both related to financial reporting and
the audit as well as other issues—that they are focusing on at this time.
For many, these include cybersecurity, employee safety and mental health,
going concern, accounting estimates, impairments, international
operations, and accounting implications of the Coronavirus Aid, Relief, and
Economic Security (CARES) Act.
This document summarizes certain of the common themes we heard from
audit committee chairs related to the effects of COVID-19 and the audit
through the first half of the year.
We plan to share general takeaways from our audit committee
conversations at the end of the year.
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Please note that the PCAOB does not require or necessarily endorse what
we heard from audit committee chairs.
We share their perspectives to offer increased transparency into our
activities and to further our ongoing efforts to provide audit committees
with timely and useful information.
To read more:
https://pcaobus.org/Documents/Conversations-with-Audit-CommitteeChairs-Covid.pdf

International Association of Hedge Funds Professionals (IAHFP)

P a g e | 20

National Security Agency (NSA), Federal Bureau of Investigation
(FBI) - Cybersecurity Advisory: Russian GRU 85th GTsSS
Deploys Previously Undisclosed Drovorub Malware

The Russian General Staff Main Intelligence Directorate (GRU) 85th Main
Special Service Center (GTsSS), military unit 26165, is deploying
previously undisclosed malware for Linux® systems, called Drovorub, as
part of its cyber espionage operations.
GTsSS malicious cyber activity has previously been attributed by the
private sector using the names Fancy Bear, APT28, Strontium, and a
variety of other identifiers.
This publication provides background on Drovorub, attribution of its use to
the GTsSS, detailed technical information on the Drovorub malware,
guidance on how to detect Drovorub on infected systems, and mitigation
recommendations.
Information in this Cybersecurity Advisory is being disclosed publicly to
assist National Security System owners and the public to counter the
capabilities of the GRU, an organization which continues to threaten the
United States and U.S. allies as part of its rogue behavior, including their
interference in the 2016 U.S. Presidential Election as described in the 2017
Intelligence Community Assessment, Assessing Russian Activities and
Intentions in Recent US Elections (Office of the Director of National
Intelligence, 2017).

Drovorub is a Linux malware toolset consisting of an implant coupled with
a kernel module rootkit, a file transfer and port forwarding tool, and a
Command and Control (C2) server.
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When deployed on a victim machine, the Drovorub implant (client)
provides the capability for direct communications with actor-controlled C2
infrastructure; file download and upload capabilities; execution of
arbitrary commands as "root"; and port forwarding of network traffic to
other hosts on the network.
A number of complementary detection techniques effectively identify
Drovorub malware activity. However, the Drovorub-kernel module poses a
challenge to large-scale detection on the host because it hides Drovorub
artifacts from tools commonly used for live-response at scale.
While packet inspection at network boundaries can be used to detect
Drovorub on networks, host-based methods include probing, security
products, live response, memory analysis, and media (disk image) analysis.
Specific guidance for running Volatility®, probing for file hiding behavior,
Snort® rules, and Yara® rules are all included in the Detection section of
this advisory.
To prevent a system from being susceptible to Drovorub’s hiding and
persistence, system administrators should update to Linux Kernel 3.7 or
later in order to take full advantage of kernel signing enforcement.
Additionally, system owners are advised to configure systems to load only
modules with a valid digital signature making it more difficult for an actor
to introduce a malicious kernel module into the system.
To read more: https://media.defense.gov/2020/Aug/13/2002476465/-1/1/0/CSA_DROVORUB_RUSSIAN_GRU_MALWARE_AUG_2020.PDF
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Annual Report on the Interim Inspection Program Related to
Audits of Brokers and Dealers

The Public Company Accounting Oversight Board (PCAOB) has completed
its 2019 inspections of auditors of brokers and dealers.
This Annual Report on the Interim Inspection Program Related to Audits
of Brokers and Dealers provides a summary of inspection results as well as
information auditors can use to improve audit quality.
There were 411 public accounting firms (firms) registered with the PCAOB
that performed audits of broker-dealers registered with the U.S. Securities
and Exchange Commission (SEC) this inspection period, and we selected
66 of these firms for inspection.
Our inspections assess firms’ compliance with professional standards and
applicable rules and regulations, with a focus on risks to customers of
broker-dealers.
While our 2019 inspections revealed modest improvement in the rate of
deficiencies, we continue to see a high rate of deficiencies in certain areas
of engagement performance.
We also continue to see that firms that audit more than 100 broker-dealers
generally have lower percentages of deficiencies compared to other firms.
We have observed similar deficiencies despite limited changes to auditing
and attestation standards other than those involving related parties and
the auditor’s report.
The recurring deficiencies described in this annual report highlight
potential areas of improvement for all firms, whether or not they were
recently inspected.
While some have demonstrated progress, other firms have not taken
sufficient steps to address audit and attestation engagement performance.
We expect firms to take meaningful actions to address these recurring
deficiencies. All firms need to evaluate how they can improve their system
of quality control.
A strong system of quality control can serve to prevent engagement
deficiencies from occurring.
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Firms should take what was learned from these 66 firm inspections,
including the examples of effective procedures, and consider how to
proactively implement improvements, rather than reacting as a result of a
PCAOB inspection.
Auditors of brokers and dealers should focus their efforts on improving
their system of quality control and their engagement performance in all
areas described in this annual report, but particularly in these areas where
we continue to observe frequent deficiencies:
1. Examination Engagements – We frequently observe insufficient
testing of the design and operating effectiveness of internal controls over
compliance.
We believe that focusing on the risks associated with a control will help
firms develop appropriate testing procedures and lead to further
improvement in this area. In 2019, examination engagements with
deficiencies decreased to 69% from 75%.
2. Review Engagements – Inquiries are required on all review
engagements, and firms should document the results of inquiries made.
Firms should also take into account evidence from financial statement
audits, including evidence that appears to contradict assertions made in
exemption reports, when planning, performing, and evaluating the results
of review engagements. In 2019, review engagements with deficiencies
decreased to 51% from 54%.
3. Financial Statement Audits – Revenue and financial statement
presentation and disclosure are commonly reviewed areas during an
inspection.
We believe that obtaining a sufficient understanding of internal control
over financial reporting, and other risk assessment procedures, will help
firms clearly identify and assess the risks of material misstatement in these
areas, and prevent deficiencies from occurring in these areas of the audit.
We encourage firms to consider the details of our observations in these
areas as they conduct broker-dealer audits. In 2019, financial statement
audits with deficiencies decreased to 71% from 76%. The information
contained in this annual report may be helpful for other stakeholders,
including management and the audit committee (or equivalent body) of the
broker-dealers, when engaging with the firms regarding audit quality and
broker-dealer financial reporting.
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To read more: https://pcaobus.org/Inspections/Documents/2019-BrokerDealer-Annual-Report.pdf
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Accelerate the normalization of economic activity and further
reform and open up the financial system

Guo Shuqing, Party Secretary and Deputy Governor of the People's Bank of
China and CBIRC Chairman, at the 12th Lujiazui Forum "Shanghai
International Financial Center 2020: New Starting Point, New Mission,
New Vision", Shanghai.

Honorable Secretary Li Qiang, Acting Mayor Gong Zheng, Chairman Yi
Huiman, Ladies and Gentlemen,
Good morning! It is a pleasure to attend the Lujiazui Forum 2020. To
begin with, I would like to express my warm congratulations to you for
making this occasion possible. This year is unusual. Though we are wide
apart exchanging ideas through the video link, our hearts are still together.
In the past year, Shanghai achieved fresh results in its economic and social
development, making new progress in building an international financial
center.
In February this year, central government agencies responsible for the
financial sector, jointly with the Shanghai Municipal Government, released
the Opinions on Further Accelerating the Development of Shanghai as an
International Financial Center and Providing Financial Support for the
Integrated Development of the Yangtze River Delta, in which 30 concrete
policy measures were proposed and are currently being specified and
implemented.
Hopefully we can see the results sometime soon. Since the COVID-19
pandemic broke out in the European and American countries, the global
economy and financial sector has suffered from a calamity never seen in a
century.
Nevertheless, when we talk about crisis, we know there are also
opportunities hidden inside. We believe that Shanghai is bound to
overcome difficulties and seize opportunities to play a greater role in the
international financial system.
The coronavirus has caught us all by surprise and has had an
unprecedentedly impact on China's economic and social development. In
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the first quarter this year, China's GDP witnessed a 6.8 percent decline.
Some enterprises ran into multiple difficulties including production
suspension, revenue slump and financial stress. For the import and export
industry, problems of disrupted supply, shortage of orders and blocked
channels cast a shadow on their survival.
General Secretary Xi Jinping has attached great importance to
coordinating COVID-19 containment and economic and social
development. He delivered numerous important speeches and personally
took charge and made arrangements.
The government agencies responsible for the financial sector have
resolutely implemented the decisions and arrangements of the CPC Central
Committee and the State Council to release numerous policy measures,
pledging full support to offset the adverse impact of the pandemic.
The monetary policy is practiced in a more flexible and appropriate
manner, and the regulatory policy keenly focuses on the greatest risks. In
the first five months of this year, RMB loans issued to the real economy
saw an increase of over RMB10 trillion, which is over RMB2 trillion more
than the increase in the same period last year.
At end-May, outstanding broad money supply (M2) increased by 11.1
percent year on year, and outstanding aggregate financing to the real
economy (AFRE) posted a growth rate of 12.5 percent year on year. The
financial market and the financial system demonstrated great resilience
and endurance.
In the next step, the government agencies responsible for the financial
sector will act upon the requirements laid out by Vice Premier Liu He in his
remarks just now, continue to focus on keeping employment and
businesses stable, ensure stability on the six fronts (employment, the
financial sector, foreign trade, foreign investment, domestic investment
and expectations) and carry out the task of maintaining security in the six
areas (employment, the basic livelihood of the people, market entities, food
and energy, the stability of supply and industrial chains, and the smooth
functioning of grassroots administration), to accelerate the normalization
of economic activity
First, more efforts will be made to encourage cooperation between banks
and governments. The damage caused by the pandemic is an irresistible
external force from which no market entity can avoid on its own. In this
circumstance, governments at all levels have both the responsibility and
the capacity to provide information on the regional economy and
enterprises in the region to banking institutions.
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Quite a number of heavily-hit enterprises have run into temporary
difficulties. However, they have favorable market prospects and solid credit
records.
Banks and governments should take active steps to negotiate and
determine rescue plans, and especially ensure that emergency financing is
well in place for rolling over maturing debt while guarding against moral
hazards.
Efforts should be made so that fiscal and financial measures at multiple
levels are in mutual support and close cooperation. Banks should introduce
more collateral-free credit products featuring low interest rates, while
multiple levels of the government should share costs and losses through
interest and guarantee subsidies.
To bolster investment, governments should raise as needed the proportion
of special local government bonds that can be used as capital for projects,
increase support with bank capital, and translate into physical project
progress as soon as possible.
Second, policy finance will be further leveraged in countercyclical
adjustments. This year, the total credit line of policy banks registered an
annual growth of nearly RMB1 trillion, and bond issuance will also
increase, boosting available funds by a large margin.
Additionally, China Development Bank (CDB) and the Export-Import Bank
of China (China Exim Bank) arrange special funds of RMB100 billion to
help market entities overcome difficulties.
More than RMB100 billions of on-lending will be mainly provided to small
and medium-sized banks, especially Internet-based banks, so as to ease
financing difficulties and reduce financing costs for micro and small
businesses (MSBs). The coverage of the government financing guaranty
will be expanded and guaranty fees reduced for a reasonable sharing of risk
losses.
Third, insurance will better play its unique role in resisting risks. Efforts
will be made to expand the coverage of insurance against risks and increase
the supply of business interruption insurance and export credit insurance
products. A greater variety of insurances will be introduced for weak links
such as pandemic containment, disaster relief, agriculture and rural areas.
To support reconstruction in the aftermath of the pandemic, the amount
and efficiency of settlement of claims should be increased to promptly
provide all liable compensations to the individuals and enterprises inflicted
in the pandemic, so that they can receive the compensations at the earliest
time possible and resume production and consumption.
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Insurers should increase investment in medium- and long-term corporate
bonds. The average duration of insurance funds is 13 years.
At present, outstanding insurance funds amount to nearly RMB20 trillion,
of which only RMB2.2 trillion is invested in corporate bonds, reflecting
great potential. Insurers can use more funds to purchase medium- and
long-term corporate bonds, especially those issued by enterprises in the
industries that are in need of a huge amount of medium- and long-term
funds, such as telecommunications, transport, new and traditional
infrastructure.
Fourth, the capital market will be supported to play a more positive role
in a wider range of areas. Since the beginning of this year, the volume of
bond and equity financing has accounted for 35.9 percent of the increase in
China's AFRE. At present, by market value, China has the world's second
largest bond market and stock market.
China Banking and Insurance Regulatory Commission (CBIRC) plans to
release six measures in the near future to support capital market
development.
First, we will introduce new institutional investors, by approving the
establishment of more wealth management subsidiaries of banks and
insurance asset management companies and allowing foreign specialized
institutions to establish foreign-controlled wealth management companies.
Second, we will step up the issuance of equity asset management products
by supporting wealth management subsidiaries to increase the proportion
of equity products, trust companies to issue securities investment trust
products and insurers to issue portfolio products.
Third, we will promote in-depth cooperation between banks and fund
companies as well as between banks and insurers. Banks and their wealth
management subsidiaries will be encouraged to enlist more eligible
managers of public funds as partners. Research will be conducted on
introducing policies concerning insurers' investment in privately offered
wealth management products and private equity funds.
Fourth, we will guide commercial banks to advance the orderly disposal of
non-standard non-performing assets, and encourage newly-established
wealth management subsidiaries to increase securities investment.
Fifth, we will support insurers to ramp up investment in the capital market
through direct investment, entrusted investment, public funds and other
channels, particularly the equity investment in listed quality enterprises.
Sixth, we will practice differentiated and proportion-based regulation on
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insurers' allocations of equity assets and guide insurers to allocate more
funds to equity assets.
Fifth, diversified financial instruments will be employed to smooth and
restore the global supply chain. Efforts should be made to increase
financing support for enterprises in the international industrial chain, so as
to help them expand domestic and overseas markets and raise the
proportion of domestic sale of export products.
Export enterprises should be bolstered to resume business and trade
exchanges with foreign partners at an early date, to stabilize export orders
through funding measures such as buyer's credit financing, and to leverage
export credit insurance share risk losses.
Significant steps should be taken to vigorously advance the supply chain
finance, to give priority to the financial needs of leading enterprises and
key links, and to smooth and stabilize the upstream and downstream
supply chains.
The COVID-19 pandemic has not only seriously impacted China, but also
taken a great toll on most other countries across the world. According to
the forecasts of some international organizations, the developed economies
will plunge into the worst recession since World War II and the emerging
markets will contract for the first time in nearly 60 years. In the face of
such a calamity, all countries in the world should shelve differences for
close cooperation.
The global system of labor division was gradually established and has
evolved after decades of efforts. It is the fruit of the close cooperation of
countries following market rules and development trend, and also plays a
great role in promoting the world's economic and social development and
improving social welfare globally.
Any ideas aiming to "knock down old schemes and put up new ones" or
"make a fresh start" are by no means economical. They will greatly damage
the common interests of the people in the world and cannot be realized in
the short run.
Over the past few decades, China has made growing contributions to global
economic growth, and played a crucial role in tiding over several global
economic and financial crises.
China has provided an inexhaustible flow of high-quality and inexpensive
goods for other countries, which laid an important foundation for
sustaining "high consumption and low inflation" in developed economies
in the past 20-odd years. With its savings accounting for more than one
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quarter of the world's total, China has made enormous contributions to the
balance between the world's gross savings and total investments and
provided a massive amount of surplus funds for world economic growth.
Since the outbreak of the pandemic, the Chinese government has
dispatched medical expert teams and donated and exported a large amount
of prevention supplies and equipment, all of which are expected to play a
key role in helping the world win the battle against COVID-19. According to
incomplete statistics, Chinese financial institutions have donated over
RMB200 million worth of anti-virus supplies to 70 countries and regions.
In terms of macroeconomic policies, the international community should
strengthen communication and coordination and make the greatest efforts
to forge synergy, so as to amplify positive effects and reduce adverse
impacts.
First, large economies should actively consider the spillover effects of
their policies and balance internal and external impacts. As the world
economy has been highly integrated today, communication and
coordination with other countries should be enhanced when formulating
and introducing policies, so as to smooth out spillover risks and jointly
safeguard the overall interests of the international community.
Developed countries like the US, European countries and Japan have a
particularly substantial impact on less-developed countries both adjacent
and beyond. In the dollar-dominated international monetary system, the
US Federal Reserve System (Fed), to some extent, acts as the world's
central bank and plays a big part in the global economic and financial
stability.
If the Fed focuses too much on domestic welfare in making policies, the
foundation of global financial stability may be undermined and the credit
of the US dollar and the US be overdrawn.
Second, we are all aware that this is not the Last Supper, so room must be
left for the future. Many countries have rolled out fiscal and financial
incentives of unprecedented scale and intensity.
The impacts of the policies were very strong at the outset, but their
marginal utility is diminishing. For the time being, we have to coexist with
the pandemic for a fairly long time.
As we know, quite a few countries and regions are considering additional
incentives. It is recommended that everyone think twice before action and
reserve some policy space for the future. China values very much the
normal monetary and fiscal policies we are practicing now. We will not
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flood the economy with liquidity, still less employ deficit monetization or
negative interest rates.
Third, there is no free lunch. How could so many central banks fire up
printing presses to print an unlimited amount of money? As early as more
than 2,000 years ago, both China and Europe suffered from economic and
social crises arising from the governments' unrestrained coinage of metal
into money, not to mention a number of disasters the human society has
undergone due to similar reasons after the introduction of paper bills.
Financial professionals must understand that a price must be paid for any
blank check.
Fourth, a resilient financial system is usually a reflection of economic
strength. However, while the real economy has not restarted yet, the stock
market has been surging. This is inexplicable. The international financial
market is running counter to the real economy, suggesting an
unprecedentedly marked distortion. "Internal debt is not debt, but external
debt is debt. For the US, even external debt is not debt," held some foreign
experts. It seemed to be the case for quite some time in the past, but can it
last long in the future? The worry is hopefully unwarranted.
The fifth issue is whether inflation can be wiped out from the world
economy, just like a plague can be relieved by a special medicine. The rise
of overall prices in major economies is not evident yet at this moment.
However, considering that it still takes a long period of time for the global
supply chain to recover, the costs of factors of production will continue to
increase in the future.
Besides, many countries are continuously boosting demand, which may
bring about changes to the mechanism of derivative deposit creation. All
these may lead to the resurgence of inflation.
In addition, one more thing to consider is how to phase out massive
stimulus policies in the future. When a large-scale stimulus policy is
introduced, everyone is cheering. It may be very painful at the time of exit.
The impact of the "quantitative easing (QE)" policy launched in 2008 has
not completely dispersed so far.
I wish to take this opportunity to stress that, China will, as always,
unswervingly deepen the reform and enhance the opening-up of the
financial sector. We will work to create a market-oriented, law-based and
internationalized business environment, improve relevant laws and
regulations, and advance the construction of the financial infrastructure.
Domestic and foreign institutions will be encouraged to cooperate on
product design, equity investment, corporate governance, talent
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cultivation, etc., so as to advance the participation of foreign capital in the
Chinese market. Steps will be taken to steadily push forward RMB
internationalization, gradually improve the settlement, trading and reserve
functions of RMB, and advance the free use of RMB.
Support will be offered to regional financial reform and opening-up,
especially to the China (Shanghai) Pilot Free Trade Zone (SHFTZ). As an
international financial center, Hong Kong boasts unique advantages and
abundant resources and is fully capable of playing a bigger role.
At present, as Shanghai is trying to build itself into an international
financial center, Shanghai and Hong Kong can establish closer ties,
strengthen exchanges, complement each other and make progress
together. We will also keep close communication with Hong Kong financial
regulators to provide diversified services and create more favorable
conditions for consolidating Hong Kong's position as an international
financial center and deepening the financial cooperation between Shanghai
and Hong Kong.
Finally, I wish the Forum a complete success, and I hope the development
of Shanghai as an international financial center be brought to a new height!
Thank you!
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NIST Asks A.I. to Explain Itself
Technical agency proposes four fundamental principles for judging how
well AI decisions can be explained.

It’s a question that many of us encounter in childhood: “Why did you do
that?” As artificial intelligence (AI) begins making more consequential
decisions that affect our lives, we also want these machines to be capable of
answering that simple yet profound question. After all, why else would we
trust AI’s decisions?
This desire for satisfactory explanations has spurred scientists at the
National Institute of Standards and Technology (NIST) to propose a set of
principles by which we can judge how explainable AI’s decisions are.
Their draft publication, Four Principles of Explainable Artificial
Intelligence (Draft NISTIR 8312), is intended to stimulate a conversation
about what we should expect of our decision-making devices. You may
visit:
https://www.nist.gov/system/files/documents/2020/08/17/NIST%20Exp
lainable%20AI%20Draft%20NISTIR8312%20%281%29.pdf
The report is part of a broader NIST effort to help develop trustworthy AI
systems. NIST’s foundational research aims to build trust in these systems
by understanding their theoretical capabilities and limitations and by
improving their accuracy, reliability, security, robustness and
explainability, which is the focus of this latest publication.
The authors are requesting feedback on the draft from the public — and
because the subject is a broad one, touching upon fields ranging from
engineering and computer science to psychology and legal studies, they are
hoping for a wide-ranging discussion.
“AI is becoming involved in high-stakes decisions, and no one wants
machines to make them without an understanding of why,” said NIST
electronic engineer Jonathon Phillips, one of the report’s authors. “But an
explanation that would satisfy an engineer might not work for someone
with a different background. So, we want to refine the draft with a diversity
of perspective and opinions.”
An understanding of the reasons behind the output of an AI system can
benefit everyone the output touches. If an AI contributes to a loan approval
decision, for example, this understanding might help a software designer
improve the system. But the applicant might want insight into the AI’s
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reasoning as well, either to understand why she was turned down, or, if she
was approved, to help her continue acting in ways that maintain her good
credit rating.
According to the authors, the four principles for explainable AI are:
-

AI systems should deliver accompanying evidence or reasons for all
their outputs.

-

Systems should provide explanations that are meaningful or
understandable to individual users.

-

The explanation correctly reflects the system’s process for generating
the output.

-

The system only operates under conditions for which it was designed or
when the system reaches a sufficient confidence in its output. (The idea
is that if a system has insufficient confidence in its decision, it should
not supply a decision to the user.)

While these principles are straightforward enough on the surface, Phillips
said that individual users often have varied criteria for judging an AI’s
success at meeting them. For instance, the second principle — how
meaningful the explanation is — can imply different things to different
people, depending on their role and connection to the job the AI is doing.
“Think about Kirk and Spock and how each one talks,” Phillips said,
referencing the Star Trek characters. “A doctor using an AI to help
diagnose disease may only need Spock’s explanation of why the machine
recommends a particular treatment, while the patient might be OK with
less technical detail but want Kirk’s background on how it relates to his
life.”
Phillips and his co-authors align their concepts of explainable AI to
relevant previous work in artificial intelligence, but they also compare the
demands for explainability we place on our machines to those we place on
our fellow humans. Do we measure up to the standards we are asking of
AI? After exploring how human decisions hold up in light of the report’s
four principles, the authors conclude that — spoiler alert — we don’t.
“Human-produced explanations for our own choices and conclusions are
largely unreliable,” they write, citing several examples. “Without conscious
awareness, people incorporate irrelevant information into a variety of
decisions from personality trait judgments to jury decisions.”
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However, our awareness of this apparent double standard could eventually
help us better understand our own decisions and create a safer, more
transparent world.
“As we make advances in explainable AI, we may find that certain parts of
AI systems are better able to meet societal expectations and goals than
humans are,” said Phillips, whose past research indicates that
collaborations between humans and AI can produce greater accuracy than
either one working alone. “Understanding the explainability of both the AI
system and the human opens the door to pursue implementations that
incorporate the strengths of each.”
For the moment, Phillips said, the authors hope the comments they receive
advance the conversation.
“I don’t think we know yet what the right benchmarks are for
explainability,” he said. “At the end of the day we’re not trying to answer all
these questions. We’re trying to flesh out the field so that discussions can
be fruitful.”
NIST is accepting comments on the draft until October 15, 2020; for more
details, visit NIST's webpage on AI explainability at:
https://www.nist.gov/topics/artificial-intelligence/ai-foundationalresearch-explainability
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Episode 31: Science 2.0

In this thematic episode of the Voices from DARPA podcast, three program
managers discuss the possibility that emerging technologies in the arena of
artificial intelligence (AI) are converging toward an “artificial science”
toolset that could open an era we might designate as Science 2.0.
The prospect of AI scientists making Nobel-prize-caliber discoveries is not
around the corner, but it is a distinct possibility for the future, suggests
program manager Jiangying Zhou of the agency’s Defense Sciences Office
(DSO).
On the way toward that ideal, adds program manager Joshua Elliott of the
Information Innovation Office (I2O), we are likely to rely on scientificallyminded AI tools to pump up the efficiency of scientific discovery and to tap
into the vast and growing reservoirs of data, which biological minds might
not be as suited to make sense of as AI ones.
For Bartlett Russell, also of DSO, perhaps the most important advance
during the evolution toward a Science 2.0 era will reside in the use of AI
tools that enable more people than ever to embrace the scientific
enterprise.
The more minds doing science, she says, the more discovery we can expect.
Blubrry (podcast host):
https://blubrry.com/voices_from_darpa/65777883/episode-31-science20/
YouTube: https://www.youtube.com/watch?v=FdDsNqbGpsw
iTunes: https://itunes.apple.com/us/podcast/voices-fromdarpa/id1163190520

International Association of Hedge Funds Professionals (IAHFP)

P a g e | 37

Number 2

COMPLAINT FOR VIOLATION OF: Title 18, United States Code,
Section 371 – Conspiracy to Intentionally Cause Damage to a
Protected Computer

AFFIDAVIT IN SUPPORT OF ARREST WARRANT AND CRIMINAL
COMPLAINT
1. I, Michael J. Hughes, being first duly sworn, hereby depose and state as
follows: I make this affidavit in support of the issuance of an arrest warrant
and a Criminal Complaint charging defendant EGOR IGOREVICH
KRIUCHKOV with a violation of 18 U.S.C. § 371 – Conspiracy to
Intentionally Cause Damage to a Protected Computer (conspiracy to violate
18 U.S.C. §§ 1030(a)(5)(A); 1030(c)(4)(B)(i) and (c)(4)(A)(i)(I)).
2. I am a Special Agent for the Federal Bureau of Investigation (“FBI”),
where I have been employed for 14 years. As a Special Agent, in accordance
with Title 18, United States Code, Section 2510(7), I am a Federal Law
Enforcement Officer of the United States, who is empowered by law to
conduct investigations of and make arrests for offenses enumerated in Title
18, as well as author warrants for search and seizure pursuant to Rule
41(a)(2)(C) of the Federal Rules of Criminal Procedure.
3. I am currently assigned to the Reno Resident Agency of the FBI Las
Vegas Division, where I have been assigned for three years. Prior to this
current assignment, I served as a Special Agent in Las Vegas, Nevada and
as a Supervisory Special Agent at FBI Headquarters in Washington, D.C.
4. I have experience conducting national security and criminal
investigations, including counterintelligence, counterterrorism, and cyber
matters. I am currently responsible for conducting counterintelligence
investigations.
5. During my tenure with the FBI, I have conducted surveillance, analyzed
phone records, drafted search warrant applications, monitored Title III
wiretaps, interviewed witnesses, recruited confidential sources, supervised
activities of sources, utilized and analyzed GPS tracking technology,
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executed search warrants, and executed arrest warrants. I have also
received ongoing on-the-job training from other agents and law
enforcement officials.
6. Based upon the above experience, I am familiar with the modus
operandi of persons involved in fraud related to unauthorized computer
access, the theft of trade secrets, intelligence collection against the United
States Government and industry within the United States, and other
criminal violations. I am aware persons involved in such criminal activities
routinely attempt to conceal their identities and actions, including
involving third party actors to aid in their criminality.
7. The facts in this affidavit come from my personal observations, my
training and experience, and information obtained from other agents and
witnesses. This affidavit is intended to show merely that there is sufficient
probable cause for the issuance of an arrest warrant and a criminal
complaint and does not set forth all of my knowledge about this matter.
8. Based on my training and experience and the facts as set forth in this
affidavit, there is probable cause to believe that EGOR IGOREVICH
KRIUCHKOV has committed a violation of 18 U.S.C. § 371 – Conspiracy to
Intentionally Cause Damage to a Protected Computer.
To read more: https://www.justice.gov/opa/pressrelease/file/1308766/download
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EBA launches consultation to revise its Guidelines on internal
governance (EBA/CP/2020/20)

The European Banking Authority (EBA) launched today a public
consultation to revise its Guidelines on internal governance.
This review takes into account the amendments introduced by the fifth
Capital Requirements Directive (CRD V) and the Investment Firms
Directive (IFD) in relation to credit institutions’ sound and effective
governance arrangements.
The consultation runs until 31 October 2020.
Combating money laundering and terrorist financing is crucial for
maintaining stability and integrity in the financial system. Therefore,
uncovering any involvement of credit institutions and investment firms in
money laundering and terrorist financing can have an impact on the
viability and trust in the financial system.
In this context, these Guidelines clarify that identifying, managing and
mitigating money laundering and financing of terrorism risk is part of
sound internal governance arrangements and credit institutions’ risk
management framework.
These draft Guidelines further specify and reinforce the framework
regarding loans to members of the management body and their related
parties.
Those loans may constitute a specific source of actual or potential conflict
of interest and, therefore, specific requirements have been explicitly
included in the Directive 2013/36/EU (CRD).
In the same way, other transactions with members of the management
body and their related parties have the potential to create conflicts of
interest and, therefore, the EBA is providing guidance on how to properly
manage them.
Finally, in line with the requirement to have a gender-neutral
remuneration policy, the consultation paper contains new guidance on the
code of conduct to ensure that credit institutions take all necessary
measures to avoid discrimination and guarantee equal opportunities to
staff of all genders.
Consultation process
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The EBA invites comments solely on the amendments to the EBA
Guidelines on Internal Governance as shown in the tracked changes
version.
Comments to this consultation can be sent to the EBA by clicking on the
"send your comments" button on the consultation page. Please note that
the deadline for the submission of comments is 31 October 2020.
A public hearing will take place via conference call on 1 October 2020 from
14: 00 to 16:00. All contributions received will be published following the
end of the consultation, unless requested otherwise.
Legal basis and next steps
These draft Guidelines have been developed on the basis of Article 74 of
Directive 2013/36/EU, which mandates the EBA to further harmonise
credit institutions’ governance arrangements, processes and mechanisms
across the EU.
The EBA Guidelines will apply to Competent Authorities across the EU, as
well as to credit institutions on a solo and consolidated basis. Once the
revised Guidelines will enter into force, the 2017 Guidelines will be
repealed. You may visit:
https://eba.europa.eu/sites/default/documents/files/documents/10180/1
972987/eb859955-614a-4afb-bdcdaaa664994889/Final%20Guidelines%20on%20Internal%20Governance%
20(EBA-GL-2017-11).pdf

https://eba.europa.eu/sites/default/documents/files/document_library/P
ublications/Consultations/2020/EBA%20launches%20consultation%20to
%20revise%20its%20Guidelines%20on%20internal%20governance%20%
28EBA/CP/2020/20%29/898012/CP%20on%20Guidelines%20on%20int
ernal%20governance%20under%20CRD.pdf
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Markets, Morality, and Mobsters: Remarks at the 18th Annual
Corporate Governance Conference
SEC Commissioner Hester M. Peirce, University of Texas at Dallas
Institute for Excellence in Corporate Governance

Thank you Jessica [Magee]. It is a particular honor to be introduced by an
SEC alumna. Although I had hoped this could be an in-person event, I am
grateful that we nevertheless can spend some time together virtually.
Before I begin, I have to remind you that the views I represent are my own
and not necessarily those of the Securities and Exchange Commission or
my fellow Commissioners.
We are here today to talk about excellence in corporate governance. As
with other pursuits in life, governing a corporation well requires a solid set
of core values. These values are often rooted in childhood lessons, so I will
offer a cautionary tale. A friend of mine—over his wife’s objection—taught
his toddler son to answer “Money!” when asked “What is the most
important thing in the world?”
Their son was an eager pupil and, two years later—over both of his parents’
objections—he will still emphatically tell you that money is the most
important thing in the world. He does not just talk the talk; he collects
bills from all over the world, places them with precision in his toy cash
register, releases them only to demand their immediate return, and
accurately matches the names of historical figures with the bills on which
they appear.
I hope that one of the bills that eventually finds its way into his collection is
Japan’s new 10,000 yen note—roughly equivalent to $100 at current
exchange rates—scheduled for release in 2024.
That is a higher-value bill than is appropriate for a child’s collection, but I
want my friend’s son to have it not for its value, but for the value lesson it
conveys. The bill will feature a gentleman named Shibusawa Eiichi, who is
known as “the father of Japanese capitalism.”
Some people might wonder why I think that it would be good for a boy
already obsessed with money to be introduced to one of capitalism’s
fathers. After all, much of the developed world seems to be turning against
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capitalism, which they view as a system designed for the benefit of the few,
at the expense of the many.
Shibusawa, however, understood that capitalism—in which private
individuals come together voluntarily to build profit-making enterprises—
can elevate hardworking, talented people of good character; spread
prosperity; and benefit society. Shibusawa’s role in creating the modern
Japanese economy is hard to overstate, but he has much to offer our nation
as well.
For some context, let me tell you a little bit about Shibusawa and the
challenges Japan faced when he embarked on his career in the second half
of the 19th century. When Shibusawa was born in 1840, Japan was still a
feudal society.
Although a vibrant commercial culture had developed under the Tokugawa
shogunate, the dominant neo-Confucian ethics had little to say about
commerce, and what it did have to say was certainly not positive.
A man’s highest calling was service to the state; commerce was seen as the
realm of those who sought profit without adherence to any code of honor
or morality.
Perhaps partly for this reason, commercial success in Tokugawa Japan was
denigrated and, as Shibusawa himself put it when he left government
service for the private sector, it was generally accepted that it was a
shameful thing to become a merchant.
The arrival of Commodore Perry off Japan’s Pacific coast in 1853 forced
Japan to open its doors to the outside world for the first time in two
centuries and plunged the feudal hierarchy into chaos. Japan’s political
leadership struggled to maintain domestic stability and to avoid
colonization. Shibusawa, the son of a prosperous farmer, initially joined
up with bands of samurai seeking to expel the foreigners.
He eventually found himself in the service of the last shogun.
During an extended trip to Europe in 1867-68 as part of an official study
delegation, Shibusawa learned that much of the European powers’ strength
derived from the value that they placed on commerce and the market
technologies on which commerce relied.
It was also during this trip that Shibusawa learned, to his astonishment,
that, in much of Europe, men engaged in commerce were seen as equals to
military men, and he was stunned when, during an audience with the king
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of Belgium, the king himself touted the high quality of Belgian steel to the
Japanese mission.
If the monarch thought promoting commerce was not beneath him, it was
no surprise that his subjects also treated commerce as a worthwhile
pursuit.
Shibusawa concluded that Japan’s economic development would require a
transformation of values: disdain for commerce would need to give way to
a respect for commercial enterprise. This transformation would be
impossible without convincing his fellow countrymen that commerce was
itself a moral endeavor.
The prevailing “revere officials and despise the people” attitude
emphasized the role of government in society and encouraged people to
look to government as the guarantor of national prosperity.
This unhealthy attitude also had to give way to a respect for the role that
ordinary people from all classes could play in building the economy and the
broader society, economically of course, but also ethically.
Shibusawa’s insight is one that is often overlooked, but it is important.
Voluntary commercial activity both requires and cultivates a heightened
moral sensitivity in those who engage in commerce, and according value to
those who engage in this activity helps build healthy societies. Others have
made the same point.
The most famous, of course, is Adam Smith, but consider economist
Deirdre McCloskey, who argues that “[t]he growth of the market . . .
promotes virtue, not vice.” She repeatedly directs our attention to the ways
that commercial activity forces us to attend to each other, to understand
what each other wants or needs, and to find ways to satisfy those wants and
needs.
She notes that “[a] person in business depends on an imaginative
engagement with the customers and suppliers, to see the witness in them. .
. . An alert businesswoman ‘subjects herself to every neighbor.’ She listens
and learns from other people and from the world.”
By pushing us to listen, to engage with each other, commercial activity
encourages us to be better neighbors, to treat others with civility and
tolerance.
The French philosopher Voltaire observed this same thing when he visited
the London Exchange in the early 18th century and beheld people of all
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different religions dealing with each other as equals as they traded with one
another.
As an important companion to his efforts at reshaping perspectives on
commerce, Shibusawa played a central role in introducing to Japan the
central financial technologies of modern capitalism, including the jointstock company, double-entry accounting, and modern banking.
His embrace of the joint-stock company was rooted in part in a belief that
this corporate form was an ideal way to draw on the capital and efforts of
people all across society.
As one Shibusawa biographer notes, once he concluded that the key to
national prosperity was not in the state but in the people, the question was
how to marshal these resources and talents to empower the people to
achieve a broad-based prosperity.
In his view, the joint-stock company was a tool uniquely suited to this task.
This form of business organization could offer opportunity to anybody,
regardless of social class. Anyone with investable funds could own shares
in a joint-stock company, and one’s influence as an investor was
determined by how many shares he owned, not by his social class.
It made it possible to pool the financial resources of the wealthy with the
talents of the poor.
Importantly, the organizing force of these companies was voluntary
cooperation in the pursuit of a common purpose, not government coercion.
In a pamphlet he wrote when he was an official in the Ministry of Finance,
he explained that “[t]he formation of a company begins with private rights,
in a meeting of the minds and a decision to join forces.”
Shibusawa helped establish, and mentored the leaders of, dozens of
national banks throughout Japan, but he had a vision for the
transformative power of capitalism—and the joint-stock corporation—
across the entire economy.
Shibusawa himself guided the establishment of the First National Bank of
Japan, which was the first modern bank and one of the first joint-stock
companies in the country.
He was involved in establishing between 400 and 500 corporate entities
that were part of the financial, physical, and logistical infrastructure that
Japan needed to participate as an equal in the modern global economy.
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The firms he helped launch or lead over his career read like a Who’s Who
of corporate Japan: They include Mizuho Bank (which traces its lineage
back to the First National Bank), Tokyo Marine, Tokyo Electric Power
Company, Tokyo Gas, The Imperial Hotel, Sapporo Beer, Japan Rail, and
the Tokyo Stock Exchange.
He served many of these firms, often as an executive officer or as a member
of the board.
He was a gifted mentor, and his reputation for integrity made him a
valuable catch for entrepreneurs seeking to raise funds.
Integrity was key to the capitalist society Shibusawa championed. Profitseeking was not a selfish pursuit.
Indeed, Shibusawa became a very wealthy man, but he wanted to see
others become wealthy as well. Being a part of a profit-making business,
however, did not free one from the need to be guided by moral
commitments. He commended hard work for the purpose of building an
enterprise, but recognized the danger of self-interested managers.
One of his most pointed warnings to managers appears in his best-known
work, The Analects and the Abacus, which was his attempt to articulate
ethical principles (which he drew largely from the Analects of Confucius)
for the commercial world (represented by the abacus).
In this passage, which really needs to be quoted in full, he describes well
the temptation of corporate managers to confuse their own interests for
those of the company they manage and of its shareholders.
He writes:
It is a laudable thing for a businessman to work ceaselessly to make his
company or bank successful. And it is a good thing to work faithfully for
the profit of shareholders.
However, if your desire to devote yourself to your company or your bank is
motivated by a selfish scheming for personal benefit, or your decision to
increase a dividend payment is driven by the fact that you yourself are a
shareholder and want to enrich yourself, that’s a problem.
If [you have that mindset and] the bank or the company encounters
difficulty and you realize that you can benefit yourself by forcing the
company into bankruptcy and inflicting harm on the company’s
shareholders, I doubt whether you will be able to resist that temptation.
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Shibusawa wraps up this discussion by noting that it was precisely this
kind of temptation that the Confucian philosopher Mencius was warning
about when he said, “If you do not think of others and instead think only of
your own gain, you will come to a point where you will not be satisfied until
you steal what you want from others.”
Much of his mentorship activity appears to have been devoted to instilling
in younger corporate managers the importance of looking beyond one’s
own personal interests in managing a corporate enterprise.
Shibusawa spent much of his life selling capitalism to his country. He also
was tireless in his efforts to foster better US-Japan relations.
Now, more than a century later, he can help his American friends to
remember why capitalism is worth keeping.
First, he can remind us that the goal of a corporation is to join people
together in a cooperative enterprise that draws on their capital and talent
to make products and services that people want, and the very reason that a
corporate enterprise generates profits is because—as another Shibusawa
biographer explains—it “removes financial worries from people’s lives and
makes them prosperous.”
Second, a corporation is a private endeavor, not something that requires
government direction; indeed government involvement will almost
certainly always lead to either compulsion or rent-seeking.
Third, working in private enterprise to meet the needs of other people is
honorable work and doing this work well is morally exemplary; members
of the private sector ought not think themselves inferior to “public
servants.”
Fourth, the people running the company have to remember that they work
for the shareholders, not for themselves.
Many people from within and without corporate America are undermining
the corporation rather than harnessing its power to address society’s
problems.
Intricately thick regulatory barriers to the formation and financing of
companies make it harder to start a corporation and take it public.
For example, entrepreneurs must navigate a complex web of exempt
offering rules under our federal securities laws in order to raise capital.
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Compliance does not come cheaply: legal fees associated with raising very
early stage capital can cost between $5,000 to $20,000, while a venture
capital raise for more mature companies can cost between $20,000 to
$40,000 in compliance costs.
The existing exempt offering framework not only imposes burdensome
compliance costs on startups, but also ties their hands when it comes to
tapping into their networks in order to raise capital.
Specifically, the most commonly used exemptions from registration
generally limit participation to accredited investors—individuals with a net
worth exceeding $1 million, income in excess of $200,000, or as of
yesterday, individuals holding a Series 7, 65, or 82 license.
For startups not located near or connected to angel investor and venture
capital networks in major coastal cities, the accredited investor definition
severely limits their pool of potential investors.
Regulatory barriers are surmountable by the wealthy, well-connected, and
entrenched, but the people who could benefit the most by joining forces
with friends and neighbors to build a profit-making enterprise that serves
their communities have a much more difficult time.
Shibusawa championed shareholder capitalism not for its ability to make
the rich richer, but for its ability to spread wealth and prosperity: “A single
wealthy individual does not make the country more prosperous.
To elevate the low status of people engaged in commerce and industry, we
must make improvements to the whole by helping the joint-stock company
organizations take root.”
Large, incumbent firms often use regulatory barriers to entry to their
advantage. Shibusawa objected when firms threw around their weight at
the expense of competitors and consumers.
For example, although the most successful business magnates of pre-war
Japan typically sought to establish zaibatsu—conglomerates of related
firms—which could dominate significant segments of the Japanese
economy—Shibusawa never sought to do so.
A famous anecdote highlights his distinct vision for the Japanese economy.
In 1878, he received a dinner invitation from Iwasaki Yatarō, the president
of Mitsubishi, one of the great zaibatsu of the pre-war era.
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Over dinner, Iwasaki turned the conversation to the Japanese economy,
pointing out that if Shibusawa and he joined forces, they could dominate
Japan’s still undeveloped economy.
The conversation turned heated when Shibusawa immediately objected to
the suggestion that the two of them monopolize the economy for their own
benefit.
Shibusawa argued that his own approach—leveraging the joint-stock
company model to gather resources and people from across the country—
was better suited to bringing wealth to the Japanese people and thus to the
nation as a whole. Iwasaki retorted that Shibusawa’s approach would lead
to disaster.
When he saw that he was getting nowhere with Iwasaki, Shibusawa left the
dinner in disgust. The two men went on to become fierce competitors in
the marine transport industry.
Iwasaki’s suggestion that the market is something for the powerful to carve
up for their own benefit suggests a view of capitalism similar to that of Al
Capone, who is alleged to have said: “Capitalists believe they can take
everything at the table as belonging to them. Capitalism is the legitimate
racket of the ruling class.”
The idea that markets can be divvied up arbitrarily by a tiny elite is the
mentality of a mobster, not the mentality of a principled capitalist like
Shibusawa.
Shibusawa recognized that corporations should be formed and directed by
private citizens interacting with one another voluntarily to serve the needs
of their fellow citizens.
Ironically, a highly regulated environment, which minutely prescribes what
companies can and cannot do, undermines the integrity that Shibusawa
understood to be key to capitalism.
Rather than pleasing customers and generating wealth for shareholders, a
company that gets overly entangled with government becomes more
focused on pleasing regulators and using its relationship with those
regulators to extract rents that do not contribute to anybody’s prosperity
except that of the rent-seeker.
As Niall Ferguson explained, “The question that gets asked in highly
regulated markets is not: ‘Are we doing the right thing?’ but ‘Can we get
away with this?’”
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Is it any wonder that, in a corporate world increasingly characterized by
rent-seeking, a world of compliance checklists and of self-interested moral
posturing, Shibusawa’s vision of commercial enterprise as a fundamentally
moral enterprise that ennobles the men and women who engage in
commerce is increasingly thought laughable?
Shibusawa himself would not have been surprised by this unfortunate
development, born as he was in an era where the most successful
businesses achieved that success through government-sanctioned
concessions obtained through connections and corruption. These bad
habits too easily replace the qualities that make a business enterprise truly
successful.
The pressure to develop these habits is particularly strong in public
corporations, which are under increasing regulatory and societal pressure
to focus on objectives other than profit-making. Managers and boards,
rather than standing against this pressure, are too often embracing it.
As a consequence, companies are losing their singular focus on maximizing
the value of the company—the focus that forces companies to innovate and
improve, and thus to generate the products and services that not only
create profits for shareholders but also make each of us—and our society as
a whole—more prosperous.
The irony of current corporate responsibility movements, which encourage
corporations to do things other than focus on profit-making, is that the
diverted focus will undermine corporations’ ability to improve people’s
lives.
Objectives like clean air and water, good education and healthcare, and
poverty reduction are better achieved by profit-focused corporations than
corporations encouraged to pursue these objectives directly. Shibusawa
recognized that the ability of corporations to play a leading role in
improving people’s lives depended on them being permitted to be profitseeking entities.
Managers themselves have reason to favor multiple objectives because the
resulting confusion allows them to pursue their own objectives. As
Shibusawa predicted, the manager who places her own interests ahead of
shareholder interests, loses her way.
Self-dealing may come in the form of an excessive executive compensation
package, but it also may come less directly; many executives today seek to
signal their own virtue by committing company resources to causes that
will earn them societal brownie points, which gives the executives’ social
circle a greater say in corporate policies and priorities than shareholders.
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This shift of focus away from shareholders entirely upends the proper focus
of corporate governance. It is no different for a corporate executive to
claim to be virtuous by spending shareholder money than it is for a
politician to signal her generosity by spending taxpayer money.
Managers’ misappropriation of corporate assets for their own benefit—
whether pecuniary or reputational—might not get punished, particularly if
the thieving managers cloak themselves in rhetoric that accords with that
being used by outside groups trying to refocus corporations.
These are not merely theoretical concerns. We can observe some of the
negative consequences of this shift in corporate focus away from the
maximization of shareholder value in current events. Last year, 181 CEOs
signed on to the Business Roundtable’s new Statement on the Purpose of a
Corporation to great fanfare.
Explicitly rejecting shareholder primacy, the statement committed the
CEOs to lead their companies for the benefit of all stakeholders, specifically
identifying customers, employees, suppliers, communities, and notably
last: shareholders, who merely “provide the capital.”
Some have argued that this statement is nothing but a public-relations
move and does not reflect a fundamental shift in the way these businesses
will operate. For example, a forthcoming study reaches this conclusion by
finding that the corporate guidelines for the signatory companies continue
to demonstrate a commitment to shareholder primacy and that only one
company whose CEO signed the statement received board approval to do
so.
If this is the accurate interpretation, then the deceitfulness displayed by Csuites across the nation reveals a deep moral failure that will only further
damage the reputation of capitalism and corporate America.
Let’s take a more generous view and assume that the CEOs actually believe
in a stakeholder model of capitalism and are actively working to implement
such a vision. There is evidence that suggests such a model does not
benefit investors or stakeholders.
Despite the commitment to deliver value to all of these stakeholders,
research demonstrates that the signatory companies have not historically
delivered on those promises for any of the identified constituencies.
As Matt Levine caustically summarized the findings: “[c]ompanies that
signed on to the Business Roundtable’s statement do worse for
shareholders, sure, but they also do worse for employees and the
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environment. They pay their CEOs more, though, which is perhaps the real
point.”
Moreover, the statement’s dilution of the role of shareholders in corporate
governance reduces management’s accountability for their actions.
Success is no longer measured solely by shareholder value, but instead is
defined, at least in part, by the good intentions of management with
respect to favored stakeholders. Indeed, Business Roundtable President
and CEO Joshua Bolten recently defended his thesis that this has been “a
good year for stakeholder capitalism,” by noting that CEOs advocated for
policy makers to increase the federal minimum wage, paid family medical
leave, and pandemic relief.
Measuring the value of companies by the loudness with which they call for
government mandates portends a bleak future for American capitalism.
Companies add value to society by seeking to be profitable for their
shareholders. To do so, they make things people need. In the process, they
enrich their workers, business partners, and communities.
By shifting their focus to stakeholders rather than investors, CEOs may be
attempting to distance themselves from their fiduciary duties to
shareholders—fiduciary duties that are underpinned by moral principles.
Former Chief Justice of the Delaware Supreme Court Myron Steele argues
that the morality imbued in Delaware corporate law’s fiduciary duties
“holds corporate actors to a higher standard, discourages distasteful or
unsavory conduct in blind pursuit of individual interests, and reflects the
manner in which those same actors might interact in other, similar, but
non-business contexts.”
No such higher standard of conduct applies to the relationships between
stakeholders and corporate officers and directors, so it is not surprising
that those relationships are being used to justify certain business decisions.
Shibusawa again serves as an example of a better way. He devoted his own
time and resources to philanthropy. He was an early supporter of one of
Japan’s first institutions dedicated to the care of orphans, the elderly, and
the disabled.
He helped found the Japanese Red Cross, several of Japan’s leading
educational institutions (including at least two institutions of higher
education for women), and hospitals.
He was known for never turning down a request for a meeting from an
entrepreneur or a younger corporate manager and mentored hundreds of
younger businessmen.
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It is wonderful when people earn money and spend it for good causes, but
shareholders and corporate executives should earn the money first and
only then give it away.
True, this is the harder road, as it requires each of us as individuals to give
of our own time and resources and to give sacrificially, rather than letting
shareholders foot the bill, but none of our great moral teachers ever said
the path to virtue was an easy one.
As a federal securities regulator, my reach into state corporate law is, and
should be, limited. Relations among corporate boards of directors,
managers, and shareholders are appropriately governed by state law.
Nevertheless, discussions about corporate purpose and governance affect
discussions about disclosure requirements for public companies.
If the objective of a company is no longer to maximize value, then the
company’s disclosures become as unfocused as the company’s management
team. That is not a good result for investors.
I hope that my friends’ son’s youthful obsession with money will mature
into an appreciation of the values that the father of Japanese capitalism
championed. And I hope that he and the rest of his generation will reap
the benefit of corporate enterprises singularly, but ethically, focused on
making profits by serving society’s needs.
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A billion user hours lost in EU telecoms due to security incidents
in 2019
The European Union Agency for Cybersecurity publishes the 9th annual
report on telecom security incidents.

The report provides an analysis of root causes and impact of major
incidents that happened in the course of 2019 and multiannual trends.
The national telecom security authorities in Europe reported a total of 153
major telecom security incidents in 2019.
These incident reports were submitted to the EU Agency for Cybersecurity
as part of the annual summary reporting on major telecom security
incidents in the EU.
The reported incidents had a total impact of almost 1 Billion user hours
lost.
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Key takeaways from the 2019 incidents
-

System failures dominate in terms of impact: this category makes up
almost half (48%) of the total user hours lost. It is also the most
frequent root cause of incidents. Both the frequency and overall impact
of system failures have been trending down significantly over the past 4
years;

-

More than a quarter (26%) of total incidents have human errors as the
root cause. Human errors increased by 50% compared to the previous
year;

-

Almost a third (32%) of the incidents were also flagged as a third-party
failure. This means that these incidents originate at third parties,
typically utility companies, contractors, suppliers, etc. This number
tripled compared to 2018 when it was 9% then;

-

Looking inside the category of system failures, hardware failures are a
major factor: almost a quarter of incidents (23%) were caused by
hardware failures and they heavily impacted user hours amounting to
38%;

-

Power cuts continue to be an important factor: being either the primary
or the secondary cause in over a fifth of the major incidents.

EECC broadening the scope of the telecom security incident reporting
The New EU telecom legislation, known as the European Electronic
Communications Code (EECC), has to be transposed into national law by
21 December 2020.
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These new rules are broader in scope, adapting to the changes in the EU’s
electronic communications landscape.
The new legislation will also cover so-called number-independent
interpersonal communications services, such as Whatsapp and Skype.
The reporting obligations will cover a broader range of telecom security
incidents, including incidents having an impact on confidentiality,
availability, integrity or authenticity of the communication networks and
the data transmitted via those networks or services.
ENISA is working with the EU Member States to implement these changes.
The annual reporting guideline is currently being updated to include new
thresholds for the annual summary reporting. The EU Agency for
Cybersecurity is also updating the guidelines on security measures.
The report: https://www.enisa.europa.eu/publications/annual-reporttelecom-security-incidents-2019
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The Space Policy Directive

Section 1. Background.
The United States considers unfettered freedom to operate in space vital to
advancing the security, economic prosperity, and scientific knowledge of
the Nation.
Space systems enable key functions such as global communications;
positioning, navigation, and timing; scientific observation; exploration;
weather monitoring; and multiple vital national security applications.
Therefore, it is essential to protect space systems from cyber incidents in
order to prevent disruptions to their ability to provide reliable and efficient
contributions to the operations of the Nation's critical infrastructure.
Space systems are reliant on information systems and networks from
design conceptualization through launch and flight operations. Further, the
transmission of command and control and mission information between
space vehicles and ground networks relies on the use of radio-frequencydependent wireless communication channels. These systems, networks,
and channels can be vulnerable to malicious activities that can deny,
degrade, or disrupt space operations, or even destroy
satellites.
Examples of malicious cyber activities harmful to space operations include
spoofing sensor data; corrupting sensor systems; jamming or sending
unauthorized commands for guidance and control; injecting malicious
code; and conducting denial-of-service attacks.
Consequences of such activities could include loss of mission data;
decreased lifespan or capability of space systems or constellations; or the
loss of positive control of space vehicles, potentially resulting in collisions
that can impair systems or generate harmful orbital debris.
The National Security Strategy of December 2017 states that "[t]he United
States must maintain our leadership and freedom of action in space." As
the space domain is contested, it is necessary for developers,
manufacturers, owners, and operators of space systems to design, build,
operate, and manage them so that they are resilient to cyber incidents and
radio-frequency spectrum interference.
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Space Policy Directive-3 (SPD-3) of June 18, 2018 (National Space Traffic
Management Policy), states that "[s]atellite and constellation owners
should participate in a pre-launch certification process" that should
consider a number of factors, including encryption of satellite command
and control links and data protection measures for ground site operations.
The National Cyber Strategy of September 2018 states that my
Administration will enhance efforts to protect our space assets and
supporting infrastructure from evolving cyber threats, and will work with
industry and international partners to strengthen the cyber resilience of
existing and future space systems.
The directive: https://www.whitehouse.gov/wpcontent/uploads/2020/09/2020SPD5.mem_.pdf
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Cross-border links between banks and non-bank
financial institutions
Iñaki Aldasoro, Wenqian Huang, Esti Kemp

Cross-border links between banks and non-bank financial institutions
(NBFIs) gained momentum in recent years.
Banks’ cross-border claims on NBFIs rose from $4.6 trillion in Q1 2015 to
$7.5 trillion in Q1 2020, a faster increase than that of total cross-border
claims.
Financial centres and large advanced economies play a prominent role, as
hosts of the largest and most interconnected NBFIs such as central
counterparties, hedge funds and investment funds.
The size of banks’ cross-border links to NBFIs in emerging market
economies has also been on the rise, albeit from a low base.
The financial market turmoil triggered by Covid-19 revealed several
vulnerabilities associated with cross-border linkages between banks and
NBFIs.
You think that because you understand “one” that you must
therefore understand “two” because one and one make two. But you
forget that you must understand “and”.
Sufi teaching story, as cited in D Meadows, Thinking in systems: a
primer

Non-bank financial institutions (NBFIs) played an important role in
transmitting shocks during the Great Financial Crisis (Gorton (2010),
Claessens et al (2012)). Since then, NBFIs’ assets under management have
grown substantially, at even a faster pace than banks’ (FSB (2020)).
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In tandem, national and international authorities have stepped up their
efforts to quantify and understand NBFIs’ activities and the attendant
vulnerabilities (ESRB (2019)).
Of particular concern are links between banks and NBFIs, which, to echo
the opening quote, are key “conjunctions” in the financial system.
Both types of institutions can engage in credit, maturity and liquidity
transformation, which could underpin the accumulation of imbalances in
normal times and pockets of stress in a downturn.
Thus, links between banks and NBFIs are behind particularly powerful
transmission mechanisms, as demonstrated most recently by the
pandemic-related market turmoil.
This episode underscored that central counterparty (CCP) margins can be
procyclical and drain banks’ liquidity at an inopportune time; that money
market funds (MMFs) can be fickle funding providers to banks; and that
banks’ positions vis-à-vis NBFIs can contribute to their net long currency
positions.
These lessons had an important cross-border dimension. This article is a
first attempt at a global mapping of the cross-border links between banks
and NBFIs, using the BIS international banking statistics (IBS) and
focusing mainly on the residence of counterparties.
We use recent enhancements to these statistics that introduced a more
granular breakdown of banks’ claims and liabilities vis-à-vis non-banks, in
particular NBFIs (Avdjiev et al (2015)).
Since analysis of cross-border links between NBFIs and non-banks is
currently hampered by lack of data, we focus on the bank-NBFI nexus.
The rest of the article is organised as follows.
The first section documents the continuous growth of NBFIs as bank
counterparties in recent years.
The second presents the network of cross-border links between banks and
NBFIs, highlighting the systemic nodes through which shocks could
propagate and the growing importance of NBFIs in emerging market
economies (EMEs).
The third section assesses vulnerabilities with a particular focus on how
they materialised during the Covid-19 fallout in the first quarter of 2020.
To read more: https://www.bis.org/publ/qtrpdf/r_qt2009e.pdf
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Peer Review of Germany
Review Report

Financial Stability Board (FSB) member jurisdictions have committed,
under the FSB Charter and in the FSB Framework for Strengthening
Adherence to International Standards, to undergo periodic peer reviews.
To fulfil this responsibility, the FSB has established a regular programme
of country and thematic peer reviews of its member jurisdictions.
Country reviews focus on the implementation and effectiveness of
regulatory, supervisory or other financial sector policies in a specific FSB
jurisdiction.
They examine the steps taken or planned by national/regional authorities
to address IMF-World Bank Financial Sector Assessment Program (FSAP)
and Reports on the Observance of Standards and Codes recommendations
on financial regulation and supervision as well as on institutional and
market infrastructure that are deemed most important and relevant to the
FSB’s core mandate of promoting financial stability.
Country reviews can also focus on regulatory, supervisory or other financial
sector policy issues not covered in the FSAP that are timely and topical for
the jurisdiction and for the broader FSB membership.
Unlike the FSAP, a peer review does not comprehensively analyse a
jurisdiction's financial system structure or policies, or its compliance with
international financial standards.
FSB jurisdictions have committed to undergo an FSAP assessment every
five years; peer reviews taking place typically two to three years following
an FSAP will complement that cycle.
As part of this commitment, Germany volunteered to undergo a peer
review in 2019.
This report describes the findings and conclusions of the Germany peer
review, including the key elements of the discussion in the FSB’s Standing
Committee on Standards Implementation (SCSI) in June 2020.
It is the second FSB peer review of Germany, and is based on the objectives
and guidelines for the conduct of peer reviews set forth in the Handbook
for FSB Peer Reviews.
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The analysis and conclusions of this peer review are based on the responses
to a questionnaire by financial authorities in Germany and reflect
information on the progress of relevant reforms as of May 2020.
The review has also benefited from dialogue with the German authorities
as well as discussion in the FSB SCSI.
The review process and report preparation largely took place prior to the
COVID-19 pandemic; accordingly the report does not examine in depth
recent market developments or the related actions by the German
authorities.
The draft report for discussion was prepared by a team chaired by Ksenia
Yudaeva (Central Bank of the Russian Federation) and comprising Indranil
Chakraborty (Reserve Bank of India), Nicoletta Giusto (Companies and
Exchange Commission CONSOB, Italy) and Miriam Kurtosiova (Bank of
England). Michael Januska and Costas Stephanou (FSB Secretariat) and
Maxim Morozov (Central Bank of the Russian Federation) provided
support to the team and contributed to the preparation of the report.

Main findings
Germany’s macroprudential framework is well established and
operationalised through the Financial Stability Committee (FSC), which
adopted and published its macroprudential strategy in 2014.
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Data collection, quality and integration have improved, with the FSC
facilitating effective information and data exchange across its member
authorities: the Bundesbank, the Federal Financial Supervisory Authority
(BaFin), and the Federal Ministry of Finance (BMF).
This cooperation in turn has enhanced the FSC’s analytical capabilities for
the assessment of financial stability risks.
The FSC has further developed its macroprudential toolkit in recent years.
After the FSC recommended in 2015 the introduction of new
macroprudential instruments for residential real estate loans, the federal
government proposed to establish the legal basis for four borrowerbased
instruments.
Subsequently, two borrower-based tools were established by law in 2017,
allowing BaFin to set a loan-to-value ratio (LTV) cap and amortisation
requirement for new housing loans.
These tools are designed to address potential financial stability risks
stemming from developments in the residential real estate market, and
they apply to both banks and nonbank financial institutions, but so far
have not been activated.
BaFin did, however, activate the countercyclical capital buffer (CCyB) in
2019, in response to an FSC recommendation.
The CCyB rate was subsequently reduced to 0% against the backdrop of the
COVID-19 pandemic.
The efforts of the authorities to monitor and manage risks to financial
stability from NBFI have increased in recent years as the importance of the
sector has grown, most notably with respect to investment funds.
Trends and potential risks relating to NBFI are regularly discussed at the
FSC, while BaFin, the Bundesbank and the BMF have established formal
and informal structures for coordination and information sharing on
NBFI-related matters.
The analytical framework is mainly based on quantitative monitoring,
complemented by qualitative information where data gaps persist.
Monitoring of the open-ended investment fund sector in particular has
benefited from initiatives to improve data and risk analysis as they relate to
funds’ credit intermediation, liquidity, leverage and interconnectedness
with other sectors.
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The authorities have taken steps to increase monitoring of fund liquidity
following COVID-19 developments.
BaFin’s risk classification methodology for fund managers has been
substantially revised and recent legislative changes have extended the set
of liquidity management and pricing tools available to asset managers.
To read more: https://www.fsb.org/wp-content/uploads/P270720.pdf
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FSI Insights on policy implementation No 27
Regulating fintech financing: digital banks and fintech platforms
By Johannes Ehrentraud, Denise Garcia Ocampo, Camila Quevedo Vega

Executive summary.
This paper explores how fintech financing is regulated. New technologyenabled business models related to deposit-taking, credit intermediation
and capital-raising have emerged.
These are digital banking, fintech balance sheet lending and crowdfunding
platforms (the latter two are referred to as fintech platform financing).
In this paper, we provide a cross-country overview of the regulatory
requirements for these fintech activities in 30 jurisdictions.
The paper is based on an extensive desktop review of regulations and
related documents, complemented by responses to an FSI survey
conducted in early 2019.
The proliferation of new technology-enabled business models has raised
questions about the regulatory perimeter.
Authorities are assessing whether their existing regulatory framework
needs to be adjusted.
Their response will likely depend on
(i) how they see potential risks to consumers and investors, financial
stability and market integrity;
(ii) their assessment of how these new activities might benefit society in
terms of strengthening financial development, inclusion and efficiency;
and
(iii) how risks are dealt with under the existing framework and whether
opportunities for regulatory arbitrage have emerged.
The overall challenge for authorities is to maximise the benefits of fintech
innovations while mitigating potential risks for the financial system.
For digital banking, most jurisdictions apply existing banking laws and
regulations to banks within their remit, regardless of the technology they
apply. From these jurisdictions, a few have put in place initiatives that are
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intended to ensure that new banks find it easier to enter the market by
allowing them time to complete their build-out or to meet the
requirements of the prudential framework in full.
In the few jurisdictions that have set specific regulatory frameworks for
digital banks, the main licencing and ongoing requirements are similar to
those for traditional banks. Applicants for a digital bank licence face
requirements on the place of incorporation and legal form, sustainability of
business plan, minimum paid-up capital, fitness and propriety of
management, risk governance frameworks and documentation of the exit
strategy.
They also face requirements on ownership and control, although these may
be different to those applicable to other banks.
After obtaining a digital bank licence, licence holders are subject to the
same ongoing requirements as traditional banks on capital, leverage,
liquidity, anti-money laundering/combating the financing of terrorism
(AML/CFT), market conduct, data protection and cyber security.
The main difference between licensing requirements for traditional and
digital banks is in technology-related elements and the aims of the
business plan. Digital banks face restrictions on their physical presence
and, in some cases, the market segments they are allowed to serve.
Their fit and proper requirements tend to be more prescriptive in relation
to board members’ expertise in technology; a satisfactory track record in
operating a technology business; and assessments of technical
infrastructure by independent third-party technical experts.
In addition, some jurisdictions require digital banks to demonstrate a
commitment in driving financial inclusion, particularly for underserved
and hard-to-reach market segments.
Most surveyed jurisdictions have no specific regulatory framework for
fintech balance sheet (FBS) lending. In these jurisdictions, FBS lending is
subject to regulations for non-bank lending.
Requirements on the extension of credit, however, vary considerably across
countries and the responsibility for supervising this activity does not
necessarily lie with the financial authority.
Brazil is the only surveyed jurisdiction that has introduced a specific
licensing framework for FBS lending.
Many surveyed jurisdictions have introduced crowdfunding (CF)
regulations. The regulatory setup, however, varies across jurisdictions and
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is influenced by a jurisdiction’s overall supervisory architecture, as well as
the differences in risks that loan and equity CF entail.
Separate frameworks were most often implemented for equity CF. In these
cases, a third of surveyed jurisdictions have a specific framework
exclusively for equity CF. This is twice the number of jurisdictions that
have frameworks for loan CF.
For multi-type frameworks, about half of surveyed jurisdictions have an
exclusive regulatory framework for loan and equity CF.
In jurisdictions without a dedicated regulatory framework for
crowdfunding, it is subject to existing banking, securities and payments
regulations.
Dedicated regulatory CF frameworks typically have two broad sets of
requirements, where the first set is intended to regulate how platforms
may operate, which activities they can perform and what they must do to
mitigate the risks they incur. In most surveyed jurisdictions, equity or loan
CF platforms must be authorised before they can offer services.
In terms of requirements, most surveyed jurisdictions require CF providers
to operate under a specific legal form and have a minimum amount of
paid-in capital.
Even though they are allowed to broker multiple financial instruments, in
most jurisdictions restrictions limit the ability of crowdfunding providers
to invest in the financial instruments they intermediate.
In most jurisdictions, crowdfunding platforms are subject to capital,
business continuity and operational resilience and AML/CFT
requirements.
The second set of requirements is intended to protect investors and make
them aware of potential risks by disclosing relevant information. Most
loan and equity CF frameworks have requirements as to how information
should be provided; on conducting due diligence checks on borrowers
and/or issuers; and on procedures for selecting potential borrowers or
projects and publishing related information.
Apart from requirements related to disclosure and due diligence, there may
be several other restrictions to protect investors. Commonly used investor
protection tools include restrictions on the holding of clients’ funds,
operating secondary markets or caps on investments or funds raised.
To read more: https://www.bis.org/fsi/publ/insights27.pdf
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New economic challenges and the Fed's monetary policy review
Jerome H Powell, Chair of the Board of Governors of the Federal Reserve
System, at "Navigating the Decade Ahead: Implications for Monetary
Policy", an economic policy symposium sponsored by the Federal Reserve
Bank of Kansas City, Jackson Hole, Wyoming.

Thank you, Esther, for that introduction, and good morning. The Kansas
City Fed’s Economic Policy Symposiums have consistently served as a vital
platform for discussing the most challenging economic issues of the day.
Judging by the agenda and the papers, this year will be no exception.
For the past year and a half, my colleagues and I on the Federal Open
Market Committee (FOMC) have been conducting the first-ever public
review of our monetary policy framework.
Earlier today we released a revised Statement on Longer-Run Goals and
Monetary Policy Strategy, a document that lays out our goals, articulates
our framework for monetary policy, and serves as the foundation for our
policy actions.
Today I will discuss our review, the changes in the economy that motivated
us to undertake it, and our revised statement, which encapsulates the main
conclusions of the review.
Evolution of the Fed’s Monetary Policy Framework
We began this public review in early 2019 to assess the monetary policy
strategy, tools, and communications that would best foster achievement of
our congressionally assigned goals of maximum employment and price
stability over the years ahead in service to the American people.
Because the economy is always evolving, the FOMC’s strategy for achieving
its goals—our policy framework—must adapt to meet the new challenges
that arise.
Forty years ago, the biggest problem our economy faced was high and
rising inflation.
The Great Inflation demanded a clear focus on restoring the credibility of
the FOMC’s commitment to price stability.
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Chair Paul Volcker brought that focus to bear, and the “Volcker
disinflation,” with the continuing stewardship of Alan Greenspan, led to
the stabilization of inflation and inflation expectations in the 1990s at
around 2 percent.
The monetary policies of the Volcker era laid the foundation for the long
period of economic stability known as the Great Moderation.
This new era brought new challenges to the conduct of monetary policy.
Before the Great Moderation, expansions typically ended in overheating
and rising inflation.
Since then, prior to the current pandemic-induced downturn, a series of
historically long expansions had been more likely to end with episodes of
financial instability, prompting essential efforts to substantially increase
the strength and resilience of the financial system.
By the early 2000s, many central banks around the world had adopted a
monetary policy framework known as inflation targeting.
Although the precise features of inflation targeting differed from country to
country, the core framework always articulated an inflation goal as a
primary objective of monetary policy.
Inflation targeting was also associated with increased communication and
transparency designed to clarify the central bank’s policy intentions.
This emphasis on transparency reflected what was then a new appreciation
that policy is most effective when it is clearly understood by the public.
Inflation-targeting central banks generally do not focus solely on inflation:
Those with “flexible” inflation targets take into account economic
stabilization in addition to their inflation objective.
Under Ben Bernanke’s leadership, the Federal Reserve adopted many of
the features associated with flexible inflation targeting.
We made great advances in transparency and communications, with the
initiation of quarterly press conferences and the Summary of Economic
Projections (SEP), which comprises the individual economic forecasts of
FOMC participants.
During that time, then–Board Vice Chair Janet Yellen led an effort on
behalf of the FOMC to codify the Committee’s approach to monetary
policy.
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In January 2012, the Committee issued its first Statement on Longer-Run
Goals and Monetary Policy Strategy, which we often refer to as the
consensus statement. A central part of this statement was the articulation
of a longer-run inflation goal of 2 percent.
Because the structure of the labor market is strongly influenced by
nonmonetary factors that can change over time, the Committee did not set
a numerical objective for maximum employment.
However, the statement affirmed the Committee’s commitment to fulfilling
both of its congressionally mandated goals.
The 2012 statement was a significant milestone, reflecting lessons learned
from fighting high inflation as well as from experience around the world
with flexible inflation targeting. The statement largely articulated the
policy framework the Committee had been following for some time.
To read more:
https://www.bis.org/review/r200827d.pdf

International Association of Hedge Funds Professionals (IAHFP)

P a g e | 71

Disclaimer
The Association tries to enhance public access to information about risk
and compliance management.
Our goal is to keep this information timely and accurate. If errors are
brought to our attention, we will try to correct them.
This information:
is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;
should not be relied on in the particular context of enforcement or
similar regulatory action;
-

is not necessarily comprehensive, complete, or up to date;

is sometimes linked to external sites over which the Association has
no control and for which the Association assumes no responsibility;
is not professional or legal advice (if you need specific advice, you
should always consult a suitably qualified professional);
-

is in no way constitutive of an interpretative document;

does not prejudge the position that the relevant authorities might
decide to take on the same matters if developments, including Court
rulings, were to lead it to revise some of the views expressed here;
does not prejudge the interpretation that the Courts might place on
the matters at issue.
Please note that it cannot be guaranteed that these information and
documents exactly reproduce officially adopted texts.
It is our goal to minimize disruption caused by technical errors. However,
some data or information may have been created or structured in files or
formats that are not error-free and we cannot guarantee that our service
will not be interrupted or otherwise affected by such problems.
The Association accepts no responsibility with regard to such problems
incurred as a result of using this site or any linked external sites.
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International Association of Hedge Funds Professionals (IAHFP)

At every stage of your career, our community provides training,
certification programs, resources, updates, networking and services you
can use.
You can explore what we offer to our members:
1. Membership – Become a standard, premium or lifetime member.
You may visit:
https://www.hedge-funds-association.com/HowToBecomeMember.html
2. Monthly Updates – Visit the Reading Room of the association at:
https://www.hedge-funds-association.com/Reading_Room.htm
3. Training and Certification – You may visit:
https://www.hedge-fundsassociation.com/Distance_Learning_and_Certification.htm
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