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Hedge Funds News, November 2022  
 
Dear members and friends, 
 
We will start with the Progress Report on 
Climate-Related Disclosures, from the 
Funancial Stability Board (FSB). 
 
Work to strengthen the comparability, consistency and decision-usefulness 
of climate-related financial disclosures has moved forward rapidly over the 
past year. A milestone has been the publication in March 2022 by the 
newly established International Sustainability Standards Board (ISSB) 
under the IFRS Foundation of two Exposure Draft standards, on general 
sustainability-related and climate-related disclosures, for public 
consultation with the aim to issue the final standards by early 2023, 
subject to feedback.  
 
The timely issuance of a final global baseline climate reporting standard, 
ready for adoption across jurisdictions, is critical to provide decision-useful 
information to investors and other stakeholders on climate-related risks 
and opportunities.  
 

http://www.hedge-funds-association.com/
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Interoperability between the common global baseline and national and 
regional jurisdictionspecific requirements is essential.  
 
The ISSB standards aim to establish a common global baseline that is 
interoperable with jurisdictions’ frameworks through a building block 
approach that will drive more comparability and consistency on common 
climate disclosures across jurisdictions.  
 
This will help avoid harmful fragmentation and unnecessary costs for 
preparers of disclosures. It can also ensure that disclosures by different 
firms are made on a common basis, and that users can compare and 
aggregate exposures across jurisdictions.  
 
Alongside a global baseline reporting standard on climate, there is a 
growing recognition of the importance of global assurance standards to 
drive reliability of disclosures.  
 
The International Auditing and Assurance Standards Board (IAASB) is 
working to develop a new sustainabilityrelated assurance framework and 
the International Ethics Standards Board for Accountants (IESBA) is 
developing sustainability-related ethics and independence standards, in 
both cases supported by IOSCO.  
 
The FSB’s July 2021 Report on Promoting Climate-Related Disclosures had 
reported that, already, a large majority of FSB jurisdictions had set or 
planned to set requirements, guidance or expectations for both financial 
institutions and non-financial corporates.  
 
Since then most FSB jurisdictions have taken additional actions. In 
particular, several emerging market and developing economies (EMDEs) 
have taken active steps to incorporate climate-related information in 
mainstream disclosures.  
 
More broadly, the Task Force on Climate-related Financial Disclosures 
(TCFD) Recommendations continue to be referenced as the common basis 
in most FSB jurisdictions, and many jurisdictions have set out specific 
metrics or guidance that provide additional detail beyond the 
recommendations.  
 
Steps to improve the reliability of climate-related disclosures by firms are 
still at an early stage in most jurisdictions.  
 
Looking ahead to the finalisation of ISSB standards, more than half of FSB 
jurisdictions state that they already have or are putting in place structures 
and processes to bring the ISSB standards into local requirements, once 
finalised.  
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Authorities note a number of challenges to be addressed in the 
implementation of the ISSB climate standard, such as consistency and 
comparability of disclosures across jurisdictions and across firms, data 
availability, proportionality, transition arrangements, and materiality.  
 
This report highlights the findings of the 2022 TCFD Status Report that 
reports encouraging further progress in companies’ disclosure practices 
across a wide range of types of firms including asset managers and asset 
owners as well as non-financial companies.  
 
The percentage of companies disclosing information aligned with TCFD 
Recommendations and the amount of climate-relevant information in such 
disclosures has increased.  
 
Even with this continued progress, the TCFD remains concerned that not 
enough companies are disclosing decisionuseful climate-related financial 
information, which may hinder investors, lenders, and insurance 
underwriters’ efforts to appropriately assess and price climate-related 
risks. During the period until the ISSB global baseline standard is agreed 
and the implementation of that standard across jurisdictions begins to be 
monitored, there is a continuing need to maintain momentum by 
monitoring and reporting on progress in firms’ climate disclosures.  
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The FSB therefore requests TCFD to prepare another progress report on 
firms’ disclosures in 2023. 
 
To read more: https://www.fsb.org/wp-content/uploads/P131022-2.pdf 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.fsb.org/wp-content/uploads/P131022-2.pdf
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PCAOB Proposes a New Quality Control Standard 
Proposal advances strategic goal of modernizing standards 
 

 
 

The Public Company Accounting Oversight Board (PCAOB) issued for 
public comment a proposed standard that the Board believes would, if 
adopted, lead registered public accounting firms to significantly improve 
their quality control (QC) systems. The Board requests public comment on 
the proposal by February 1, 2023. 
 
“Quality control systems set the foundation for how firms perform their 
audits, so making sure those systems are effective in today’s economy is 
essential to protecting investors,” said PCAOB Chair Erica Y. Williams. 
 
Current QC standards were developed and issued by the American 
Institute of Certified Public Accountants before the PCAOB was established 
in 2002. The auditing environment has changed significantly since that 
time, so QC is a pressing area for modernization. 
 
The Board has carefully considered the potential for improvements to 
PCAOB QC standards, including through discussion with the PCAOB’s 
former advisory groups.  
 
In December 2019, the Board issued a concept release that generated 
comment letters from firms, investors, investor advocates, academics, 
trade groups, and others. This input, along with the PCAOB’s own 
quantitative and qualitative economic analysis, helped to inform the 
proposal. 
 
The proposed standard, if adopted, would replace the current QC 
standards in their entirety and would provide a framework for a firm’s QC 
system that is grounded in proactively identifying and managing risks to 
quality, with a feedback loop from ongoing monitoring and remediation 
designed to drive continuous improvement.  
 
Among other provisions, the proposal would foster a more structured 
approach where a firm would annually evaluate its QC system and report 
the results of its evaluation on new Form QC. 
 
Detailed questions are included throughout the proposal, and commenters 
are encouraged to: 
 
(1) comment on any or all topics,  
 
(2) respond to any or all questions,  
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(3) provide feedback in areas not covered by specific questions, and  
 
(4) provide any evidence that informs commenters’ views. 
 
 The proposal would:  
 
(1) supersede current PCAOB quality control standards with an integrated, 
risk-based standard, QC 1000, A Firm’s System of Quality Control, that 
would apply to all registered public accounting firms;  
 
(2) create reporting requirements on quality control matters and a new, 
nonpublic reporting form, Form QC;  
 
(3) expand the auditor’s responsibility to respond to deficiencies on 
completed engagements under an amended and retitled AS 2901, 
Responding to Engagement Deficiencies After Issuance of the Audit 
Report, and related amendments to our attestation standards for broker-
dealer engagements;  
 
(4) supersede our existing standard ET 102 with a new standard, EI 1000, 
Integrity and Objectivity, to better align our ethics requirements with the 
scope, approach, and terminology of QC 1000; and  
 
(5) make additional changes to PCAOB standards, rules, and forms. 
 
The Sarbanes-Oxley Act of 2002, as amended (“Sarbanes-Oxley”), requires 
the Board to establish certain professional standards, including quality 
control standards, to be used by registered public accounting firms in the 
preparation and issuance of audit reports for issuers, brokers, and dealers. 
 
Furthermore, Sarbanes-Oxley requires the PCAOB’s QC standards to 
address:  
 
• Monitoring of professional ethics and independence from issuers, 
brokers, and dealers on behalf of which the firm issues audit reports;  
 

• Consultation within the firm on accounting and auditing questions; • 
Supervision of audit work;  
 

• Hiring, professional development, and advancement of personnel;  
 

• Acceptance and continuation of engagements;  
 

• Internal inspection; and  
 
• Such other requirements as the Board may prescribe. 
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To read more: https://pcaob-assets.azureedge.net/pcaob-
dev/docs/default-source/rulemaking/docket046/2022-006-
qc.pdf?sfvrsn=b89546e2_2 
 
 
 
 
 
 
 
 
 
 
 

https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/rulemaking/docket046/2022-006-qc.pdf?sfvrsn=b89546e2_2
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/rulemaking/docket046/2022-006-qc.pdf?sfvrsn=b89546e2_2
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/rulemaking/docket046/2022-006-qc.pdf?sfvrsn=b89546e2_2
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The U.S. Dollar and Central Bank Digital Currencies 
Governor Christopher J. Waller, Board of Governors of the Federal Reserve 
System, at "Digital Currencies and National Security Tradeoffs," a 
symposium presented by the Harvard National Security Journal, 
Cambridge, Massachusetts. 
 

 
 

Thank you, Professor Jackson, and thank you to the Harvard National 
Security Journal for the invitation to speak at this symposium.  
 
As the payment system continues to evolve rapidly and the volume of 
digital assets continues to grow, it is critical to ensure that we keep both 
the benefits and risks of digital assets in the policy conversation, including 
the implications for America's role in the global economy and its place in 
the world.  
 
My speech today focuses on exactly this issue and on an aspect of the 
digital asset world that is now the center of domestic and international 
attention—central bank digital currencies (CBDCs) and how they relate to 
the substantial international role of the U.S. dollar. 
 
In January 2022, the Federal Reserve Board published a discussion paper 
on CBDCs to foster a broad and transparent public dialogue, including the 
potential benefits and risks of a U.S. CBDC. 
 
To date, no decisions have been made by the Board on whether to move 
forward with a CBDC. But my views are well known.  
 
As I have said before, I am highly skeptical of whether there is a compelling 
need for the Fed to create a digital currency. 
 
I am not a national security expert. But one area where economics, CBDCs, 
and national security dovetail is the role of the dollar.  
 
Advocates for creating a U.S. CBDC often assert how it is important to the 
long-term status of the dollar, particularly if other major jurisdictions 
adopt a CBDC. I disagree. As I will discuss, the underlying reasons for why 
the dollar is the dominant currency have little to do with technology, and I 
believe the introduction of a CBDC would not affect those underlying 
reasons.  
 



P a g e  | 11 

International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

I offer this view, again, in the spirit of dialogue, knowing how important 
these issues are, and I am very happy to engage in vigorous debate 
regarding my view. I remain open to the arguments advanced by others in 
this space. 
 
The Role of the U.S. Dollar 
 
After World War II and the creation of the Bretton Woods system, the U.S. 
dollar served as the central currency for the international monetary system.  
 
Other countries agreed to keep the exchange value of their currencies fixed 
to the dollar, and eventually, countries came to settle international 
balances in dollars. That role has continued long after the Bretton Woods 
system dissolved. 
 
By any measure, the dollar is the dominant global currency—for funding 
markets, foreign exchange transactions, and invoicing. It also is the world's 
predominant reserve currency. 
 
In terms of the dollar's reserve currency status, 60 percent of disclosed 
official foreign reserves are held in dollars, far surpassing the shares of 
other currencies, with the majority of these dollar reserves held in safe and 
liquid U.S. Treasury securities. 
 
Even in a world of largely floating exchange rates, many countries either 
implicitly or explicitly anchor their currencies to the dollar; together, these 
countries account for about half of world gross domestic product. 
 
The dollar is by far the dominant currency for international trade. Apart 
from intra-European trade, dollar invoicing is used in more than three-
fourths of global trade, including 96 percent of trade in the Americas. 
 
Approximately 60 percent of international and foreign currency 
liabilities—international banking loans and deposits as well as 
international debt securities—are denominated in dollars.  
 
And the dollar remains the single most widely used currency in foreign 
exchange transactions. Why does this matter to the United States?  
 
As indicated in the Board's CBDC discussion paper, the dollar's 
international role lowers transaction and borrowing costs for U.S. 
households, businesses, and government.  
 
It widens the pool of creditors and investors for U.S. investments. It may 
insulate the U.S. economy from shocks from abroad. 
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It also allows the United States to influence standards for the global 
monetary system. 
 
The dollar's role doesn't only benefit the United States. The dollar serves as 
a safe, stable, and dependable form of money around the world. It serves as 
a reliable common denominator for global trade and a dependable 
settlement instrument for cross-border payments.  
 
In the process, it reduces the cost of transferring capital and smooths the 
world of global payments, including for households and businesses outside 
of America. 
 
For example, consider the dollar's role in foreign exchange markets. To 
make a foreign exchange transaction between two lightly traded currencies, 
it is often less expensive to trade the first currency with the dollar, and then 
to trade the dollar with the second currency, rather than to trade the two 
currencies directly. 
 
The factors driving the dollar's role as a reserve currency are well 
researched and well demonstrated, including the depth and liquidity of 
U.S. financial markets, the size and openness of the U.S. economy, and 
international trust in U.S. institutions and the rule of law.  
 
We must keep these factors in mind in any debate regarding the long-term 
importance of the dollar. 
 
To read more: 

https://www.federalreserve.gov/newsevents/speech/waller20221014a.htm 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.federalreserve.gov/newsevents/speech/waller20221014a.htm
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International Regulation of Crypto-asset Activities - Questions 
for consultation 
 

 
 

The FSB is inviting comments on its proposed set of recommendations and 
on the questions set out below. Responses should be sent to fsb@fsb.org by 
15 December 2022. Responses will be published on the FSB’s website 
unless respondents expressly request otherwise. 
 
General 
 
1. Are the FSB’s proposals sufficiently comprehensive and do they cover all 
crypto-asset activities that pose or potentially pose risks to financial 
stability? 
 
2. Do you agree that the requirements set out in the CA Recommendations 
should apply to any type of crypto-asset activities, including stablecoins, 
whereas certain activities, in particular those undertaken by GSC, need to 
be subject to additional requirements? 
 
3. Is the distinction between GSC and other types of crypto-assets 
sufficiently clear or should the FSB adopt a more granular categorisation of 
crypto-assets (if so, please explain)? 
 
4. Do the CA Recommendations and the GSC Recommendations each 
address the relevant regulatory gaps and challenges that warrant 
multinational responses? 
 
5. Are there any financial stability issues that remain unaddressed that 
should be covered in the recommendations? 
 
Crypto-assets and markets (CA Recommendations) 
 
6. Does the report accurately characterise the functions and activities 
within the crypto-ecosystem that pose or may pose financial stability risk? 
What, if any, functions, or activities are missing or should be assessed 
differently? 
 
(The report: https://www.fsb.org/wp-content/uploads/P111022-2.pdf ) 
 

https://www.fsb.org/wp-content/uploads/P111022-2.pdf
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7. Do you agree with the analysis of activity patterns and the associated 
potential risks? 
 
8. Have the regulatory, supervisory and oversight issues and challenges as 
relate to financial stability been identified accurately? Are there other 
issues that warrant consideration at the international level? 
 
9. Do you agree with the differentiated requirements on crypto-asset 
issuers and service providers in the proposed recommendations on risk 
management, data management and disclosure? 
 
10. Should there be a more granular differentiation within the 
recommendations between different types of intermediaries or service 
providers in light of the risks they pose? If so, please explain. 
 
Global stablecoins (GSC Recommendations) 
 
11. Does the report provide an accurate analysis of recent market 
developments and existing stablecoins? What, if anything, is missing in the 
analysis or should be assessed differently? 
 

 
 
(The report: https://www.fsb.org/wp-content/uploads/P111022-4.pdf ) 

https://www.fsb.org/wp-content/uploads/P111022-4.pdf
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12. Are there other changes or additions to the recommendations that 
should be considered? 
 
13. Do you have comments on the key design considerations for cross-
border cooperation and information sharing arrangements presented in 
Annex 2? Should Annex 2 be specific to GSCs, or could it be also applicable 
to crypto-asset activities other than GSCs? 
 
14. Does the proposed template for common disclosure of reserve assets in 
Annex 3 identify the relevant information that needs to be disclosed to 
users and stakeholders? 
 
15. Do you have comments on the elements that could be used to determine 
whether a stablecoin qualifies as a GSC presented in Annex 4? 
 
To read more: https://www.fsb.org/2022/10/international-regulation-of-
crypto-asset-activities-questions-for-consultation/ 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.fsb.org/2022/10/international-regulation-of-crypto-asset-activities-questions-for-consultation/
https://www.fsb.org/2022/10/international-regulation-of-crypto-asset-activities-questions-for-consultation/
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Meeting Investor Demand for High Quality ESG Data 
SEC Commissioner Jaime Lizárraga. the Future of ESG Data 2022, 
London, United Kingdom 
 

 
 

Thank you, Peter, for that kind introduction. It is a pleasure to be here with 
you today. I look forward to learning from today’s discussion, and 
appreciate the opportunity to participate in this important exchange of 
ideas and perspectives. 
 
It’s an exciting time for ESG. You are working in a dynamic, fast-growing 
sector of our capital markets that is grabbing headlines and continuing to 
generate enormous interest among investors and the general public. 
 
You’re directly involved with some of the most consequential scientific 
challenges of our time – from climate change, to artificial intelligence, to 
big data analytics. 
 
As active participants in this space, your contributions and innovative ideas 
can enrich the conversation. 
 
I’d like to share with you a snapshot of what’s happening in the U.S. ESG 
has become a lively topic that has moved beyond strictly financial circles. 
Several states are making headlines for their push against ESG investing, 
while other states are proactive in their ESG investments. 
 
Against this backdrop, the SEC issued three rule proposals that would each 
help facilitate comparable ESG disclosures and focus on ensuring 
statements made to investors are not false or misleading: 
 
- Enhanced climate risk disclosures by issuers. 
- Enhanced ESG disclosures by registered funds and investment 

advisers. 
- Modernized rules governing ESG-related fund names. 
 
The common thread that binds these proposals and that guides my work as 
Commissioner is ensuring investors receive the information they need to 
make the most informed investment decisions. 
 
We are in the process of reviewing thousands of comments submitted. 
None of us yet know what the final versions of these rules will look like. We 
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continue to meet with stakeholders and to receive robust public feedback 
that informs our economic analysis. 
 
To me, the SEC’s disclosure framework is most effective when investors 
benefit from objective, quantitative metrics that provide the highest degree 
of comparability. I believe the proposed rules are a significant step forward 
in getting investors this information. I look forward to working to ensure 
that the final rules are as robust as possible. 
 
The SEC proposed these rules prior to my swearing in. Had I been a 
Commissioner at the time, I would have voted in favor of them. 
 
Which brings me to the first of the SEC’s disclosure initiatives, on climate. 
Last year, for the first time, the U.S. Financial Stability Oversight Council 
identified climate change as an “emerging and increasing threat to U.S. 
financial stability.” 
 
A recent climate risk assessment from the Office of Management and 
Budget found that the U.S. government will need to spend an additional 
$25 billion to $128 billion annually for policies to mitigate climate-related 
financial risks. And, an analysis by the Network for Greening the Financial 
System estimated that, under current policy pathways, climate change 
could reduce U.S. GDP by 3 to 10 percent by the end of this century. 
 
It is thus not surprising that there’s been strong investor demand for 
climate-related disclosures. Investors with $130 trillion in assets under 
management have requested that companies disclose their climate risks. 
And 5,000-plus signatories to the UN Principles for Responsible 
Investment—a group with a core goal of helping investors protect their 
portfolios from climate-related risks—manage more than $121 trillion as of 
June 2022. 
 
To read more: https://www.sec.gov/news/speech/lizarraga-speech-
meeting-investor-demand-high-quality-esg-data 
 
 
 

 
 
 
 
 
 

https://www.sec.gov/news/speech/lizarraga-speech-meeting-investor-demand-high-quality-esg-data
https://www.sec.gov/news/speech/lizarraga-speech-meeting-investor-demand-high-quality-esg-data
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Remarks by FDIC Acting Chairman Martin J. Gruenberg on the 
American Bankers Association Annual Convention “The 
Financial Risks of Climate Change” 
 

 
 

Thank you very much for giving me the opportunity to speak with you this 
morning. I particularly want to express my appreciation to Rob Nichols for 
the invitation. 
 
I would like to share with you some thoughts this morning on a topic that 
has received considerable attention and is the source of some concern 
within the banking industry, particularly with smaller institutions – the 
financial risks associated with climate change, and the impact they may 
have on the financial system and financial regulation. 
 
Before I begin, there are two points that I want to make clear: 
 
First, the FDIC’s core mission is to maintain stability and public confidence 
in the U.S. financial system. We carry out this mission through 
responsibilities for deposit insurance, banking supervision, and the orderly 
resolution of failed banks, including systemically important financial 
institutions.  
 
Therefore, our role with respect to climate change is centered on the 
financial risks that climate change may pose to the banking system, and the 
extent to which those risks impact the FDIC’s core mission and 
responsibilities. 
 
Second, the FDIC is not responsible for climate policy. As such, we will not 
be involved in determining which firms or sectors financial institutions 
should do business with. These types of credit allocation decisions are 
responsibilities of financial institutions.  
 
We want financial institutions to fully consider climate-related financial 
risks—as they do all other risks—and continue to take a risk-based 
approach in assessing individual credit and investment decisions. 
 
There are three parts to this speech.  
 
First, a general discussion of the financial risks of climate change.  
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Second, a section defining with some specificity climate-related financial 
risk.  
 
And third, a discussion of what the FDIC has been doing in regard to the 
financial risks of climate change. 
 
Climate Change is a Risk to the Financial System 
 
The financial system has always had severe weather events to contend with 
and, thus far, the banking industry has handled these events well.  
 
Agricultural banks know well the effects that drought conditions can have 
on farming communities; banks in the west understand the impacts of 
wildfires; and coastal banks have long responded to the annual threat of 
tropical storms and hurricanes. 
 
However, changing climate conditions are bringing with them challenging 
trends and events, including rising sea levels, increases in the frequency 
and severity of extreme weather events, and other natural disasters. 
 
These trends challenge the future resiliency of the financial system and, in 
some circumstances, may pose safety and soundness risks to individual 
banks.  
 
It is the goal of our work on climate-related financial risk to ensure that the 
financial system continues to remain resilient despite these rising risks. 
 
Historically, we have viewed financial crises as stemming from 
developments in the economy or the financial system. In the United States, 
this was true of the banking crisis of the 1930s, the thrift crisis of the 
1980s, and the global financial crisis of 2008.  
 
We have not generally considered sources exogenous to the economic and 
financial systems as potential causes of financial crises. 
 
However, we have learned from the pandemic that exogenous shocks can 
have a profound impact on the economy and financial system. In 2020, the 
Financial Stability Oversight Council (FSOC), made up of the U.S. Treasury 
and the federal financial regulatory agencies, described COVID-19 as “the 
biggest external shock to hit the post-war U.S. economy.” 
 
Climate change and the potential responses to limit its effects could also 
result in exogenous shocks to the banking system. 
There is broad consensus among financial regulatory bodies, both 
domestically and abroad, that the effects of climate change and the 
transition to reduced reliance on carbon-emitting sources of energy 
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present unique and significant economic and financial risks, and, 
therefore, an emerging risk to the financial system and the safety and 
soundness of financial institutions. 
 
The Financial Stability Board (FSB) of the G-20 countries has warned that 
climate-related risks may also have a profound impact on the stability of 
the global financial system. In 2020, the FSB stated that “climate-related 
risks may also affect how the global financial system responds to shocks” 
and could “amplify credit, liquidity and counterparty risks and challenge 
financial risk management in ways that are hard to predict.” 
 
Last October, the FSOC issued a public report that identified climate 
change as an emerging threat to the U.S. financial system, stating that 
“climate change will likely be a source of shocks to the financial system in 
the years ahead.” 
 
Defining Climate-Related Financial Risk 
 
Financial institutions are likely to be affected by both the physical risks and 
transition risks associated with climate change. Together these are 
generally referred to as climate-related financial risks. 
 
Physical Risks 
 
Physical risks generally refer to the harm to people and property arising 
from acute, climate-related events, such as hurricanes, wildfires, floods, 
and heatwaves, as well as chronic shifts in the climate, including higher 
average temperatures, changes in precipitation patterns, sea level rise, and 
ocean acidification. 
 
Transition risks generally refer to stresses to certain financial institutions 
or sectors arising from the shifts in public investment, consumer and 
business preference, or technologies associated with a transition toward 
reduced carbon reliance. 
 
While physical and transition risks are separate and distinct risks faced by 
the financial system, both may materially increase the risks posed to a 
financial institution’s financial condition. 
 
For example, acute physical risks, such as flooding, hurricanes, wildfires, 
and droughts, may result in sudden, significant, and recurring damage to 
properties securing exposures held by financial institutions or may 
otherwise disrupt the operations of their business clients. Some of these 
properties may be properties that financial institutions currently consider 
to be outside of flood plains or in areas less prone to this type of damage. 
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Longer-term physical risks, such as rising average temperatures and sea 
levels may increase the risk to property values and drive migration 
patterns, which may result in detrimental impacts to household wealth, 
corporate profitably, local economies and municipalities. 
 
Further, growing physical risk impacts, including their economic costs, 
may also have an increasing influence on behavior as individuals and 
businesses prioritize geographic areas less exposed to physical risks. 
 
While current insurance policies may cover some or all of the loss 
associated with many severe weather events, policies may over time 
become more expensive or unavailable to cover losses for a particular 
geographic area or business activity, particularly if faced with increasing 
severity and frequency of severe weather events. 
 
Additionally, while the U.S. government may provide assistance with the 
costs associated with many severe weather events, financial institutions 
should not be wholly dependent on this assistance, whether directly or 
indirectly. 
 
To read more: https://www.fdic.gov/news/speeches/2022/spoct0322.html 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.fdic.gov/news/speeches/2022/spoct0322.html
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31 arrested for stealing cars by hacking keyless tech 
 

 
 

With the support of Europol and Eurojust, the French authorities in 
cooperation with their Spanish and Latvian counterparts have dismantled 
a car theft ring which used a fraudulent software to steal vehicles without 
using the physical key fob.  
 

The criminals targeted vehicles with keyless entry and start systems, 
exploiting the technology to get into the car and drive away.  
 
As a result of a coordinated action carried out on 10 October in the three 
countries involved, 31 suspects were arrested. A total of 22 locations were 
searched, and over EUR 1 098 500 in criminal assets seized.  
 
The criminals targeted keyless vehicles from two French car 
manufacturers. A fraudulent tool – marketed as an automotive diagnostic 
solution, was used to replace the original software of the vehicles, allowing 
the doors to be opened and the ignition to be started without the actual key 
fob.  
 
Among those arrested feature the software developers, its resellers and the 
car thieves who used this tool to steal vehicles.  
 
The investigation was initiated by the French Gendarmerie’s Cybercrime 
Centre (C3N). Europol has been supporting this case since March 2022 
with extensive analysis and the dissemination of intelligence packages to 
all the countries affected by this crime.  
 
Two operational meetings were organised at Europol’s headquarters to 
jointly decide on the final phase of the investigation. A Europol mobile 
office was also deployed to France for the action day to assist the French 
authorities with their investigative measures.  
 
The case was opened at Eurojust by the French authorities in September 
2022. The Agency actively facilitated cross-border judicial cooperation 
between the national authorities involved, including the organisation of the 
joint action day. 
 
The following authorities took part in the investigation: 
 
- France: National Jurisdiction against Organised Crime (JUNALCO), 

National Gendarmerie (Gendarmerie Nationale) 
 
- Latvia: State Police of Latvia  
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- Spain: Investigative Court num. 2 in Palma de Mallorca Balearic 
Islands PPO 

 
This investigation was carried out with the financial support of the 
European Multidisciplinary Platform Against Criminal Threats (EMPACT) 
and the Internal Security Fund (ISF) SWORD.  
 
Headquartered in The Hague, the Netherlands, Europol supports the 27 
EU Member States in their fight against terrorism, cybercrime, and other 
serious and organised crime forms. Europol also works with many non-EU 
partner states and international organisations. From its various threat 
assessments to its intelligence-gathering and operational activities, 
Europol has the tools and resources it needs to do its part in making 
Europe safer. 
 

 
 
To read more: https://www.europol.europa.eu/media-
press/newsroom/news/31-arrested-for-stealing-cars-hacking-keyless-tech 
 
 
 

 
 
 
 
 
 

https://www.europol.europa.eu/media-press/newsroom/news/31-arrested-for-stealing-cars-hacking-keyless-tech
https://www.europol.europa.eu/media-press/newsroom/news/31-arrested-for-stealing-cars-hacking-keyless-tech
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Executive Order On Enhancing Safeguards For United States 
Signals Intelligence Activities 
 

 
 

By the authority vested in me as President by the Constitution and the laws 
of the United States of America, it is hereby ordered as follows: 
 
Section 1.  Purpose.   
 
The United States collects signals intelligence so that its national security 
decisionmakers have access to the timely, accurate, and insightful 
information necessary to advance the national security interests of the 
United States and to protect its citizens and the citizens of its allies and 
partners from harm.   
 
Signals intelligence capabilities are a major reason we have been able to 
adapt to a dynamic and challenging security environment, and the United 
States must preserve and continue to develop robust and technologically 
advanced signals intelligence capabilities to protect our security and that of 
our allies and partners.   
 
At the same time, the United States recognizes that signals intelligence 
activities must take into account that all persons should be treated with 
dignity and respect, regardless of their nationality or wherever they might 
reside, and that all persons have legitimate privacy interests in the 
handling of their personal information.  Therefore, this order establishes 
safeguards for such signals intelligence activities. 
 
 Sec. 2.  Signals Intelligence Activities.  
 
(a)  Principles.  Signals intelligence activities shall be authorized and 
conducted consistent with the following principles: 
 
(i)  Signals intelligence activities shall be authorized by statute or by 
Executive Order, proclamation, or other Presidential directive and 
undertaken in accordance with the Constitution and with applicable 
statutes and Executive Orders, proclamations, and other Presidential 
directives. 
 
(ii)  Signals intelligence activities shall be subject to appropriate 
safeguards, which shall ensure that privacy and civil liberties are integral 
considerations in the planning and implementation of such activities so 
that: 
(A)  signals intelligence activities shall be conducted only following a 
determination, based on a reasonable assessment of all relevant factors, 
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that the activities are necessary to advance a validated intelligence priority, 
although signals intelligence does not have to be the sole means available 
or used for advancing aspects of the validated intelligence priority; and 
 
(B)  signals intelligence activities shall be conducted only to the extent and 
in a manner that is proportionate to the validated intelligence priority for 
which they have been authorized, with the aim of achieving a proper 
balance between the importance of the validated intelligence priority being 
advanced and the impact on the privacy and civil liberties of all persons, 
regardless of their nationality or wherever they might reside. 
 
(iii)  Signals intelligence activities shall be subjected to rigorous oversight 
in order to ensure that they comport with the principles identified above.  
 
(b)  Objectives.  Signals intelligence collection activities shall be conducted 
in pursuit of legitimate objectives.  
 
(i)  Legitimate objectives. 
 
(A)  Signals intelligence collection activities shall be conducted only in 
pursuit of one or more of the following objectives: 
 
(1)  understanding or assessing the capabilities, intentions, or activities of a 
foreign government, a foreign military, a faction of a foreign nation, a 
foreign-based political organization, or an entity acting on behalf of or 
controlled by any such foreign government, military, faction, or political 
organization, in order to protect the national security of the United States 
and of its allies and partners; 
 
(2)  understanding or assessing the capabilities, intentions, or activities of 
foreign organizations, including international terrorist organizations, that 
pose a current or potential threat to the national security of the United 
States or of its allies or partners; 
 
(3)  understanding or assessing transnational threats that impact global 
security, including climate and other ecological change, public health risks, 
humanitarian threats, political instability, and geographic rivalry; 
 
(4)  protecting against foreign military capabilities and activities; 
 
(5)  protecting against terrorism, the taking of hostages, and the holding of 
individuals captive (including the identification, location, and rescue of 
hostages and captives) conducted by or on behalf of a foreign government, 
foreign organization, or foreign person; 
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(6)  protecting against espionage, sabotage, assassination, or other 
intelligence activities conducted by, on behalf of, or with the assistance of a 
foreign government, foreign organization, or foreign person; 
 
(7)  protecting against threats from the development, possession, or 
proliferation of weapons of mass destruction or related technologies and 
threats conducted by, on behalf of, or with the assistance of a foreign 
government, foreign organization, or foreign person; 
 
(8)  protecting against cybersecurity threats created or exploited by, or 
malicious cyber activities conducted by or on behalf of, a foreign 
government, foreign organization, or foreign person; 
 
(9)  protecting against threats to the personnel of the United States or of its 
allies or partners; 
 
(10)  protecting against transnational criminal threats, including illicit 
finance and sanctions evasion related to one or more of the other objectives 
identified in subsection (b)(i) of this section; 
 
(11)  protecting the integrity of elections and political processes, 
government property, and United States infrastructure (both physical and 
electronic) from activities conducted by, on behalf of, or with the assistance 
of a foreign government, foreign organization, or foreign person; and 
 
(12)  advancing collection or operational capabilities or activities in order 
to further a legitimate objective identified in subsection (b)(i) of this 
section. 
 
(B)  The President may authorize updates to the list of objectives in light of 
new national security imperatives, such as new or heightened threats to the 
national security of the United States, for which the President determines 
that signals intelligence collection activities may be used.  The Director of 
National Intelligence (Director) shall publicly release any updates to the 
list of objectives authorized by the President, unless the President 
determines that doing so would pose a risk to the national security of the 
United States. 
 
(ii)  Prohibited objectives.   
 
(A)  Signals intelligence collection activities shall not be conducted for the 
purpose of: 
 
(1)  suppressing or burdening criticism, dissent, or the free expression of 
ideas or political opinions by individuals or the press; 
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(2)  suppressing or restricting legitimate privacy interests; 
 
(3)  suppressing or restricting a right to legal counsel; or 
 
(4)  disadvantaging persons based on their ethnicity, race, gender, gender 
identity, sexual orientation, or religion. 
 
(B)  It is not a legitimate objective to collect foreign private commercial 
information or trade secrets to afford a competitive advantage to United 
States companies and United States business sectors commercially.  The 
collection of such information is authorized only to protect the national 
security of the United States or of its allies or partners. 
 
(iii)  Validation of signals intelligence collection priorities. 
 
(A)  Under section 102A of the National Security Act of 1947, as amended 
(50 U.S.C. 3024), the Director must establish priorities for the Intelligence 
Community to ensure the timely and effective collection of national 
intelligence, including national intelligence collected through signals 
intelligence.  The Director does this through the National Intelligence 
Priorities Framework (NIPF), which the Director maintains and presents 
to the President, through the Assistant to the President for National 
Security Affairs, on a regular basis.   
 
In order to ensure that signals intelligence collection activities are 
undertaken to advance legitimate objectives, before presenting the NIPF or 
any successor framework that identifies intelligence priorities to the 
President, the Director shall obtain from the Civil Liberties Protection 
Officer of the Office of the Director of National Intelligence (CLPO) an 
assessment as to whether, with regard to anticipated signals intelligence 
collection activities, each of the intelligence priorities identified in the 
NIPF or successor framework: 
 
(1)  advances one or more of the legitimate objectives set forth in 
subsection (b)(i) of this section; 
 
(2)  neither was designed nor is anticipated to result in signals intelligence 
collection in contravention of the prohibited objectives set forth in 
subsection (b)(ii) of this section; and 
 
(3)  was established after appropriate consideration for the privacy and 
civil liberties of all persons, regardless of their nationality or wherever they 
might reside. 
 
(B)  If the Director disagrees with any aspect of the CLPO’s assessment 
with respect to any of the intelligence priorities identified in the NIPF or 
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successor framework, the Director shall include the CLPO’s assessment 
and the Director’s views when presenting the NIPF to the President. 
 
(c)  Privacy and civil liberties safeguards.  The following safeguards shall 
fulfill the principles contained in subsections (a)(ii) and (a)(iii) of this 
section. 
 
(i)  Collection of signals intelligence. 
 
(A)  The United States shall conduct signals intelligence collection activities 
only following a determination that a specific signals intelligence collection 
activity, based on a reasonable assessment of all relevant factors, is 
necessary to advance a validated intelligence priority, although signals 
intelligence does not have to be the sole means available or used for 
advancing aspects of the validated intelligence priority; it could be used, for 
example, to ensure alternative pathways for validation or for maintaining 
reliable access to the same information.   
 
In determining whether to collect signals intelligence consistent with this 
principle, the United States — through an element of the Intelligence 
Community or through an interagency committee consisting in whole or in 
part of the heads of elements of the Intelligence Community, the heads of 
departments containing such elements, or their designees — shall consider 
the availability, feasibility, and appropriateness of other less intrusive 
sources and methods for collecting the information necessary to advance a 
validated intelligence priority, including from diplomatic and public 
sources, and shall prioritize such available, feasible, and appropriate 
alternatives to signals intelligence. 
 
(B)  Signals intelligence collection activities shall be as tailored as feasible 
to advance a validated intelligence priority and, taking due account of 
relevant factors, not disproportionately impact privacy and civil liberties.  
Such factors may include, depending on the circumstances, the nature of 
the pursued objective; the feasible steps taken to limit the scope of the 
collection to the authorized purpose; the intrusiveness of the collection 
activity, including its duration; the probable contribution of the collection 
to the objective pursued; the reasonably foreseeable consequences to 
individuals, including unintended third parties; the nature and sensitivity 
of the data to be collected; and the safeguards afforded to the information 
collected. 
 
(C)  For purposes of subsection (c)(i) of this section, the scope of a specific 
signals intelligence collection activity may include, for example, a specific 
line of effort or target, as appropriate. 
 
(ii)  Bulk collection of signals intelligence. 
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(A)  Targeted collection shall be prioritized.  The bulk collection of signals 
intelligence shall be authorized only based on a determination — by an 
element of the Intelligence Community or through an interagency 
committee consisting in whole or in part of the heads of elements of the 
Intelligence Community, the heads of departments containing such 
elements, or their designees — that the information necessary to advance a 
validated intelligence priority cannot reasonably be obtained by targeted 
collection.   
 
When it is determined to be necessary to engage in bulk collection in order 
to advance a validated intelligence priority, the element of the Intelligence 
Community shall apply reasonable methods and technical measures in 
order to limit the data collected to only what is necessary to advance a 
validated intelligence priority, while minimizing the collection of non-
pertinent information. 
 
(B)  Each element of the Intelligence Community that collects signals 
intelligence through bulk collection shall use such information only in 
pursuit of one or more of the following objectives: 
 
(1)  protecting against terrorism, the taking of hostages, and the holding of 
individuals captive (including the identification, location, and rescue of 
hostages and captives) conducted by or on behalf of a foreign government, 
foreign organization, or foreign person; 
 
(2)  protecting against espionage, sabotage, assassination, or other 
intelligence activities conducted by, on behalf of, or with the assistance of a 
foreign government, foreign organization, or foreign person; 
 
(3)  protecting against threats from the development, possession, or 
proliferation of weapons of mass destruction or related technologies and 
threats conducted by, on behalf of, or with the assistance of a foreign 
government, foreign organization, or foreign person; 
 
(4)  protecting against cybersecurity threats created or exploited by, or 
malicious cyber activities conducted by or on behalf of, a foreign 
government, foreign organization, or foreign person; 
 
(5)  protecting against threats to the personnel of the United States or of its 
allies or partners; and 
 
(6)  protecting against transnational criminal threats, including illicit 
finance and sanctions evasion related to one or more of the other objectives 
identified in subsection (c)(ii) of this section. 
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(C)  The President may authorize updates to the list of objectives in light of 
new national security imperatives, such as new or heightened threats to the 
national security of the United States, for which the President determines 
that bulk collection may be used.   
 
The Director shall publicly release any updates to the list of objectives 
authorized by the President, unless the President determines that doing so 
would pose a risk to the national security of the United States. 
 
(D)  In order to minimize any impact on privacy and civil liberties, a 
targeted signals intelligence collection activity that temporarily uses data 
acquired without discriminants (for example, without specific identifiers or 
selection terms) shall be subject to the safeguards described in this 
subsection, unless such data is: 
 
(1)  used only to support the initial technical phase of the targeted signals 
intelligence collection activity; 
 
(2)  retained for only the short period of time required to complete this 
phase; and 
 
(3)  thereafter deleted. 
 
(iii)  Handling of personal information collected through signals 
intelligence. 
 
(A)  Minimization.  Each element of the Intelligence Community that 
handles personal information collected through signals intelligence shall 
establish and apply policies and procedures designed to minimize the 
dissemination and retention of personal information collected through 
signals intelligence. 
 
(1)  Dissemination.  Each element of the Intelligence Community that 
handles personal information collected through signals intelligence: 
(a)  shall disseminate non-United States persons’ personal information 
collected through signals intelligence only if it involves one or more of the 
comparable types of information that section 2.3 of Executive Order 12333 
of December 4, 1981 (United States Intelligence Activities), as amended, 
states may be disseminated in the case of information concerning United 
States persons; 
 
(b)  shall not disseminate personal information collected through signals 
intelligence solely because of a person’s nationality or country of residence; 
 
(c)  shall disseminate within the United States Government personal 
information collected through signals intelligence only if an authorized and 
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appropriately trained individual has a reasonable belief that the personal 
information will be appropriately protected and that the recipient has a 
need to know the information; 
 
(d)  shall take due account of the purpose of the dissemination, the nature 
and extent of the personal information being disseminated, and the 
potential for harmful impact on the person or persons concerned before 
disseminating personal information collected through signals intelligence 
to recipients outside the United States Government, including to a foreign 
government or international organization; and 
 
(e)  shall not disseminate personal information collected through signals 
intelligence for the purpose of circumventing the provisions of this order. 
 
(2)  Retention.  Each element of the Intelligence Community that handles 
personal information collected through signals intelligence: 
 
(a)  shall retain non-United States persons’ personal information collected 
through signals intelligence only if the retention of comparable 
information concerning United States persons would be permitted under 
applicable law and shall subject such information to the same retention 
periods that would apply to comparable information concerning United 
States persons; 
 
(b)  shall subject non-United States persons’ personal information 
collected through signals intelligence for which no final retention 
determination has been made to the same temporary retention periods that 
would apply to comparable information concerning United States persons; 
and 
 
(c)  shall delete non-United States persons’ personal information collected 
through signals intelligence that may no longer be retained in the same 
manner that comparable information concerning United States persons 
would be deleted. 
 
(B)  Data security and access.  Each element of the Intelligence Community 
that handles personal information collected through signals intelligence: 
 
(1)  shall process and store personal information collected through signals 
intelligence under conditions that provide appropriate protection and 
prevent access by unauthorized persons, consistent with the applicable 
safeguards for sensitive information contained in relevant Executive 
Orders, proclamations, other Presidential directives, Intelligence 
Community directives, and associated policies;  
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(2)  shall limit access to such personal information to authorized personnel 
who have a need to know the information to perform their mission and 
have received appropriate training on the requirements of applicable 
United States law, as described in policies and procedures issued under 
subsection (c)(iv) of this section; and 
 
(3)  shall ensure that personal information collected through signals 
intelligence for which no final retention determination has been made is 
accessed only in order to make or support such a determination or to 
conduct authorized administrative, testing, development, security, or 
oversight functions. 
 
(C)  Data quality.  Each element of the Intelligence Community that 
handles personal information collected through signals intelligence shall 
include such personal information in intelligence products only as 
consistent with applicable Intelligence Community standards for accuracy 
and objectivity, with a focus on applying standards relating to the quality 
and reliability of the information, consideration of alternative sources of 
information and interpretations of data, and objectivity in performing 
analysis. 
 
(D)  Queries of bulk collection.  Each element of the Intelligence 
Community that conducts queries of unminimized signals intelligence 
obtained by bulk collection shall do so consistent with the permissible uses 
of signals intelligence obtained by bulk collection identified in subsection 
(c)(ii)(B) of this section and according to policies and procedures issued 
under subsection (c)(iv) of this section, which shall appropriately take into 
account the impact on the privacy and civil liberties of all persons, 
regardless of their nationality or wherever they might reside. 
 
(E)  Documentation.  In order to facilitate the oversight processes set forth 
in subsection (d) of this section and the redress mechanism set forth in 
section 3 of this order, each element of the Intelligence Community that 
engages in signals intelligence collection activities shall maintain 
documentation to the extent reasonable in light of the nature and type of 
collection at issue and the context in which it is collected.  The content of 
any such documentation may vary based on the circumstances but shall, to 
the extent reasonable, provide the factual basis pursuant to which the 
element of the Intelligence Community, based on a reasonable assessment 
of all relevant factors, assesses that the signals intelligence collection 
activity is necessary to advance a validated intelligence priority. 
 
(iv)  Update and publication of policies and procedures.  The head of each 
element of the Intelligence Community: 
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(A)  shall continue to use the policies and procedures issued pursuant to 
Presidential Policy Directive 28 of January 17, 2014 (Signals Intelligence 
Activities) (PPD-28), until they are updated pursuant to subsection 
(c)(iv)(B) of this section; 
 
(B)  shall, within 1 year of the date of this order, in consultation with the 
Attorney General, the CLPO, and the Privacy and Civil Liberties Oversight 
Board (PCLOB), update those policies and procedures as necessary to 
implement the privacy and civil liberties safeguards in this order; and 
 
(C)  shall, within 1 year of the date of this order, release these policies and 
procedures publicly to the maximum extent possible, consistent with the 
protection of intelligence sources and methods, in order to enhance the 
public’s understanding of, and to promote public trust in, the safeguards 
pursuant to which the United States conducts signals intelligence activities. 
 
(v)  Review by the PCLOB.  
 
(A)  Nature of review.  Consistent with applicable law, the PCLOB is 
encouraged to conduct a review of the updated policies and procedures 
described in subsection (c)(iv)(B) of this section once they have been 
issued to ensure that they are consistent with the enhanced safeguards 
contained in this order. 
 
(B)  Consideration of review.  Within 180 days of completion of any review 
by the PCLOB described in subsection (c)(v)(A) of this section, the head of 
each element of the Intelligence Community shall carefully consider and 
shall implement or otherwise address all recommendations contained in 
such review, consistent with applicable law. 
 
(d)  Subjecting signals intelligence activities to rigorous oversight.  The 
actions directed in this subsection are designed to build on the oversight 
mechanisms that elements of the Intelligence Community already have in 
place, in order to further ensure that signals intelligence activities are 
subjected to rigorous oversight. 
 
(i)  Legal, oversight, and compliance officials.  Each element of the 
Intelligence Community that collects signals intelligence: 
 
(A)  shall have in place senior-level legal, oversight, and compliance 
officials who conduct periodic oversight of signals intelligence activities, 
including an Inspector General, a Privacy and Civil Liberties Officer, and 
an officer or officers in a designated compliance role with the authority to 
conduct oversight of and ensure compliance with applicable United States 
law; 
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(B)  shall provide such legal, oversight, and compliance officials access to 
all information pertinent to carrying out their oversight responsibilities 
under this subsection, consistent with the protection of intelligence sources 
or methods, including their oversight responsibilities to ensure that any 
appropriate actions are taken to remediate an incident of non-compliance 
with applicable United States law; and 
 
(C)  shall not take any actions designed to impede or improperly influence 
such legal, oversight, and compliance officials in carrying out their 
oversight responsibilities under this subsection. 
 
(ii)  Training.  Each element of the Intelligence Community shall maintain 
appropriate training requirements to ensure that all employees with access 
to signals intelligence know and understand the requirements of this order 
and the policies and procedures for reporting and remediating incidents of 
non-compliance with applicable United States law. 
 
(iii)  Significant incidents of non-compliance. 
 
(A)  Each element of the Intelligence Community shall ensure that, if a 
legal, oversight, or compliance official, as described in subsection (d)(i) of 
this section, or any other employee, identifies a significant incident of non-
compliance with applicable United States law, the incident is reported 
promptly to the head of the element of the Intelligence Community, the 
head of the executive department or agency (agency) containing the 
element of the Intelligence Community (to the extent relevant), and the 
Director. 
 
(B)  Upon receipt of such report, the head of the element of the Intelligence 
Community, the head of the agency containing the element of the 
Intelligence Community (to the extent relevant), and the Director shall 
ensure that any necessary actions are taken to remediate and prevent the 
recurrence of the significant incident of non-compliance. 
 
(e)  Savings clause.  Provided the signals intelligence collection is 
conducted consistent with and in the manner prescribed by this section of 
this order, this order does not limit any signals intelligence collection 
technique authorized under the National Security Act of 1947, as amended 
(50 U.S.C. 3001 et seq.), the Foreign Intelligence Surveillance Act of 1978, 
as amended (50 U.S.C. 1801 et seq.) (FISA), Executive Order 12333, or 
other applicable law or Presidential directive. 
 
Sec. 3.  Signals Intelligence Redress Mechanism. 
 
(a)  Purpose.  This section establishes a redress mechanism to review 
qualifying complaints transmitted by the appropriate public authority in a 
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qualifying state concerning United States signals intelligence activities for 
any covered violation of United States law and, if necessary, appropriate 
remediation. 
 
(b)  Process for submission of qualifying complaints.  Within 60 days of the 
date of this order, the Director, in consultation with the Attorney General 
and the heads of elements of the Intelligence Community that collect or 
handle personal information collected through signals intelligence, shall 
establish a process for the submission of qualifying complaints transmitted 
by the appropriate public authority in a qualifying state.    
 
(c)  Initial investigation of qualifying complaints by the CLPO. 
 
(i)  Establishment.  The Director, in consultation with the Attorney 
General, shall establish a process that authorizes the CLPO to investigate, 
review, and, as necessary, order appropriate remediation for qualifying 
complaints.  This process shall govern how the CLPO will review qualifying 
complaints in a manner that protects classified or otherwise privileged or 
protected information and shall ensure, at a minimum, that for each 
qualifying complaint the CLPO shall: 
 
(A)  review information necessary to investigate the qualifying complaint; 
 
(B)  exercise its statutory and delegated authority to determine whether 
there was a covered violation by: 
 
(i)  taking into account both relevant national security interests and 
applicable privacy protections; 
 
(ii)  giving appropriate deference to any relevant determinations made by 
national security officials; and 
 
(iii)  applying the law impartially; 
 
(C)  determine the appropriate remediation for any covered violation;  
 
(D)  provide a classified report on information indicating a violation of any 
authority subject to the oversight of the Foreign Intelligence Surveillance 
Court (FISC) to the Assistant Attorney General for National Security, who 
shall report violations to the FISC in accordance with its rules of 
procedure; 
 
(E)  after the review is completed, inform the complainant, through the 
appropriate public authority in a qualifying state and without confirming 
or denying that the complainant was subject to United States signals 
intelligence activities, that: 
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(1)  “the review either did not identify any covered violations or the Civil 
Liberties Protection Officer of the Office of the Director of National 
Intelligence issued a determination requiring appropriate remediation”; 
 
(2)  the complainant or an element of the Intelligence Community may, as 
prescribed in the regulations issued by the Attorney General pursuant to 
section 3(d)(i) of this order, apply for review of the CLPO’s determinations 
by the Data Protection Review Court described in subsection (d) of this 
section; and 
 
(3)  if either the complainant or an element of the Intelligence Community 
applies for review by the Data Protection Review Court, a special advocate 
will be selected by the Data Protection Review Court to advocate regarding 
the complainant’s interest in the matter; 
 
(F)  maintain appropriate documentation of its review of the qualifying 
complaint and produce a classified decision explaining the basis for its 
factual findings, determination with respect to whether a covered violation 
occurred, and determination of the appropriate remediation in the event 
there was such a violation, consistent with its statutory and delegated 
authority; 
 
(G)  prepare a classified ex parte record of review, which shall consist of the 
appropriate documentation of its review of the qualifying complaint and 
the classified decision described in subsection (c)(i)(F) of this section; and 
 
(H)  provide any necessary support to the Data Protection Review Court. 
 
(ii)  Binding effect.  Each element of the Intelligence Community, and each 
agency containing an element of the Intelligence Community, shall comply 
with any determination by the CLPO to undertake appropriate remediation 
pursuant to subsection (c)(i)(C) of this section, subject to any contrary 
determination by the Data Protection Review Court. 
 
(iii)  Assistance.  Each element of the Intelligence Community shall provide 
the CLPO with access to information necessary to conduct the reviews 
described in subsection (c)(i) of this section, consistent with the protection 
of intelligence sources and methods, and shall not take any actions 
designed to impede or improperly influence the CLPO’s reviews.  Privacy 
and civil liberties officials within elements of the Intelligence Community 
shall also support the CLPO as it performs the reviews described in 
subsection (c)(i) of this section. 
 
(iv)  Independence.  The Director shall not interfere with a review by the 
CLPO of a qualifying complaint under subsection (c)(i) of this section; nor 
shall the Director remove the CLPO for any actions taken pursuant to this 
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order, except for instances of misconduct, malfeasance, breach of security, 
neglect of duty, or incapacity. 
 
(d)  Data Protection Review Court. 
 
(i)  Establishment.  The Attorney General is authorized to and shall 
establish a process to review determinations made by the CLPO under 
subsection (c)(i) of this section.  In exercising that authority, the Attorney 
General shall, within 60 days of the date of this order, promulgate 
regulations establishing a Data Protection Review Court to exercise the 
Attorney General’s authority to review such determinations.  These 
regulations shall, at a minimum, provide that: 
 
(A)  The Attorney General, in consultation with the Secretary of Commerce, 
the Director, and the PCLOB, shall appoint individuals to serve as judges 
on the Data Protection Review Court, who shall be legal practitioners with 
appropriate experience in the fields of data privacy and national security 
law, giving weight to individuals with prior judicial experience, and who 
shall not be, at the time of their initial appointment, employees of the 
United States Government.   
 
During their term of appointment on the Data Protection Review Court, 
such judges shall not have any official duties or employment within the 
United States Government other than their official duties and employment 
as judges on the Data Protection Review Court. 
 
(B)  Upon receipt of an application for review filed by the complainant or 
an element of the Intelligence Community of a determination made by the 
CLPO under subsection (c) of this section, a three-judge panel of the Data 
Protection Review Court shall be convened to review the application.  
Service on the Data Protection Review Court panel shall require that the 
judge hold the requisite security clearances to access classified national 
security information. 
 
(C)  Upon being convened, the Data Protection Review Court panel shall 
select a special advocate through procedures prescribed in the Attorney 
General’s regulations.  The special advocate shall assist the panel in its 
consideration of the application for review, including by advocating 
regarding the complainant’s interest in the matter and ensuring that the 
Data Protection Review Court panel is well informed of the issues and the 
law with respect to the matter.   
 
Service as a special advocate shall require that the special advocate hold 
the requisite security clearances to access classified national security 
information and to adhere to restrictions prescribed in the Attorney 
General’s regulations on communications with the complainant to ensure 
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the protection of classified or otherwise privileged or protected 
information. 
 
(D)  The Data Protection Review Court panel shall impartially review the 
determinations made by the CLPO with respect to whether a covered 
violation occurred and the appropriate remediation in the event there was 
such a violation.  The review shall be based at a minimum on the classified 
ex parte record of review described in subsection (c)(i)(F) of this section 
and information or submissions provided by the complainant, the special 
advocate, or an element of the Intelligence Community.   
 
In reviewing determinations made by the CLPO, the Data Protection 
Review Court panel shall be guided by relevant decisions of the United 
States Supreme Court in the same way as are courts established under 
Article III of the United States Constitution, including those decisions 
regarding appropriate deference to relevant determinations of national 
security officials.  
 
(E)  In the event that the Data Protection Review Court panel disagrees 
with any of the CLPO’s determinations with respect to whether a covered 
violation occurred or the appropriate remediation in the event there was 
such a violation, the panel shall issue its own determinations. 
 
(F)  The Data Protection Review Court panel shall provide a classified 
report on information indicating a violation of any authority subject to the 
oversight of the FISC to the Assistant Attorney General for National 
Security, who shall report violations to the FISC in accordance with its 
rules of procedure. 
 
(G)  After the review is completed, the CLPO shall be informed of the Data 
Protection Review Court panel’s determinations through procedures 
prescribed by the Attorney General’s regulations. 
 
(H)  After a review is completed in response to a complainant’s application 
for review, the Data Protection Review Court, through procedures 
prescribed by the Attorney General’s regulations, shall inform the 
complainant, through the appropriate public authority in a qualifying state 
and without confirming or denying that the complainant was subject to 
United States signals intelligence activities, that “the review either did not 
identify any covered violations or the Data Protection Review Court issued 
a determination requiring appropriate remediation.” 
 
(ii)  Binding effect.  Each element of the Intelligence Community, and each 
agency containing an element of the Intelligence Community, shall comply 
with any determination by a Data Protection Review Court panel to 
undertake appropriate remediation. 
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(iii)  Assistance.  Each element of the Intelligence Community shall provide 
the CLPO with access to information necessary to conduct the review 
described in subsection (d)(i) of this section, consistent with the protection 
of intelligence sources and methods, that a Data Protection Review Court 
panel requests from the CLPO and shall not take any actions for the 
purpose of impeding or improperly influencing a panel’s review. 
 
(iv)  Independence.  The Attorney General shall not interfere with a review 
by a Data Protection Review Court panel of a determination the CLPO 
made regarding a qualifying complaint under subsection (c)(i) of this 
section; nor shall the Attorney General remove any judges appointed as 
provided in subsection (d)(i)(A) of this section, or remove any judge from 
service on a Data Protection Review Court panel, except for instances of 
misconduct, malfeasance, breach of security, neglect of duty, or incapacity, 
after taking due account of the standards in the Rules for Judicial-Conduct 
and Judicial-Disability Proceedings promulgated by the Judicial 
Conference of the United States pursuant to the Judicial Conduct and 
Disability Act (28 U.S.C. 351 et seq.). 
 
(v)  Record of determinations.  For each qualifying complaint transmitted 
by the appropriate public authority in a qualifying state, the Secretary of 
Commerce shall: 
 
(A)  maintain a record of the complainant who submitted such complaint; 
 
(B)  not later than 5 years after the date of this order and no less than every 
5 years thereafter, contact the relevant element or elements of the 
Intelligence Community regarding whether information pertaining to the 
review of such complaint by the CLPO has been declassified and whether 
information pertaining to the review of any application for review 
submitted to the Data Protection Review Court has been declassified, 
including whether an element of the Intelligence Community filed an 
application for review with the Data Protection Review Court; and 
 
(C)  if informed that such information has been declassified, notify the 
complainant, through the appropriate public authority in a qualifying state, 
that information pertaining to the review of their complaint by the CLPO or 
to the review of any application for review submitted to the Data Protection 
Review Court may be available under applicable law. 
 
Sec. 4.  Definitions.  For purposes of this order: 
 
(a)  “Appropriate remediation” means lawful measures designed to fully 
redress an identified covered violation regarding a specific complainant 
and limited to measures designed to address that specific complainant’s 
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complaint, taking into account the ways that a violation of the kind 
identified have customarily been addressed.   
 
Such measures may include, depending on the specific covered violation at 
issue, curing through administrative measures violations found to have 
been procedural or technical errors relating to otherwise lawful access to or 
handling of data, terminating acquisition of data where collection is not 
lawfully authorized, deleting data that had been acquired without lawful 
authorization, deleting the results of inappropriately conducted queries of 
otherwise lawfully collected data, restricting access to lawfully collected 
data to those appropriately trained, or recalling intelligence reports 
containing data acquired without lawful authorization or that were 
otherwise disseminated in a manner inconsistent with United States law.   
 
Appropriate remediation shall be narrowly tailored to redress the covered 
violation and to minimize adverse impacts on the operations of the 
Intelligence Community and the national security of the United States.  
 
(b)  “Bulk collection” means the authorized collection of large quantities of 
signals intelligence data that, due to technical or operational 
considerations, is acquired without the use of discriminants (for example, 
without the use of specific identifiers or selection terms). 
 
(c)  “Counterintelligence” shall have the same meaning as it has in 
Executive Order 12333. 
 
(d)  “Covered violation” means a violation that: 
 
(i)    arises from signals intelligence activities conducted after the date of 
this order regarding data transferred to the United States from a qualifying 
state after the effective date of the Attorney General’s designation for such 
state, as provided in section 3(f)(i) of this order; 
 
(ii)   adversely affects the complainant’s individual privacy and civil 
liberties interests; and 
 
(iii)  violates one or more of the following: 
 
(A)  the United States Constitution; 
 
(B)  the applicable sections of FISA or any applicable FISC-approved 
procedures; 
 
(C)  Executive Order 12333 or any applicable agency procedures pursuant 
to Executive Order 12333; 
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(D)  this order or any applicable agency policies and procedures issued or 
updated pursuant to this order (or the policies and procedures identified in 
section 2(c)(iv)(A) of this order before they are updated pursuant to section 
2(c)(iv)(B) of this order); 
 
(E)  any successor statute, order, policies, or procedures to those identified 
in section 4(d)(iii)(B)-(D) of this order; or 
 
(F)  any other statute, order, policies, or procedures adopted after the date 
of this order that provides privacy and civil liberties safeguards with 
respect to United States signals intelligence activities within the scope of 
this order, as identified in a list published and updated by the Attorney 
General, in consultation with the Director of National Intelligence. 
 
(e)  “Foreign intelligence” shall have the same meaning as it has in 
Executive Order 12333. 
 
(f)  “Intelligence” shall have the same meaning as it has in Executive Order 
12333. 
 
(g)  “Intelligence Community” and “elements of the Intelligence 
Community” shall have the same meaning as they have in Executive Order 
12333. 
 
(h)  “National security” shall have the same meaning as it has in Executive 
Order 13526 of December 29, 2009 (Classified National Security 
Information). 
 
(i)  “Non-United States person” means a person who is not a United States 
person. 
 
(j)  “Personnel of the United States or of its allies or partners” means any 
current or former member of the Armed Forces of the United States, any 
current or former official of the United States Government, and any other 
person currently or formerly employed by or working on behalf of the 
United States Government, as well as any current or former member of the 
military, current or former official, or other person currently or formerly 
employed by or working on behalf of an ally or partner. 
 
(k)  “Qualifying complaint” means a complaint, submitted in writing, that: 
 
(i)    alleges a covered violation has occurred that pertains to personal 
information of or about the complainant, a natural person, reasonably 
believed to have been transferred to the United States from a qualifying 
state after the effective date of the Attorney General’s designation for such 
state, as provided in section 3(f)(i) of this order; 
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(ii)   includes the following basic information to enable a review:  
information that forms the basis for alleging that a covered violation has 
occurred, which need not demonstrate that the complainant’s data has in 
fact been subject to United States signals intelligence activities; the nature 
of the relief sought; the specific means by which personal information of or 
about the complainant was believed to have been transmitted to the United 
States; the identities of the United States Government entities believed to 
be involved in the alleged violation (if known); and any other measures the 
complainant pursued to obtain the relief requested and the response 
received through those other measures; 
 
(iii)  is not frivolous, vexatious, or made in bad faith; 
 
(iv)   is brought on behalf of the complainant, acting on that person’s own 
behalf, and not as a representative of a governmental, nongovernmental, or 
intergovernmental organization; and 
 
(v)    is transmitted by the appropriate public authority in a qualifying 
state, after it has verified the identity of the complainant and that the 
complaint satisfies the conditions of section 5(k)(i)-(iv) of this order. 
 
(l)  “Significant incident of non-compliance” shall mean a systemic or 
intentional failure to comply with a principle, policy, or procedure of 
applicable United States law that could impugn the reputation or integrity 
of an element of the Intelligence Community or otherwise call into 
question the propriety of an Intelligence Community activity, including in 
light of any significant impact on the privacy and civil liberties interests of 
the person or persons concerned. 
 
(m)  “United States person” shall have the same meaning as it has in 
Executive Order 12333. 
 
(n)  “Validated intelligence priority” shall mean, for most United States 
signals intelligence collection activities, a priority validated under the 
process described in section 2(b)(iii) of this order; or, in narrow 
circumstances (for example, when such process cannot be carried out 
because of a need to address a new or evolving intelligence requirement), 
shall mean a priority set by the President or the head of an element of the 
Intelligence Community in accordance with the criteria described in 
section 2(b)(iii)(A)(1)-(3) of this order to the extent feasible. 
 
(o)  “Weapons of mass destruction” shall have the same meaning as it has 
in Executive Order 13526. 
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To read more: https://www.whitehouse.gov/briefing-room/presidential-
actions/2022/10/07/executive-order-on-enhancing-safeguards-for-
united-states-signals-intelligence-activities/ 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.whitehouse.gov/briefing-room/presidential-actions/2022/10/07/executive-order-on-enhancing-safeguards-for-united-states-signals-intelligence-activities/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/10/07/executive-order-on-enhancing-safeguards-for-united-states-signals-intelligence-activities/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/10/07/executive-order-on-enhancing-safeguards-for-united-states-signals-intelligence-activities/
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Court of Justice of the European Union, the Schrems II decision 
The court declared that the Privacy Shield, the EU-US personal data 
transfer mechanism, was no longer lawful. 
 

 
 

JUDGMENT OF THE COURT (Grand Chamber)  
 

  Data Protection Commissioner 
v 
  Facebook Ireland Ltd, 
  Maximillian Schrems, 
 
intervening parties: 
  The United States of America, 
  Electronic Privacy Information Centre, 
  BSA Business Software Alliance Inc., 
  Digitaleurope, 
 
THE COURT (Grand Chamber), 
 
composed of K. Lenaerts, President, R. Silva de Lapuerta, Vice-President, 
A. Arabadjiev, A. Prechal, M. Vilaras, M. Safjan, S. Rodin, P.G. Xuereb, L.S. 
Rossi and I. Jarukaitis, Presidents of Chambers, M. Ilešič, T. von Danwitz 
(Rapporteur), and D. Šváby, Judges, 
 
Advocate General: H. Saugmandsgaard Øe, 
 
Registrar: C. Strömholm, Administrator, 
 
having regard to the written procedure and further to the hearing on 9 July 
2019, after considering the observations submitted on behalf of: 
 
–        the Data Protection Commissioner, by D. Young, Solicitor, B. Murray 
and M. Collins, Senior Counsel, and C. Donnelly, Barrister-at-Law, 
 
–        Facebook Ireland Ltd, by P. Gallagher and N. Hyland, Senior 
Counsel, A. Mulligan and F. Kieran, Barristers-at-Law, and P. Nolan, C. 
Monaghan, C. O’Neill and R. Woulfe, Solicitors, 
 
–        Mr Schrems, by H. Hofmann, Rechtsanwalt, E. McCullough, J. 
Doherty and S. O’Sullivan, Senior Counsel, and G. Rudden, Solicitor, 
 
–        the United States of America, by E. Barrington, Senior Counsel, S. 
Kingston, Barrister-at-Law, S. Barton and B. Walsh, Solicitors, 
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–        the Electronic Privacy Information Centre, by S. Lucey, Solicitor, G. 
Gilmore and A. Butler, Barristers-at-Law, and C. O’Dwyer, Senior Counsel, 
 
–        BSA Business Software Alliance Inc., by B. Van Vooren and K. Van 
Quathem, advocaten, 
 
–        Digitaleurope, by N. Cahill, Barrister, J. Cahir, Solicitor, and M. 
Cush, Senior Counsel, 
 
–        Ireland, by A. Joyce and M. Browne, acting as Agents, and D. 
Fennelly, Barrister-at-Law, 
 
–        the Belgian Government, by J.‑C. Halleux and P. Cottin, acting as 
Agents, 
 
–        the Czech Government, by M. Smolek, J. Vláčil, O. Serdula and A. 
Kasalická, acting as Agents, 
 
–        the German Government, by J. Möller, D. Klebs and T. Henze, acting 
as Agents, 
 
–        the French Government, by A.-L. Desjonquères, acting as Agent, 
 
–        the Netherlands Government, by C.S. Schillemans, M.K. Bulterman 
and M. Noort, acting as Agents, 
 
–        the Austrian Government, by J. Schmoll and G. Kunnert, acting as 
Agents, 
 
–        the Polish Government, by B. Majczyna, acting as Agent, 
 
–        the Portuguese Government, by L. Inez Fernandes, A. Pimenta and C. 
Vieira Guerra, acting as Agents, 
 
–        the United Kingdom Government, by S. Brandon, acting as Agent, 
and J. Holmes QC, and C. Knight, Barrister, 
 
–        the European Parliament, by M.J. Martínez Iglesias and A. Caiola, 
acting as Agents, 
 
–        the European Commission, by D. Nardi, H. Krämer and H. 
Kranenborg, acting as Agents, 
 
–        the European Data Protection Board (EDPB), by A. Jelinek and K. 
Behn, acting as Agents, 
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after hearing the Opinion of the Advocate General at the sitting on 19 
December 2019, 
 
gives the following Judgment 
 
1        This reference for a preliminary ruling, in essence, concerns: 
 
–        the interpretation of the first indent of Article 3(2), Articles 25 and 26 
and Article 28(3) of Directive 95/46/EC of the European Parliament and of 
the Council of 24 October 1995 on the protection of individuals with regard 
to the processing of personal data and on the free movement of such data 
(OJ 1995 L 281, p. 31), read in the light of Article 4(2) TEU and of Articles 
7, 8 and 47 of the Charter of Fundamental Rights of the European Union 
(‘the Charter’); 
 
–        the interpretation and validity of Commission Decision 2010/87/EU 
of 5 February 2010 on standard contractual clauses for the transfer of 
personal data to processors established in third countries under Directive 
95/46 (OJ 2010 L 39, p. 5), as amended by Commission Implementing 
Decision (EU) 2016/2297 of 16 December 2016 (OJ 2016 L 344, p. 100) 
(‘the SCC Decision’); and 
 
–        the interpretation and validity of Commission Implementing 
Decision (EU) 2016/1250 of 12 July 2016 pursuant to Directive 95/46 on 
the adequacy of the protection provided by the EU-US Privacy Shield (OJ 
2016 L 207, p. 1; ‘the Privacy Shield Decision’). 
 
2        The request has been made in proceedings between the Data 
Protection Commissioner (Ireland) (‘the Commissioner’), on the one hand, 
and Facebook Ireland Ltd and Maximillian Schrems, on the other, 
concerning a complaint brought by Mr Schrems concerning the transfer of 
his personal data by Facebook Ireland to Facebook Inc. in the United 
States. 
 
… 
 
On those grounds, the Court (Grand Chamber) hereby rules: 
 
1.      Article 2(1) and (2) of Regulation (EU) 2016/679 of the European 
Parliament and of the Council of 27 April 2016 on the protection of natural 
persons with regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC (General Data 
Protection Regulation), must be interpreted as meaning that that 
regulation applies to the transfer of personal data for commercial purposes 
by an economic operator established in a Member State to another 
economic operator established in a third country, irrespective of whether, 
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at the time of that transfer or thereafter, that data is liable to be processed 
by the authorities of the third country in question for the purposes of 
public security, defence and State security. 
 
2.      Article 46(1) and Article 46(2)(c) of Regulation 2016/679 must be 
interpreted as meaning that the appropriate safeguards, enforceable rights 
and effective legal remedies required by those provisions must ensure that 
data subjects whose personal data are transferred to a third country 
pursuant to standard data protection clauses are afforded a level of 
protection essentially equivalent to that guaranteed within the European 
Union by that regulation, read in the light of the Charter of Fundamental 
Rights of the European Union.  
 
To that end, the assessment of the level of protection afforded in the 
context of such a transfer must, in particular, take into consideration both 
the contractual clauses agreed between the controller or processor 
established in the European Union and the recipient of the transfer 
established in the third country concerned and, as regards any access by 
the public authorities of that third country to the personal data transferred, 
the relevant aspects of the legal system of that third country, in particular 
those set out, in a non-exhaustive manner, in Article 45(2) of that 
regulation. 
 
3.      Article 58(2)(f) and (j) of Regulation 2016/679 must be interpreted as 
meaning that, unless there is a valid European Commission adequacy 
decision, the competent supervisory authority is required to suspend or 
prohibit a transfer of data to a third country pursuant to standard data 
protection clauses adopted by the Commission, if, in the view of that 
supervisory authority and in the light of all the circumstances of that 
transfer, those clauses are not or cannot be complied with in that third 
country and the protection of the data transferred that is required by EU 
law, in particular by Articles 45 and 46 of that regulation and by the 
Charter of Fundamental Rights, cannot be ensured by other means, where 
the controller or a processor has not itself suspended or put an end to the 
transfer. 
 
4.      Examination of Commission Decision 2010/87/EU of 5 February 
2010 on standard contractual clauses for the transfer of personal data to 
processors established in third countries under Directive 95/46/EU of the 
European Parliament and of the Council, as amended by Commission 
Implementing Decision (EU) 2016/2297 of 16 December 2016 in the light 
of Articles 7, 8 and 47 of the Charter of Fundamental Rights has disclosed 
nothing to affect the validity of that decision. 
 
5.      Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 
pursuant to Directive 95/46/EC of the European Parliament and of the 
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Council on the adequacy of the protection provided by the EU-US Privacy 
Shield is invalid. 
 
To read more: 

https://curia.europa.eu/juris/document/document.jsf?text=&docid=2286
77&pageIndex=0&doclang=en 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://curia.europa.eu/juris/document/document.jsf?text=&docid=228677&pageIndex=0&doclang=en
https://curia.europa.eu/juris/document/document.jsf?text=&docid=228677&pageIndex=0&doclang=en
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Remarks at PCAOB Conference on Auditing and Capital Markets 
Erica Y. Williams, Chair, Public Company Accounting Oversight Board 
 

 
 

Thank you, Michael [Gurbutt]. And congratulations to you and your 
colleagues in the Office of Economic and Risk Analysis (OERA) on putting 
together another great program for our guests today and tomorrow. 
 
To our guests: thank you for being here and for the important work you do 
every day. 
 
Before we begin, I want to issue the standard disclaimer that the views that 
I express here are my own and are not necessarily the views of the other 
Board Members or the PCAOB staff. 
 
This summer marked 20 years since Congress created the PCAOB. 
 
In the early 2000s major accounting scandals from Enron to WorldCom 
rocked our markets. Corporations were lying about their earnings and 
hiding their debt. And when it all came crashing down, investors lost 
billions, workers lost jobs and retirement savings, and trust in our markets 
was eroded. 
 
So, Congress acted. Led by Senator Paul Sarbanes and Representative 
Michael Oxley, both parties came together to pass the law that we 
affectionally refer to as “SOX” with near unanimous bipartisan support. 
 
The world has changed over the last 20 years. And, like all of you, I am 
looking forward to learning more from our distinguished speakers about 
what those changes mean for the future of auditing. 
 
But one thing that has not changed is PCAOB’s mission to protect 
investors. 
 
Protecting investors prompted our creation 20 years ago, and protecting 
investors is what continues to drive us forward today. 
 
Reflecting on SOX in the years after it was signed, Senator Sarbanes 
warned: “When things get better, companies tend to forget what happened 
or how serious it was at the time. Trying to maintain high standards is a 
difficult job.” 
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The PCAOB is up to the task. But we need your help. 
 
We depend on Michael and his incredible team for high-quality, evidence-
based analysis that helps us ensure that our decision-making is infused 
with the best available data, information, and research. And they depend 
on you for expanding our knowledge and understanding of the economic 
impact of auditing and audit regulation on our capital markets. 
 
As Michael mentioned, we have identified three key goals: 
 
- Modernizing our standards, 
 
- Enhancing inspections, and 
 
- Strengthening enforcement. 
 
High-quality economic analysis plays a critical role in each one. 
 
Goal number one: Modernizing our standards. 
 
High standards are the foundation for quality audits. That’s why earlier 
this year, the Board announced one of the most ambitious standard-setting 
agendas in the PCAOB’s history. 
 
Less than a year into this Board’s term, we are working actively to update 
more than 30 standards within 10 standard-setting projects. 
 
And every single one of them requires economic analysis to ensure we get it 
right. 
 
Our evidence-based approach starts with understanding the current 
environment – asking what is needed to ensure investors are best 
protected and what changes may be needed to achieve that goal. 
 
When the PCAOB was first getting off the ground in 2003, it adopted 
existing standards that had been set by the auditing profession on what 
was intended to be an interim basis. 
 
Twenty years later, far too many of those interim standards remain 
unchanged. Our current short-term and mid-term projects will address 
more than half of them. 
 
We know the world has changed since 2003. Robust economic analysis will 
help us understand those changes, so we can adapt our standards to keep 
up with developments in auditing and the capital markets. 
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Economic analysis also helps us see around the corner and anticipate a 
standard’s impact. Among other things, we review a standard in terms of 
its likely economic benefits, costs, competitive effects, and potential 
unintended consequences. 
 
But simply anticipating impact isn’t the end of the story. 
 
After a standard is approved, we often continue to examine its impact 
through our post-implementation review process by analyzing public and 
non-public data. 
 
We also conduct surveys and interviews to collect quantitative and 
qualitative information about the impact of standards on key stakeholders, 
such as investors, audit committees, and audit firms. 
 
And, of course, we rely on researchers like you. Reviewing the work of 
academics outside the PCAOB is critical to shaping our understanding of 
the audit and its role in supporting trust in our capital markets. 
 
If our evidence-based approach sounds like a lot of work, I can promise you 
that it certainly is. And I want to thank the dedicated staff who carry this 
work out every day. 
 
Their work has proven its worth in helping us to understand whether our 
standards are effective once they are applied by the firms. 
 
Let’s take a specific example: critical audit matters, or CAMs, where 
auditors communicate to investors certain matters arising from an audit of 
the financial statements that involved especially challenging, subjective, or 
complex auditor judgment. 
 
In 2017, the PCAOB adopted a new CAMs standard, bringing the most 
significant changes to the auditor’s report in decades. 
 
The centerpiece of the new standard, of course, was the requirement for the 
auditor to determine and communicate CAMs in the auditor’s report. 
 
During the comment process prior to adoption, we heard concerns and 
questions about the potential impact of CAMs. 
 
Some people wondered, for example: 
 
- How would identifying and communicating CAMs affect the workload 

of audit engagement teams? 
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- Would CAMs lead to reduced communication between audit 
committees and auditors? 

 
- Would investors find CAMs useful? 
 
When the PCAOB adopted the standard, the team studied the best 
available evidence and acknowledged the potential impact on workloads. 
The PCAOB’s view was that the standard was scalable, and the PCAOB 
expressed doubt that CAMs would chill communications. The PCAOB also 
described several types of anticipated direct and indirect benefits to 
investors of CAMs. 
 
But our team was not content with just resting on these predictions. They 
wanted to know – were they right? What were the benefits and costs of the 
standard, and did any of the unintended consequences play out? 
 
And so, our economists got to work. 
 
They conducted quantitative and qualitative analyses and reported out 
initial findings in an interim report released two years ago, with a follow-
up report that we plan to release in the coming months. 
 
One of the findings in their 2020 analysis was that individual audit 
engagement teams spent, on average, 1% of total audit hours identifying, 
developing, and communicating CAMs. 
 
Additionally, they found no evidence of CAMs inhibiting or chilling the 
communications between the auditors and audit committees. In fact, less 
than 2% of the 900 audit engagement partners surveyed reported that 
CAMs constrained communications with the audit committee, while 41% 
reported that CAMs enhanced them. 
 
As for investors, our economists found that investor awareness of CAMs 
was still a work in progress. But they also observed that some investors 
were using CAMs — and finding the information beneficial. 
 
And benefitting investors is what this project — and all our standard-
setting projects — are all about. 
 
Of course, standard setting is just one pillar of the PCAOB’s oversight. 
Another critical component of our work is inspections. That’s why our 
second major strategic goal is to enhance our inspections. 
 
Our team likes to say that “the sun never sets on PCAOB inspections,” 
because each year, the PCAOB inspects approximately 250 audit firms and 
reviews 900 audits from across the globe. 
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This reach means that our inspections team must constantly adjust to stay 
responsive to new and emerging risks and issues around the world – 
whether it’s SPACs and de-SPAC transactions, cryptocurrencies, or how 
firms are addressing the effects of supply chain disruptions and rising 
costs. 
 
To stay responsive, our inspectors need data, analysis, and high-quality 
economic research. 
 
So, Michael and his team help our inspectors with that. They collect data 
from the information provided to us by firms, from third-party data 
providers, and from internal sources, and aggregate and analyze that data 
to help identify areas of risk and point our inspectors in the right direction. 
 
They also develop economic models to further guide how we direct our 
inspections resources. For example, our economists have developed a 
portfolio of models that predict the probability of future financial 
restatements, which, as you know, can have a huge impact on investors. 
 
This portfolio includes models focused on size, as well as models for 
specific industries and audit firms. 
 
Our modeling team economists use academic research to identify potential 
inputs for their models and to guide their modeling design. They stay up to 
date with all the latest research you produce, which helps us improve our 
accuracy of our models over time. 
 
For our inspectors, all this work makes a big difference. It helps inspectors 
adjust their inspections approach, whether that’s focusing their selections 
on relevant risks or making changes to the way they look at crucial 
concepts, such as auditor materiality judgments. 
 
That brings me to our third key strategic goal: strengthening enforcement. 
 
This Board is approaching enforcement with a renewed vigilance. 
 
We are rethinking how we identify cases, the types of cases we pursue, and 
the sanctions we impose. 
 
We’ve more than doubled our average penalties against individuals 
compared to the last five years. This includes the largest civil money 
penalty against an individual in PCAOB history, which we announced 
earlier this week. 
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In the past five years, the PCAOB assessed penalties against individuals 
less than half of the time and firms only about 86% of the time. This year 
it’s 100%. 
 
We intend to use every tool in our enforcement toolbox. 
 
And one of those tools is high-quality research and data analysis. 
 
Specifically, our enforcement team works with OERA’s Risk Analysis team 
to develop a list of risk factors to focus on. 
 
Using these risk factors and other criteria, our analysts develop lists of 
audit engagements that our enforcement team can use to find the most 
likely enforcement matters, ensuring those that fail to comply with our 
standards and laws are identified and action is taken to promote audit 
quality and investor protection. 
 
Examples of the screening criteria used to develop these lists include 
significant corporate events, auditor events, or characteristics of the issuer, 
among others. 
 
Economic research is critical to achieving our mission and keeping 
investors protected. 
 
And we can’t do that without you. 
 
Michael mentioned our speaker series and our fellowship program, which 
allows the PCAOB to hire academics for a one-year appointment to work 
on staff projects and to perform original research using our non-public 
data. 
 
I encourage you to get involved. We’d love to work with you. 
 
We are also fortunate to receive the benefit of the insights and knowledge 
of academics participating on our two new advisory groups: the Investor 
Advisory Group and the Standards and Emerging Issues Advisory Group. 
Both groups bring together extraordinary experts from across the world of 
auditing and financial reporting. 
 
Before I close, I want to ask one favor of you: help us engage the next 
generation of auditors and public servants. 
 
As academics, whether in the classroom or the research field, you have an 
outstanding platform to reach the best and brightest minds – young people 
who are on the cusp of their careers. 
 



P a g e  | 55 

International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

When I was practicing law, I noticed there was not enough of a pipeline of 
diverse law students going into certain areas of securities law. So, I went to 
the Dean of Howard Law School and offered to create a class on investment 
management. 
 
She agreed, but only after telling me I had to come up with a catchy title, or 
no one would sign up. So, we called it “More Money, More Problems: 
Regulating Private Equity and Hedge Funds.” And I am proud to report our 
class was full all four years I taught it. 
 
I am still in touch with many of those students, and many of them chose to 
make careers in securities law. 
 
So, I have experienced just a tiny fraction of the influence you all have on 
the next generation of young professionals, and it is powerful. 
 
Your students and research assistants are the future of accounting and 
auditing. Through them, we will continue to improve audit quality, to 
uphold the integrity of our markets, and to protect investors. 
 
To do that, we need to bring more young people into the field and expand 
the types of young people who see accounting as a path for them. 
 
At the PCAOB we are working to do our part through our scholarship 
program. This academic year, we awarded 250 students from U.S. colleges 
and universities with $10,000 each to pursue accounting degrees. 
 
More than half of the scholarships in the last five years went to diverse 
applicants. These scholarships help make careers in auditing possible for 
the best and brightest students, no matter their backgrounds. 
 
But we must do more. Just last week, the Board heard an important 
presentation about diversity from one of the academics on the advisory 
panels I mentioned: Jennifer Joe of the University of Delaware. 
 
And we want to hear from you too. 
 
Bring us your ideas for ways the PCAOB can help build a strong, diverse 
pipeline of students choosing to make a career in accounting and help 
protect the next generation of investors. 
 
Thank you very much for joining us today, and for all the work you do to 
help inform the work of the PCAOB. 
 
We look forward to our continued partnership. I wish you all a productive 
conference. 



P a g e  | 56 

International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

To read more: https://pcaobus.org/news-events/news-releases/news-
release-detail/pcaob-chair-williams-delivers-remarks-at-pcaob-
conference-on-auditing-and-capital-markets 
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Aurum: a two-tier retail CBDC system 
The BIS Innovation Hub and the Hong Kong Monetary Authority have 
completed a retail CBDC technology prototype. 
 

  
 

Aurum is a full-stack (front-end and back-end) central bank digital 
currency (CBDC) system comprising a wholesale interbank system and a 
retail e-wallet system.  
 
The aim was to bring to life two very different types of tokens: 
intermediated CBDC and stablecoins backed by CBDC in the interbank 
system.  
 
The latter is unique in the study of CBDC to date. Privacy, safety and 
flexibility are core to the system. 
 
The system is accompanied by technical manuals totalling over 250 pages 
that, together with the source code, are made accessible to all BIS member 
central banks on BIS Open Tech to help catalyse and inspire the global 
quest for the most suitable retail CBDC architecture. 
 

 
In the era of digitisation, central banks stand before a choice: does retail 
central bank money need to go digital and, if so, how?  
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Jointly embarking on the challenge to design a full-stack central bank 
digital currency (CBDC) system, the Bank for International Settlements 
(BIS) Innovation Hub Hong Kong Centre and the Hong Kong Monetary 
Authority (HKMA) dubbed the project “Aurum”, the Latin word for gold, 
reflecting our starting premise that digital currency issued under the 
auspices of a central bank must be as robust and trustworthy as gold.  
 
Through the creation of a technology stack comprised of:  
 
(1) a wholesale interbank system in which the wholesale CBDC (wCBDC) is 
issued to banks for onward distribution to retail users, and  
 
(2) a retail e-wallet system in which the retail CBDC (rCBDC) circulates 
among retail users, we set a goal to bring to life two very different types of 
retail tokens:  
 
(a) intermediated CBDC, also referred to herein as CBDC-tokens, and  
 
(b) CBDC-backed stablecoins, or in short, stablecoins.  
 
Given the complexity of the endeavour, the project was executed in 
partnership with the Hong Kong Applied Science and Technology Research 
Institute (ASTRI).  
 
We are glad to report that after a year of development, the prototype 
system was successfully completed.  
 
The present report provides an overview of the Aurum technology 
architecture. It is presented at a more technical level, supplemented by 
user interface visualisations, and should best be read in conjunction with 
the three e-HKD papers, as well as with the extensive body of foundational 
research issued by the BIS. 
 
The Aurum system is accompanied by technical manuals totalling over 250 
pages that, together with the source code, are made accessible to all BIS 
central bank members on BIS Open Tech to serve as a public good that 
furthers the study of rCBDC architectures.  
 
The Aurum prototype also provides a solid basis for furthering the 
exploration and testing of e-HKD design in Hong Kong. Against this 
backdrop, we have no doubt that the Aurum prototype will catalyse and 
inspire the global quest for the most suitable rCBDC architecture. 
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To learn more: https://www.bis.org/publ/othp57.htm 
 
https://www.bis.org/publ/othp57.pdf 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/publ/othp57.htm
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Between mounting risks and financial innovation - the 
fintech ecosystem at a crossroads 
Denis Beau, First Deputy Governor of the Bank of France, at the FinTech 
R:Evolution 2022, organised by France FinTech, Paris. 
 

 
 

Ladies and gentlemen, 
 
First of all, I would like to thank the France Fintech association and its 
President Alain Clot for inviting me to participate again in this important 
event for the French fintech ecosystem. 
 
Since we met last year, the macroeconomic environment has changed 
radically. The effects of Covid are continuing to disrupt global supply 
chains; to that, the Ukraine conflict has added major economic disruption. 
 
This potentially “stagflationary” shock is affecting the fintech sector, not 
just via its short-term impact on household and corporate demand, but 
also via the risk of a tightening of financing conditions. 
 
Against this backdrop, beyond the observation that the macroeconomic 
outlook is darkening, I would first like to talk briefly about the mounting 
risks to our innovation ecosystem, before going on to highlight how the 
Banque de France and ACPR can help to tackle them. 
 
I- An environment marked by mounting risks 
 
Regarding the rise in risks, I would first like to underline that one of the 
corollaries of the digitalisation of the financial sector is an exacerbation of 
cyber risk. This is currently the number one operational risk to 
financial players, even more so in the context of Russia’s war in Ukraine. 
Cyber risk can jeopardise the stability of the entire financial system; it also 
tends to undermine confidence in innovation, which is one of the 
cornerstones of our future economic development. 
 
Second, the profound reconfiguration of value chains in the financial 
sector is raising two potential risks. First, the risk of excessive 
fragmentation. Fragmentation can of course be beneficial as it creates 
competition – the rise of fintechs is the best proof of this – but it can also 
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be a source of inefficiency if it leads to a lack of interoperability, especially 
in payment solutions and market infrastructures. The second risk is that of 
a loss of sovereignty, if essential functions are taken out of the hands of 
European players and supervisors. I'm thinking here in particular of data, 
its usage and location. 
 
Third, the relative youth and indeed immaturity of ecosystems can be a 
source of instability – which we need to make sure is limited for the overall 
financial system. 
 
In this respect, certain economic models appear to be incompatible with 
the promises they make, as well as with customer expectations. I would like 
here to remind you of and reiterate the warnings issued by the ACPR in 
July this year regarding “mini-loans” and instalment payments, and 
especially on the critical need to clearly inform customers, verify their 
solvency and respect usury rates. 
 
As part of our financial stability mandate, we at the Banque de France and 
ACPR pay particularly close attention to the exposure of certain business 
models to an economic turnaround, their dependency on third-party 
service providers, and any operational weaknesses that might emerge: in a 
dynamic and creative ecosystem, weak links and contagion effects pose a 
real risk to the stability of the financial system.  
 
Within the crypto-asset and DeFi ecosystem, the collapse of the Terra-Luna 
system and its destabilising knock-on effects, is of course a prime example 
of this, even if it occurred in an ecosystem that was disconnected from real 
finance, and had no impact on the financial system.  
 
II- How can the Banque de France and ACPR help to tackle these risks? 
 
In response to these mounting risks, the Banque de France and ACPR can 
help the ecosystem to develop along the right path. 
 
A. Future regulation 
 
First, by contributing to the development of regulation that is adapted to 
the transformations under way. Regulation reduces uncertainty and puts 
all competitors on a level playing field, so that they are not exposed, for 
example, to competition from “rogue” players. Of course, it is possible that 
certain regulations may unduly hinder innovation. This is why I would like 
to remind you here of the importance of dialogue between authorities and 
innovators in order to identify real use cases and strike a fair balance 
between, on the one hand, the goals of protecting customers and financial 
stability, and on the other, operational realities. 
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On the European regulatory front, several important projects are under 
way or about to be launched. I would like to mention two. 
 
1/ First, open finance. In the ongoing discussions in Europe on this issue, I 
draw at least two lessons from the directives on payment services: first, the 
quality of the data provided via APIs is crucial; second, the issue of paying 
for access to data should not be taboo. 
 
Open data can be a formidable innovation driver, for the benefit of 
consumers: the ecosystem needs to be ready to seize this opportunity.  
 
With this in mind, I encourage you to come and talk to the French 
supervisors (the ACPR and AMF), to properly identify real use cases and 
thereby ensure the future regulatory framework is as relevant as possible. 
 
2/ The second important project: decentralised finance or DeFi. A first 
milestone has been reached with the Markets in Crypto-Assets (MiCA) 
regulation.  
 
This will de facto impose rules on certain DeFi players, via its section on 
stablecoins. MiCA also lays some of the groundwork for the next phase, 
which is the broader regulation of decentralised finance in general. 
 
Here again, we will contribute to reflections at the European level, drawing 
on our dialogue with the French ecosystem. There are a number of 
questions that we need to respond to collectively: 
 
- Within this ecosystem, which economic models add value for the real 

economy? 
 
- How can we make decentralised finance accessible on a broader scale to 

the general public, under conditions that genuinely guarantee trust? 
 
- What regulatory approach should we adopt to each of the different 

“modules” of decentralised finance, and how can we regulate 
operations that are sometimes completely decentralised? 

 
Some of the problems are complex, but we need to find solutions together 
because decentralised finance will not develop without a regulatory 
framework. 
 
B. Our achievements, our action on innovation 
 
Of course, adapting the regulatory framework does not, on its own, 
respond to all the challenges. At the Banque de France and ACPR, we 



P a g e  | 63 

International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

firmly believe that, to help meet them, we also need to play an active part 
in innovation. 
 
1/ This is why innovation is at the heart of our corporate strategy, with the 
creation of Le Lab, our innovation hub. Its mission is both to catalyse in-
house innovations by supporting all our central bank functions, and to 
develop links with our ecosystems, be this the world of research or the 
economic world. 
 
Our target, and I want to stress this point, is to work more and more with 
you, through calls for contributions or thematic hackathons. In a few 
weeks, the Banque de France will host a dedicated platform for these 
challenges. 
 
2/ For us, being a player in innovation also means supporting the 
tokenisation of securities by offering the safest and most liquid settlement 
asset directly on the blockchain, and improving cross-border and cross-
currency payments.  
 
This is the objective of our experiments on a wholesale CBDC. It is what we 
tested with our first nine experiments conducted in 2021, which we are 
now going to take further with three new experiments in 2022.  
 
This is why we are working within the Eurosystem to support the 
experiments that will be conducted from 2023 onwards as part of the 
European Pilot Regime, by providing payment solutions in tokenised 
central bank money. 
 
We are also participating actively in the Eurosystem’s work on a potential 
retail CBDC, also called the “digital euro”, which would be used by the 
general public in everyday payments. 
 
3/ I shall finish with an example of the application of our experimentation 
approach in the field of supervision. This method also allows the ACPR to 
respond to several challenges: encourage supervised players to take 
advantage of new technologies to ensure their compliance and the security 
of the financial system, and prepare the supervision of the future. 
 
It is with this in mind that in March we launched an experiment in 
collaborative methods to combat money laundering and terrorist-financing 
(AML/CFT). This is a subject that is in the general interest, the solution to 
which can be collective, as recently estimated by the Financial Action Task 
Force (FATF). 
 
Which is why the ACPR proposed a method of co-construction to economic 
players, by organising a Tech Sprint on 13 September this year. Its goal was 
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to examine several different solutions aimed at pooling data while at the 
same time keeping it confidential. The event was a resounding success: 12 
teams made up of 23 firms proposed a broad range of innovative 
techniques. 
 
The ACPR will continue its work with teams of voluntary banks and 
technical service providers, and will share the findings widely.  
 
It is time for me to conclude now with a simple message. Now that we have 
reached this crossroads, it is only together that we can find the right path 
to follow, by sharing our experience and our expertise. 
 
Our commitment on this is clear: to accompany you so that we can together 
contribute to the vitality and resilience of our economy. 
 
To read more: https://www.banque-france.fr/en/intervention/between-
mounting-risks-and-financial-innovation-fintech-ecosystem-crossroads 
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Privacy Policy 
 

 
 

We're updating our Privacy Policy with effect from 2 December 2022. 
 
Introduction 
 
This privacy policy ("Privacy Policy") applies to the personal information 
that TikTok processes in connection with TikTok apps, websites, software 
and related services (the “Platform”), that link to or reference this Privacy 
Policy. 
 
Data Controller: If you live in the European Economic Area (“EEA”), the 
United Kingdom (“UK”), or Switzerland, TikTok Technology Limited, an 
Irish company (“TikTok Ireland”), and TikTok Information Technologies 
UK Limited (“TikTok UK”), a UK company, ("TikTok," "our," "we," or "us") 
are the joint controllers of your information processed in connection with 
this Privacy Policy.  
 
What Information We Collect 
 
We collect your information in three ways: Information You Provide, 
Automatically Collected Information, and Information From Other 
Sources. More detail is provided below. 
 
Information You Provide 
 
Profile Information. We collect information that you provide when you set 
up an account, such as your date of birth, username, email address and/or 
telephone number, and password. You can add other information to your 
profile, such as a bio or a profile photo. 
 
User Content. We collect the content you create or publish through the 
Platform, such as photographs, videos, audio recordings, livestreams, and 
comments, and the associated metadata (such as when, where, and by 
whom the content was created).  
 
Even if you are not a user, information about you may appear in content 
created or published by users on the Platform. We collect User Content 
through pre-loading at the time of creation, import, or upload, regardless 
of whether you choose to save or upload that User Content, for example, to 
recommend music based on the video.  
 
We also collect content (such as text, images, and video) from your device's 
clipboard if you choose to copy and paste content to or from the Platform 
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or share content between it and a third party platform. In addition, we 
collect location information (such as tourist attractions, shops, or other 
points of interest) if you choose to add the location information to your 
User Content. 
 
Direct Messages. If you communicate with others using direct messages, 
we collect the content of the message and the associated metadata (such as 
the time the message was sent, received and/or read, as well as the 
participants in the communication). We do this to block spam, detect 
crime, and to safeguard our users. 
 
Your Contacts. If you choose to import your contacts, we will collect 
information from your device’s phone book or your social media contacts. 
We use this information to help you make connections, including when you 
are using our “Find Friends” function and to suggest accounts to you. 
 
Purchase Information. We collect your payment card information or other 
third-party payment information (such as PayPal) where payment is 
required. We also collect your transaction and purchase history. 
 
Surveys, Research, and Promotions. We collect information you provide if 
you choose to participate in a survey, research, promotion, contest, 
marketing campaign, or event conducted or sponsored by us. 
 
Information When You Contact Us. When you contact us, we collect the 
information you send us, such as proof of identity or age, feedback or 
inquiries about your use of the Platform or information about possible 
violations of our Terms of Service (our “Terms”), Community Guidelines 
(our “Guidelines”), or other policies. 
 
Automatically Collected Information 
 
Technical Information. We collect certain device and network connection 
information when you access the Platform. This information includes your 
device model, operating system, keystroke patterns or rhythms, IP address, 
and system language.  
 
We also collect service-related, diagnostic, and performance information, 
including crash reports and performance logs. We automatically assign you 
a device ID and user ID. Where you log-in from multiple devices, we use 
information such as your device ID and user ID to identify your activity 
across devices to give you a seamless log-in experience and for security 
purposes. 
Location Information. We automatically collect information about your 
approximate location (e.g. country, state, or city) based on your Technical 
Information (such as SIM card and IP address).  
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Also, where you enable Location Services for the TikTok app within your 
device settings, we collect approximate location information from your 
device. Click here to learn more about how we collect Location 
Information. 
 
Usage Information. We collect information about how you engage with the 
Platform, including information about the content you view, the duration 
and frequency of your use, your engagement with other users, your search 
history and your settings. 
 
Content Characteristics and Features. We detect and collect characteristics 
and features about the videos, images, and audio recordings that are part 
of your User Content, for example, by identifying objects and scenery, the 
existence or location within an image of a face or other body parts; and the 
text of words spoken in your User Content. We do this, for example, for 
content moderation and to provide special effects (such as video filters and 
avatars) and captions. 
 
Inferred Information. We infer your attributes (such as age-range and 
gender) and interests based on the information we have about you. We use 
inferences, for example, to keep the Platform safe, for content moderation 
and, where permitted, to serve you personalised ads based on your 
interests. 
 
Cookies. We use cookies and similar tracking technologies to operate and 
provide the Platform. For example, we use cookies to remember your 
language preferences, make sure you don’t see the same video more than 
once, and for security purposes.  
 
We also use these technologies for marketing purposes. To learn more 
about our use of cookies, please see our Web Cookies Policy and Platform 
Cookies Policy. We will obtain your consent to our use of cookies where 
required by law. 
 
Information From Other Sources 
 
Advertising, Measurement and Data Partners. Advertisers, measurement 
and data partners share information with us such as mobile identifiers for 
advertising, hashed email addresses, and event information about the 
actions you’ve taken outside of the Platform.  
Some of our advertisers and other partners enable us to collect similar 
information directly from their website or app by integrating our TikTok 
Advertiser Tools (such as TikTok Pixel). 
 
Third Party Platforms and Partners. Third party platforms provide us with 
information (such as your email address, user ID, and public profile) when 
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you choose to sign up for or log in to the Platform using sign-in features 
provided by those third parties. We may also receive contact information 
that you hold or is held about you when contact information is synced with 
our Platform by you or another user.  
 
When you interact with any third party service (such as third party apps, 
websites or products) that integrate TikTok Developer Tools, we will 
receive the information necessary to provide you with features like cross-
service authentication or cross-posting. For example, this will happen if 
you log in to another platform with your TikTok account or if you use 
TikTok’s “share” button on a third party platform to share content from 
there to the Platform. 
 
Others. We may receive information about you from others, for example, 
where you are included or mentioned in User Content, Direct Messages, in 
a complaint, appeal, request or feedback submitted by a user or third party, 
or if your contact information is provided to us by a user. 
 
To read more: https://www.tiktok.com/legal/page/eea/new-privacy-
policy/en 
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Disclaimer 
 
The Association tries to enhance public access to information about risk 
and compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are 
brought to our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any particular individual or entity; 
 
- should not be relied on in the particular context of enforcement or 
similar regulatory action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has 
no control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you 
should always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might 
decide to take on the same matters if developments, including Court 
rulings, were to lead it to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on 
the matters at issue. 
 
Please note that it cannot be guaranteed that these information and 
documents exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors. However, 
some data or information may have been created or structured in files or 
formats that are not error-free and we cannot guarantee that our service 
will not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility with regard to such problems 
incurred as a result of using this site or any linked external sites.  
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International Association of Hedge Funds Professionals (IAHFP) 
 

 
 

At every stage of your career, our community provides training, 
certification programs, resources, updates, networking and services you 
can use. 
 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member. 
You may visit:  
https://www.hedge-funds-association.com/HowToBecomeMember.html 
 
2. Monthly Updates – Visit the Reading Room of the association at: 
https://www.hedge-funds-association.com/Reading_Room.htm 
 
3. Training and Certification – You may visit:  
https://www.hedge-funds-
association.com/Distance_Learning_and_Certification.htm 
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