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Hedge Funds News, November 2018 
Dear members and friends,  
 
Today we will start with the panel remarks by Mr Claudio 
Borio, Head of the Monetary and Economic Department of 
the BIS, at the High-level conference on "The new bank 
provisioning standards: implementation challenges and 
financial stability implications". 

 
New loan provisioning standards and procyclicality 
 
The adoption of the new expected credit loss provisioning standard - IFRS 
9 - is a landmark.  
 
What are its implications for financial stability?  
 
While the new standard is likely to mitigate the procyclicality of the 
financial system to some extent relative to the previous, incurred loss 
model, it falls short by a significant margin of what one would like from a 
financial stability perspective.  
 
This points to broader inevitable tensions between accounting and 
prudential regulation, and calls for the active use of backstops (or so-called 
prudential filters) to preserve stability.  
 
Experience with the operation of the alternative dynamic (countercyclical) 
credit loss provisioning scheme adopted by the Bank of Spain points to 
some strengths and weaknesses in the broader macroprudential 
frameworks in which such arrangements are embedded. 
 

Full speech 
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It is a great pleasure for me to participate in this panel. I always look 
forward to coming to Spain, and to the Bank of Spain in particular - not 
just because I can see again so many friends, but because it brings back 
fond memories of my first job outside academia.  
 
My very first day of employment, at the OECD, was actually here in 
Madrid, when I joined my new bosses on an economic mission to the 
country, without even passing through head office! But, much as I would 
like to continue, let me stop reminiscing and turn to the topic of the panel: 
loan loss provisions, procyclicality and financial stability.  
 
The adoption of the new expected credit loss (ECL) provisioning standard - 
IFRS 9 - is a landmark. It represents the end-point of a long - in some 
respects extraordinary - journey that started around 2000, with the 
emergence of more systematic concerns about the "procyclicality" of the 
financial system.  
 
It was these concerns that prompted the development of the conceptual 
underpinnings of macroprudential frameworks and the subsequent 
implementation of those frameworks post-Great Financial Crisis (GFC).  
 
To be sure, the adoption of the new accounting standard was not intended 
to address procyclicality per se; rather, it aimed to align the approach with 
the more forward-looking nature of fair value accounting generally.  
 
Even so, the change did follow an explicit request by the G20 and the 
Financial Stability Board in the context of how to deal with procyclicality.  
 
The Bank of Spain has been a pioneer in this area, with its early adoption 
in 2003 of countercyclical (or dynamic) provisions (Saurina and Trucharte 
(2017)).  
 
In what follows, I would like to broaden the focus a bit and address three 
questions.  
 
First, how far do the new provisioning standards address the procyclicality 
in credit loss provisioning?  
 
Second, what does this tell us about the tensions between accounting and 
prudential regulation and about potential remedies?  
 
And finally, have macroprudential frameworks fulfilled the expectations of 
their advocates, of whom I have been one (Borio (2003))?  
 
Let me anticipate the three answers.  
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First, the new standards are likely to mitigate procyclicality to some extent 
relative to the previous, incurred loss model, but from a financial stability 
perspective they fall short by a significant margin of what one would like to 
see.  
 
Second, the tensions between accounting and prudential regulation are 
inevitable, calling for the active use of backstops (or so-called prudential 
filters).  
 
Finally, we need to be realistic about what macroprudential frameworks 
can do on their own: they are more effective in strengthening the financial 
system's resilience than in taming procyclicality - or the financial cycle.  
 
Let me take each point in turn.  
 

I. New ECL provisioning standards and procyclicality  
 
To understand how far the new ECL provisioning standard addresses 
procyclicality, it is useful to say a few words about the nature of the 
problem and how the Bank of Spain's dynamic provisions tackled it. One 
can then compare the new standard with that benchmark.  
 
Procyclicality denotes the financial system's tendency to generate financial 
booms and busts and, more specifically, those mechanisms that feed onto 
themselves to amplify financial fluctuations (Borio et al (2001)).  
 
At the core of those mechanisms is the self-reinforcing interaction between 
funding constraints, asset prices and risk-taking.  
 
For instance, during expansions funding constraints become looser, asset 
prices soar, risk-taking increases, triggering a vicious circle until the 
process becomes unsustainable and, at some point, that risk-taking 
reverses. As a result, booms generate busts.  
 
Procyclicality arises for two reasons.  
 
One is that incentives to take on risk are procyclical. Think, for instance, of 
herding, just to mention one.  
 
The other is that, above all, measures of risk are procyclical, because the 
inputs are.  
 
During booms, asset prices soar, inflating collateral values, credit spreads 
narrow, volatility declines (it is inversely related to asset prices), 
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correlations decline, reducing the volatility of portfolio returns and profits 
and free cash flows increase. During busts, these relationships reverse.  
 
Put differently, procyclicality fundamentally changes the conception of risk 
(Crockett (2001)).  
 
Risk is not low in booms and high in busts - the previous conception; but it 
builds up in booms and materialises in busts. The bust is a consequence of 
the boom that precedes it.  
 
Of course, some procyclicality is inevitable and inherent in economic 
activity. But, unless restrained, procyclicality can give rise to outsize 
financial fluctuations, or financial cycles, that are typically at the heart of 
financial instability.  
 
The previous incurred loss model of credit provisioning - IAS 39 - was 
clearly procyclical (Borio and Lowe (2001)).  
 
In general, provisions could be made only when a loss impairment event or 
events had taken place.  
 
In the former terminology, they could be taken only when risk 
materialised.  
 
As a result, losses over the life of the credit exposure were underestimated 
during the boom. The scheme did not recognise those embedded in the 
portfolio.  
 
The Bank of Spain's dynamic provisioning scheme tackled this problem 
head-on (Saurina and Trucharte (2017)).  
 
To simplify: at inception, the provisions on a loan would be equal to the 
average loss made on similar loans during previous recessions. Those 
provisions would be released automatically as losses materialised.  
 
One could, of course, take issue with some aspects of the scheme. For 
instance, it did not account explicitly for loan pricing, which should already 
incorporate an expected-loss element (Borio and Lowe (2001)). And there 
was some inevitable arbitrariness in the selection of benchmarks for the 
size of the provisions.  
 
In fact, the chosen recession year - 1993 - turned out to underestimate by a 
very large margin the losses during the GFC. But the scheme had the great 
merit of being truly countercyclical, of being simple and, in particular, of 
having an automatic release mechanism.  



P a g e  | 5 

________________________________________________________________________ 
International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

The importance of this last feature should not be underestimated.  
 
One should recall that it has proved exceedingly difficult to design a similar 
automatic release trigger for the countercyclical capital buffer.  
 
I was intimately involved in the process and, believe me, we did try! In the 
end, the Basel Committee on Banking Supervision could only produce 
general guidelines. This left plenty of room for discretion, making life 
harder for supervisors.  
 
Against this benchmark, the new ECL forward-looking scheme falls short 
by a significant margin. Granted, the scheme correctly seeks to identify the 
losses embedded in the portfolio in good times: this is an important step 
forward. But its impact on procyclicality is much weaker.  
 
For one, the scheme leaves ample room for firms' discretion. They will still 
have a strong incentive to underprovision, especially in good times, and it 
will not be easy for auditors to correct this - just as it has not been easy for 
prudential authorities to address the biases embedded in banks' internal 
risk models.  
 
In addition, and above all, the scheme remains point-in-time. That is, it 
does not have the in-built look-back, mean-reverting element at the core of 
the Bank of Spain's dynamic provisioning scheme.  
 
Firms are simply asked to forecast losses over a particular horizon given 
available information, without the restriction of using the average or stress 
loss incurred over past cycles. As a result, provisions are still subject to the 
typically strong procyclicality of risk assessments.  
 
Thus, compared with the incurred loss standard, the most we can expect 
from the new one is that it will bring forward some of the provisioning. 
Work done at the BIS, published in our Quarterly Review, confirms this 
intuition (Cohen and Edwards (2017)).  
 
Better loss recognition in good times is very welcome. And if the scheme is 
properly implemented, recognition of higher losses in good times means 
recognition of smaller losses in bad times, ie less procyclicality.  
 
The extent, though, is to be seen and deserves close study. It will clearly 
depend, among other things, on the implementation details, not least the 
models used to forecast losses.  
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II. Accounting and prudential regulation: uncomfortable 
bedfellows  
 
This naturally takes me to my second point - the uneasy relationship 
between accounting, on the one hand, and prudential regulation, on the 
other.  
 
We can call them two "uncomfortable bedfellows" (Borio and Tsatsaronis 
(2004)). And in fact, the same is true of the relationship between 
accounting and sound risk management (Borio and Tsatsaronis (2006)).  
 
The tensions between accounting and prudential regulation started to 
become irreconcilable once accounting shifted away from the "prudence" 
principle in order to provide a "true and fair" picture of a firm's condition.  
 
We could have a long discussion about what "true and fair" really means 
and about how far the principles really do that.  
 
Think, for instance, of the well known debate around "income smoothing" 
in the context of dynamic provisions (Borio and Lowe (2001)). But there is 
little doubt that accounting standards are not always consistent with the 
requirements of financial stability.  
 
The incurred loss model example, and the acute procyclicality induced by 
fair value accounting more generally, are testimony to this.  
 
A similar tension arises between accounting and sound risk management. 
Let me just quote from a famous firm's internal risk management manual:  
 
"Reported earnings follow the rules and principles of accounting. The 
results do not always create measures consistent with underlying 
economics.  
 
However, corporate management's performance is generally measured by 
accounting income, not underlying economics. Risk management 
strategies are therefore directed at accounting rather than economic 
performance."  
 
This quotation happens to be from Enron's operating manual - and we all 
know what happened to that firm! But I suspect it could equally come from 
that of any other firm.  
 
Whether we like it or not, accounting drives incentives and hence 
behaviour - in fact, it is designed to do precisely that. A kind of 
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Heisenberg's uncertainty principle is at work here: how we measure 
valuations ends up influencing valuations, as agents respond to them - 
again, think of procyclicality.  
 
It is here that micro meets macro: what firms take as given in the small, 
such as market prices, is influenced by their collective behaviour.  
 
Measurement cannot be neutral: it affects what is being measured (Borio 
and Tsatsaronis (2006)). Accounting doesn't just record facts, it alters 
those facts.  
 
How can the tension between accounting and prudential regulation best be 
managed? I think it would be unrealistic to have accounting standard 
setters take financial stability into account: that is not their objective. Nor 
do I think they could be persuaded to re-adopt the principle of prudence.  
 
Except where bank supervisors have authority over accounting standards 
for banks and are prepared to override accounting standard setters, this is 
not a feasible option. That, of course, is what the Bank of Spain did with its 
dynamic provisions.  
 
And it is what a number of prudential authorities in Asia and Latin 
America are still doing (Restoy and Zamil (2017)). The cost of doing so, 
however, is to clash head-on with the accounting profession, as it would get 
in the way of what they want and what they are mandated to achieve.  
 
Short of that, prudential authorities have three options.  
 
One is to argue with accounting standard setters on their own terms. 
Forward-looking provisioning principles are one such example. But, as 
noted, they do not go far enough from a financial stability perspective.  
 
A second option is to persuade accounting authorities to require that firms 
disclose more risk information, notably information about the degree of 
uncertainty surrounding valuations.  
 
I argued for this many years ago (Borio and Tsatsaronis (2004, 2006)), and 
I am glad to see that standards have moved in that direction, in particular 
IFRS 7.  
 
But again, this is not enough for financial stability: the investors and 
depositors that should enforce market discipline are subject to the same 
measurement and incentive problems of the institutions they are supposed 
to restrain.  
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A third option is to adopt prudential backstops or filters to offset 
accounting valuations - a practice that has been in place for some time 
now.  
 
These measures can compensate for some of the shortcomings of 
accounting provisions by adjusting regulatory capital, possibly 
complemented with restrictions on dividend payments. To my mind, these 
filters are indeed indispensable.  
 
The real issue is how to calibrate and structure them. There is a wide range 
of possibilities, from simply deriving adjustments based on information 
that contains a mean-reverting element, such as financial cycle indicators, 
to adopting the same type of adjustment embedded in the Bank of Spain's 
dynamic provisions - in effect, a simple through-the-cycle filter. With 
colleagues, we plan to look into this issue in more depth.  
 
The advantage of such prudential filters is that they decouple accounting 
from regulatory valuations, allowing each authority to pursue its preferred 
objective (Borio and Tsatsaronis (2004)).  
 
This advantage should not be underestimated. The disadvantage is the 
other side of the coin, ie the filters are less effective in enforcing market 
discipline on banks than changing accounting standards themselves. This 
is because they do not affect the bottom line earnings figures analysts and 
markets focus on.  
 

III. Macroprudential frameworks  
 
Finally, some reflections on macroprudential frameworks, of which 
backstops for ECLs are just one element.  
 
As an early strong advocate of such frameworks, I was very happy when 
they were adopted following the GFC. This has represented real progress.  
 
But now the pendulum may have swung too far. There is a widespread 
belief that macroprudential frameworks are the solution to procyclicality. 
My personal assessment is that they are part of the solution, but not the 
whole solution.  
 
They unquestionably strengthen the financial system's resilience, as they 
reinforce its defences to face financial cycle busts. But they are less 
effective in restraining financial booms in the first place.  
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There is considerable evidence to that effect. In particular, the active 
deployment of macroprudential tools in some countries, mainly emerging 
market economies, has not prevented the emergence of the familiar signs 
of the build-up of dangerous financial imbalances - typically, cumulative 
credit growth and asset price increases, notably property prices, in excess 
of historical benchmarks.  
 
These elements are the basis of the early warning indicators that worked 
pretty well pre-GFC (Borio and Drehmann (2009)).  
 
The Spanish experience with dynamic provisions confirms this assessment: 
according to the Bank of Spain's own analysis, dynamic provisions have not 
succeeded in restraining credit growth significantly (Saurina and Trucharte 
(2017)).  
 
Admittedly, other measures, such as maximum loan-to-value ratios and 
debt service-to-income ratios, have a larger impact. But this does not alter 
the overall conclusion.  
 
In my view, tackling the financial cycle requires a more holistic policy 
framework, which in addition to sound prudential standards also involves 
monetary and fiscal policy, and even structural policies. This is what we at 
the BIS call a "macro-financial stability framework".  
 
We discussed these issues at some length in the latest BIS Annual 
Economic Report (BIS (2018)), and I examined them further in my 
remarks at our last Annual General Meeting (Borio (2018)).  
 
In other words, there is a material risk that unrealistic expectations of what 
macroprudential frameworks can deliver on their own stands in the way of 
desirable adjustments in monetary and fiscal policies. I think we have seen 
signs of this danger materialising.  
 
Of course, my assessment could be overly pessimistic. Only time will tell. 
Let's hope it will not take another crisis to find out.   
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Distributed ledger technology and large value payments: a global 
game approach 
Stephen Morris (Princeton University), Hyun Song Shin (Bank for 
International Settlements), Conference on Cryptocurrencies and 
Blockchains, University of Chicago Becker Friedman Institute. 
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To read more: 
https://www.bis.org/speeches/sp181109_slides.pdf 
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A Board Member’s Perspective: PCAOB’s 5-Year Strategic Plan, 
Transformation Initiatives, and Current Developments 
James G. Kaiser, Board Member, Saint Joseph’s University,  
Philadelphia, PA 
 

 
 
Good morning and thank you for the kind introduction. It is a pleasure to 
come home to St. Joe's today. There is no better place for me to speak. 
Coming back to Hawk Hill brings back many fond and long-time 
memories. 
 
I would like to thank Dean D'Angelo and my friend and former teammate, 
Professor Larkin, for extending me the invitation. I would also like to thank 
Mike Colgan and PICPA for being a part of today. I have been a proud 
member of the PICPA for over 35 years. 
 

Where We've Been 
 
It's been 15 years since the PCAOB's creation. We were established by the 
Sarbanes-Oxley Act of 2002 to oversee the audits of public companies in 
order to protect the interests of investors and further the public interest in 
the preparation of informative, accurate, and independent audit reports.  
 
Our jurisdiction is both domestic and foreign.  
 
Approximately 1,900 public accounting firms are currently registered with 
us. Nearly 1,000 are domestic and the remaining 900 are foreign. We have 
four primary duties: 
 
- Registering public accounting firms that prepare audit reports for 

issuers, brokers, and dealers. 
 
- Establishing auditing standards. 
 
- Inspecting registered firms' audits and quality control systems. 
 
- Investigating and disciplining these registered firms and their 

associated persons for violations of auditing standards. 
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We also conduct economic research and risk analysis and engage with our 
stakeholders and other domestic and international regulators. We manage 
a talented workforce and the technology and resources we need to perform 
our duties. 
 

New Board, New Day 
 
I think we can all agree that the PCAOB's existence has led to greatly 
improved audit quality for public companies and broker dealers.  
 
In a 2018 survey, investors named independent auditors as the most 
effective entity in their investor protection roles, with 81 percent of 
investors expressing confidence. However, that number is down 3% from 
2017. 
 
Therefore, we must ensure the PCAOB is functioning effectively in our ever 
changing environment. We need to position ourselves to be innovative so 
that we can anticipate and respond to changes rapidly.  
 
To figure out how to do that, the Board is taking a fresh approach to our 
mission and how we are developing our strategic plan to achieve that 
mission. 
 
I want to talk to you about this approach and cover some of the initiatives 
associated with it, such as technology and innovation (topics close to my 
heart), review and evaluation of the inspections process, and assessing the 
current standard-setting process and agenda. 
 
I will also talk about some issues that may be of particular interest to you 
such as the implementation of the new standard for the Auditor's 
Reporting Model (or ARM) and related Critical Audit Matters (or CAMs); 
the impact of new accounting standards; and current inspection trends.  
 
Time permitting, I will also talk about the future of the auditing profession 
and the PCAOB scholarship program. 
 

Strategy: A Clean Sheet of Paper 
 
For first time since the PCAOB was created in 2003, we have an entirely 
new set of Board members. Once we were all in place earlier this year, we 
took a clean sheet of paper and drafted a five-year strategy.  
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Of course, the Board has done this before, every year since 2007 actually. 
This time, however, we did it differently. We hired a consultant and 
conducted both an internal and an external survey. 
 
The surveys were incredibly successful, yielding feedback from a wide 
range of respondents: audit firms, financial statement preparers, audit 
committees and board members, investors, regulators and of course 
academics.  
 
Thank you to all of you who participated in our outreach. 
 
Through the surveys, we heard that we should: 
 
- Streamline inspections; 
 
- Make the inspection process more transparent; 
 
- Provide more guidance on how to comply with our standards; 
 
- Evaluate those standards to reflect changes in technology; 
 
- Adopt a more efficient standard-setting process; and 
 
- Conduct more external outreach. 
 

Creating the Strategic Plan 
 
Based on all of that feedback we drafted the strategic plan. Then, for the 
first time ever, we published the draft plan for review and comment.  
 
In terms of details, you'll see from the proposed plan that our mission is 
the same as always — to oversee the audits of public companies and SEC-
registered brokers and dealers in order to protect investors and further the 
public interest in the preparation of informative, accurate, and 
independent audit reports. 
 
Based on the input we received and our own analysis, we are focusing our 
strategy in four areas: 
 
- Enhancing our approach to driving continuous improvement in audit 

quality and more clearly communicate how we are driving that 
improvement. 
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- Being more innovative in our oversight activities and at the same time 
prepare for significant market-driven changes in the audit profession. 

 
- Engaging more often and more directly with stakeholders to promote 

robust and timely dialogue regarding the quality of audit services. 
 
- Optimizing our operations and enhancing the culture of our 

organization. 
 
The Board proposed five goals for itself to help implement the new 
strategy.  
 
The first goal – directly reflecting our mission – is to drive improvement in 
audit quality.  
 
To do this, we must focus not only on detecting audit deficiencies, but also 
preventing them from occurring in the first place.  
 
For this, we will need to take a forward-looking and balanced approach as 
we carry out our oversight activities. 
 
We should conduct inspection activities to facilitate more timely and 
relevant feedback to our stakeholders.  
 
The information the PCAOB provides to the public and its stakeholders 
must be relevant and, to be relevant, it has to be timely.  
 
An inspection report that is published two years after an audit has occurred 
is not relevant. 
 
The second goal is to anticipate and respond to emerging technologies and 
related risks and opportunities. Advancements in technology are 
continuously affecting how and when financial information is being 
generated and used.  
 
We understand how innovative auditing firms are being and how 
important it is for the PCAOB to understand the impact of that innovation 
on the quality of audit services. This is important so we do not 
inadvertently impede innovation as we work to accomplish our mission. 
 
In addition, we need to better understand the needs of our stakeholders. A 
substantial opportunity exists for the Board to engage more often and more 
effectively with investors, audit committees, preparers, registered firms, 
standard-setting organizations, academia, and other audit regulators.  
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Therefore, we have set a goal to enhance transparency and accessibility 
through proactive stakeholder engagement. 
 
The Board's fourth goal is to pursue operational excellence through 
efficient use of resources. This includes increasing and optimizing our 
information technology investments to strengthen our capabilities.  
Almost anyone who's worked with me since I started at the PCAOB earlier 
this year will tell you that I am passionate about increasing the PCAOB's 
investments in information technology – we must improve the user 
experience. We must technology enable our workforce and go mobile. 
 
The Board's fifth goal is to develop, empower, and reward our people. This 
is key to any effective organization. PCAOB staff is deeply committed to our 
mission. Going forward, we will collectively reinforce a culture that expects 
integrity, pursues excellence, operates with effectiveness, embraces 
collaboration, and demands accountability. 
 

Comments on the Draft Strategic Plan 
 
The 30-day period to comment on the draft strategic plan closed on 
September 10, 2018. We received 31 comments. Thank you to those of you 
who commented.  
 
Your comments and feedback were valuable and confirmed that our draft 
plan is on point. We hope to finalize the strategic plan in an open meeting 
in November at the same time that we adopt our 2019 budget. 
 
Commenters included investors, audit firms, issuers, academics, trade 
organizations, and other regulators. Almost all of the commenters 
expressed support for the draft plan. In particular, we heard agreement 
that audit quality has improved with the PCAOB, but more needs to be 
done.  
 
We heard that our focus on how innovation and emerging technologies will 
affect the audit and auditing standards was right on point. We also heard 
that engaging more often and more openly with our stakeholders is of 
utmost importance. 
 
Commenters also suggested ways to improve the plan. For example, we 
were asked to place more emphasis on the inspections reporting process. 
This is what we report and how we report it.  
 
Others would like to see a commitment to regular assessment of our 
various oversight activities.  
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Still, others requested that we be more explicit in including other standard-
setters in our outreach and engagement efforts.  
 
Many commenters also made suggestions on how the PCAOB should 
implement the plan once it is finalized.  
 
Some of the areas covered in those comments were the advisory groups, 
PCAOB guidance and publications, and implementation and review of new 
standards. 
 

Transformation Projects 
 
The Board is carefully considering all of these comments as we prepare to 
finalize the strategic plan later this fall. We also will continue to consider 
the comments as we implement the final plan over the next few years.  
 
It seems based on comments, though, that we're on the right track.  
 
So, not wanting to waste any time, we've begun to work toward achieving 
our goals. One of those ways has been through the recent appointment of 
two new Directors: 
 
- George Botic will be our Director of the Division of Registration and 

Inspections; and 
 
- Liza McAndrew Moberg will lead the Office of International Affairs. 
 
We still have a number of additional senior leadership roles to fill. We are 
being careful and considerate in the hiring process for them.  
 
Currently, we are reviewing the many applications we received and are 
interviewing prospective candidates. We hope to complete the process by 
the end of this year.  
 
In the meanwhile, we have the utmost confidence in the staff that has 
stepped into those roles on an acting basis. 
 
As I just mentioned, we are an entirely new Board. In composing us, the 
SEC was incredibly thoughtful – making sure we represented a spectrum of 
viewpoints, competencies, and experience.  
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Our backgrounds include: investors, preparers, registered firms, academia, 
financial regulation, and legislation and policy-making. These are all 
relevant to the PCAOB's mission of improving audit quality. 
 
To fully realize the potential of such a broad spectrum of viewpoints and 
experience, Chairman Duhnke has created "Board champions" to facilitate 
transformation in specific areas. 
 
I was an auditor for 38 years before coming to the PCAOB. For over 25 of 
those years, I was an audit partner. I also led a team that developed global 
digital audit strategy and operated the audit technology platform. My 
background in conducting audits and the use of technology by audit firms 
helps me in my role as the Board champion or co-champion for 
inspections, standard-setting, and technology. 
 
There are numerous projects within the Inspections transformation 
initiative - some are more short-term to take benefit of the low hanging 
fruit, while others are more long-term focused.  
 
Currently, it contains 16 projects or work streams with dedicated 
Inspections staff. We have assigned over 30 staff to the projects. Select staff 
have been assigned full time for two years.  
 
Additionally, a new senior-level position will be established to lead the 
transformation initiative. 
 
We believe now is an excellent time to take a hard look at how we approach 
our inspections and how we report their results. In fact, one of our strategic 
goals focuses on regularly assessing our inspections approach.  
 
If there are changes we can make to more effectively promote audit quality 
through our inspections program, we will actively and carefully consider 
them. 
 
We are reviewing the entire inspections eco-system; it's essentially "back to 
basics": right from the very purpose of inspections to the inspections 
approach and process.  
 
This includes planning, report writing, remediation, root cause analyses, 
the QC standards, and procedures.  
 
For example, we would like to be more timely, relevant, and balanced in 
our inspection reports and other communications. 
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This is particularly important as we advance our desire to be, not just 
detective, but preventive as well.  
 
I believe one way to achieve this would be to develop an agreed upon set of 
Audit Quality Indicators or AQIs. Including standard AQIs in future 
inspection reports could make those reports more balanced than they are 
today. 
 
A series of outreach meetings with other regulators both domestic and 
foreign will be conducted to understand their respective inspection 
approaches.  
 
Technology impacts the way audits are done. It will also impact the way we 
do inspections. We will update our Inspections technology platform. We 
will also adapt our approach based on the nature and size of the firm. 
 
As needed, we will also use resources outside the PCAOB to assist with 
certain transformation initiatives. This will maximize learning and the 
effect of the transformation as well as increase innovation and foster 
continuous improvement.  
 
In addition, we expect to increase our interaction with audit committees 
during the 2019 inspection process. We view an informed and engaged 
audit committee as crucial to achieving continuous improvement of audit 
quality. 
 
There are also transformation initiatives within our standard-setting 
function. Today the development of new standards can take up to three 
years or longer.  
 
I believe we should conduct a review of this process. It will not only focus 
on the time to develop a standard but also how we communicate the 
pronouncement.  
 
For example, currently the release text can be nearly as long as the 
standard. In addition, I believe we should use other forms of Board 
communication in the standard-setting space.  
 
This could include more frequently published guidance, staff reports, and 
practice alerts. Currently, we provide informal consultations to the public 
on how to interpret our standards.  
 
We may need to consider a more formal consultation process. 
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Data and Technology 
 
Current and emerging technologies are another area of focus for 
transformation.  
 
Technologies, including advancements such as those in data analytics, 
machine learning, blockchain, and robotic process automation or RPA, are 
rapidly changing the business environment and how information is 
generated and shared. 
 
Companies and audit firms are making significant investments into these 
and other technologies. Such innovations have the potential to improve the 
financial reporting process. They have the potential to improve the 
auditing process.  
 
However, use of these technologies will also come with its own unique set 
of risks. As discussed in our draft Strategic Plan, this will be an area of 
focus for us. 
 
The PCAOB already has a research project to assess the impact of the use of 
new technologies on the audit and audit quality.  
 
The research project will also assess whether the Board's standards impede 
the use of technology in audits. If so, we will decide whether rulemaking or 
other actions by the Board or staff are needed. 
 
Based on current firm technology and our discussions with firms, the 
existing standards do not impede the use of technology. This makes sense 
as current technologies are primarily focused on risk assessment. The use 
of algorithms and blockchain, however, will become more commonplace in 
audits.  
 
The utilization of such technologies will have a greater impact on audits. 
We will closely follow these developments to provide the necessary 
guidance and develop or change guidance and standards. 
 
There is also a relatively new Data and Technology Task Force. It was 
established as part of the Standing Advisory Group in 2018.  
 
The Task Force has 11 members - two academics, four SAG members with 
experience on audit committees and/or as investors, and five auditors.  
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The Task Force assists PCAOB staff in obtaining insights into the use of 
data analytics and certain emerging technologies, not only by auditors but 
also by companies. 
 
The Task Force had two meetings in May and October where the members 
established data analytics and artificial intelligence as their priorities going 
forward.  
 
The discussions helped staff confirm its view that our standards are not 
affecting how audit firms are currently using technology.  
 
The Task Force expects to next move into a discussion of how audit firms 
expect to use technology in the future and the potential impact that would 
have on standard-setting. 
 
Academic task force members are providing views on recent academic 
research papers and publications. Audit committee and investor task force 
members are providing views on how they evaluate auditors' use of 
technology. They are also providing views on how the use of technology 
affects their assessment of audit quality.  
 
Auditor task force members are providing examples from current practice 
of the use of data analytics and artificial intelligence.  
 
These examples can help answer questions about such things as how data 
analytics are used in performing risk assessment procedures.  
 
They can also answer questions about what type of documentation is 
prepared and retained. Going forward, the Task Force hopes to determine 
where we are today and then will set its sights on tomorrow. 
 
As we continue on the transformational journey around technology and 
innovation, I believe we will also leverage academia, thought leaders, and 
technology companies to assist us in further developing our thinking in 
response to this new environment. 
 

Standard-Setting Update 
 
As we embark on our new strategic plan, we are also conducting business-
as-usual. In that regard, let's turn to standard setting. I want to give you an 
update on our current agenda, talk about implementation of ARM, and 
share my thoughts on the forward agenda. 
 
The current standard-setting agenda includes proposals on Specialists; 
Auditing of Estimates; and Supervision of Other Auditors.  
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The new Board has devoted substantial time and made meaningful 
progress to date in understanding the judgments made by the prior Board 
and the policy objectives of each of these proposals. 
 
Auditor use of the work of specialists to assist in the audit process is 
increasing. These amendments are intended to enhance investor protection 
by strengthening the requirements for evaluating the work of a company's 
specialist.  
 
They would apply a supervisory approach to both auditor-employed and 
auditor-engaged specialists. The amendments are designed to be risk-
based and scalable. I hope that the PCAOB is able to adopt this standard by 
late Q4 2018. 
 
The continuing evolution of financial reporting frameworks has increased 
the prevalence and significance of accounting estimates. This includes 
estimates based on fair value measurements.  
 
The Board has also proposed amendments to standards for auditing 
accounting estimates and fair value measurements.  
 
Three existing standards, adopted in 2003, would be replaced with a 
single, updated standard. The new standard, if adopted, would require 
application of a more uniform, risk-based approach.  
 
It would be fully integrated with the Board's risk assessment standards.  
 
The previous standards were not fully integrated with these given the 
timing of when they were adopted. I would hope that the PCAOB could also 
adopt this standard by late Q4 2018. 
 
On Supervision of Other Auditors, we have received comments on our 
Supplemental Request for Comment. Our staff is currently addressing 
them. It is my hope that we would adopt this release in the first half of 
2019. 
 
Keep in mind that, for all of these, the SEC must do its own due diligence. 
This includes opening up the proposal for a separate comment period, 
responding to those comments, and taking action. 
 

Forward Agenda 
 
We also have several items on the forward standard-setting agenda. These 
are in addition to the data and technology research project I discussed 
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earlier. The first is quality control standards. The current QC standards 
have been in place since the mid-90s.  
 
This means they were in effect in 1997, when the world's most valuable 
company was valued at only $261 billion. Today the world's most valuable 
company is worth over $1 trillion. 
 
So time has passed. Businesses have globalized. Firm structures are 
changing. Marketplace expectations and technology are evolving. There is a 
need to update these standards.  
 
Our research team is thinking about leadership and governance, firms' root 
cause analysis and remediation, protection of data, and assessing and 
responding to risks to the effectiveness of the QC system. Stay tuned! 
 
Another item on the forward agenda is the Auditor's Role Regarding Other 
Information and Company Performance Measures, Including Non-GAAP 
Measures.  
 
Companies are including new performance measures in their annual 
reports, registration statements, earnings releases, analyst calls, and 
company websites.  
 
Some of these new measures include non-GAAP and operating measures. 
With this comes increasing expectations from auditors.  
 
I believe we should reevaluate whether there is a need to revise the 
standards in this area. If there is a need, we should evaluate how to change 
the auditor's existing performance and reporting responsibilities.  
 
Our Staff is summarizing its research findings and is developing 
recommendations for next steps for Board consideration. 
 

The Auditor's Reporting Model 
 
So that's what's on the agenda. Now let's talk about something that is 
already adopted and will be coming into effect. That means the Auditor's 
Reporting Model or ARM.  
 
The current audit report is essentially a pass/fail opinion but it does not 
convey anything about how the auditor got to that opinion.  
 
Any investor reading the report has no idea about the challenging matters 
the auditor had to deal with and the judgments the auditor made. 
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To remedy this and to enhance the value provided by an audit report, last 
year we adopted the auditing standard on the new Auditor's Reporting 
Model or as we call it, ARM. It is the biggest change to the auditor's report 
since the '40s.  
 
Beginning in the second half of next year, audit reports for Large 
Accelerated Filers will include Critical Audit Matters or CAMs. For others, 
CAMs will be effective in 2020. 
 
CAMs are meant to make the auditor's report more useful by providing 
additional and important information to the users of the financials. They 
will inform users of tricky audit matters that the auditors had to deal with 
and how the auditors addressed these matters. CAM determination is 
principles-based.  
 
It begins with audit matters that were communicated or required to be 
communicated to the audit committee. CAMs must relate to a material 
account or disclosure in the financial statement.  
 
To be a CAM the matter should be challenging, subjective, or involve 
complex auditor judgment. 
 
Our ARM initiative is consistent with the broader international movement 
towards expanded auditor reporting and disclosure of Key Audit Matters 
also known as K-KAMs. 
 
Even though the definitions and criteria for identification of CAMs/K-
KAMS are slightly different, both have similar objectives and reporting 
requirements. 
 
CAM implementation efforts are underway. Larger firms have conducted 
pilot programs on a few issuers and will soon complete more extensive dry-
runs. We believe that firms with smaller audit clients can learn from the 
process followed by larger firms in Year 1.  
 
Preparers and audit committees should ensure their companies participate 
in a dry run with their auditors in the year before the adoption of the new 
standard. 
 
At the PCAOB, we are discussing firms' plans and monitoring firms' efforts 
through inspections. We will perform an interim analysis on the 
implementation of the standard between the two effective dates.  
 



P a g e  | 26 

________________________________________________________________________ 
International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

We will also work with the Securities and Exchange Commission's Office of 
the Chief Accountant and Division of Corporation Finance to inform our 
approach and evaluations of observations related to CAMs. 
 
In 2018, our Inspections staff is gathering information to understand what 
actions the firms may be taking to implement the new reporting 
requirements. They are also discussing the results of firms' pilot programs 
and reviewing methodologies.  
 
In terms of audit committees, Inspections staff is engaging with them to 
understand their level of involvement in the firm's implementation efforts. 
Staff is also asking for audit committee views on the costs, benefits or 
unintended consequences of the new reporting requirements. 
 
As I just mentioned, auditor reporting in some jurisdictions outside the 
United States has already been expanded to include the communication of 
key audit matters (or K-KAMs).  
 
We have some insight into what audit regulators are seeing in other parts 
of the world. One observation we heard frequently was that there were gaps 
or inconsistencies between responses described in the audit report and the 
work that was actually performed by the audit team. 
 
There have also been a few studies on implementation of K-KAMs. ACCA, 
the global professional accounting body, analyzed more than 560 audit 
reports from numerous countries in the first year of adoption of K-KAMs. 
 
ACCA found that audit reports generally included two to four K-KAMs. 
Revenue was the most common K-KAM, and was included over 50% of the 
time. They also observed that certain matters were disclosed more 
frequently in particular industries.  
 
For example, for telecoms, the most common K-KAMs were revenue 
recognition, tax, and goodwill impairment. For banks and financial services 
issuers, it was asset impairments and financial instruments. 
 

New Accounting Standards 
 
Let's talk about some new accounting standards – some of these are 
currently in effect and others will be effective in the next two to three years. 
The new accounting standards for Revenue Recognition and Leases are 
effective in 2018 and 2019, respectively.  
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We provided training to our staff and established a group of subject matter 
experts. In 2017 and 2018, we were also busy talking to firms about what 
they have done to prepare their staff for these changes. 
 
In 2018, we have continued to discuss with audit teams how they are 
addressing accounting changes with their clients. Inspections staff also 
included a selection of issuers who early adopted the revenue.  
 
These result from this will help inform our approach in 2019, and more 
importantly, will allow us to raise issues with firms and practitioners early 
so that concerns may be addressed. 
 
Also front and center these days is the new standard for Current Expected 
Credit Loss or CECL that was introduced in June 2016. 
 
The CECL effective date for issuers is 2019. Then we also have the FASB's 
latest update for insurance companies that issue long-duration insurance 
contracts. 
 
This standard will be effective for calendar year-end public companies in 
2021. 
 
For auditors who are looking for guidance on how to approach these new 
auditing standards, consider Staff Audit Practice Alert No. 15 (SAPA 15) on 
Auditing Revenue, which was published in October 2017.  
 
It highlights PCAOB requirements and other considerations for audits of a 
company's implementation of the new revenue recognition accounting 
standard. 
 
I encourage preparers, auditors, and audit committees to read this alert as 
this is a valuable resource and tool. Much of the guidance is applicable to 
the implementation of other new accounting standards as well. 
 

Inspections Update 
 
Our Inspections staff has been very busy. In 2017, they examined portions 
of nearly 800 issuer audits and reviewed the system of quality control at 
more than 190 firms.  
 
Overall, the number of audit deficiencies identified in the engagements 
inspected in 2017 appears to be about the same for some firms and 
increasing for others from the 2016 inspections cycle. 
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Not all firms are in the same place. There seems to be a plateauing of the 
deficiencies since 2016.  
 
The 2017 inspection results also indicate continued audit deficiencies in 
audit work regarding multinational audits, non-compliance with PCAOB 
rules and/or SEC rules and regulations related to auditor independence 
and areas affected by certain economic risks, such as mergers and 
acquisitions, the low interest rate environment, and fluctuations in oil and 
natural gas prices. 
 
The most frequent audit deficiencies identified continue to be in the same 
three key areas we have discussed over the past few years: 
 
- Auditing internal control over financial reporting or ICFR; 
 
- Assessing and responding to risks of material misstatement; and 
 
- Auditing accounting estimates, including fair value measurements. 
 
Audit deficiencies have been most frequently observed in auditing of the 
following financial reporting areas: 
 
- Revenue; 
- Impairment of long-lived assets; 
 
- Inventory; 
 
- Financial instruments; 
 
- Allowance for loan loss; and 
 
- Business combinations and debt and equity instruments. 

 
Cybersecurity 
 
We are gathering information to understand the procedures performed and 
documentation prepared by auditors as they determine whether certain 
cybersecurity risks pose risks of material misstatement to the company's 
financial statements. 
 
We are also gathering this information to understand whether 
modifications to the auditor's risk assessments and planned audit 
approach occurred or were necessary in response to these risks. 
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Under PCAOB standards, the auditor should obtain an understanding of 
the specific risks to a company's internal control over financial reporting 
resulting from information technology.  
 
This may include risks of unauthorized access to data that might result in 
destruction of data or improper changes to data, such as reporting of 
unauthorized or nonexistent transactions or inaccurate recording of 
transactions. 
 
The auditor also has a responsibility to respond to the assessed risk of 
material misstatement. If cyber incidents have occurred during the audit 
period, it is important for auditors to consider whether there are: 
 
- Any effects on the financial statements, including disclosures; or 
 
- Implications for internal controls over financial reporting. 

 
Update on Interim Inspections Program for Broker-Dealer 
Audits 
 
2018 is the fourth year since PCAOB standards have applied to broker-
dealer audit firms. Our 2017 Report and Highlights Summary are on the 
website.  
 
To give you a few stats: deficiencies continued to remain very high and 
many of those observed were consistent with prior years. Deficiencies were 
identified in 91% of firms inspected. That's down only slightly from 97% in 
2016. 
 
So what is the PCAOB doing to improve audit quality in the broker-dealer 
space?  
 
We know that our inspection approach and frequency of inspections make 
a difference. We observed that firms that have been inspected before have 
better results than those that have never been inspected.  
 
We also observed that generally more touch-points with the PCAOB 
corresponded with better inspection results – meaning, fewer deficiencies. 
So we planned our inspections to cover new firms: in 2017, approximately 
two-thirds of the firms selected had never been inspected before. 
 
In addition, in the last couple of years, we've escalated the level of QC-
related inspection procedures we perform. This includes a wider scope of 
procedures and performing these expanded procedures at more firms. 
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Finally, we are trying to educate this segment of stakeholders. PCAOB 
hosts in-person meetings – called BD Forums – and online sessions for 
Auditors of Broker-Dealers.  
 
Forums are full-day events and Webinars usually run an hour. These are 
offered at no cost to attendees and give participants the chance to learn 
about and discuss relevant PCAOB issues.  
 
The Forums also provide a platform for the firms to meet with the Board 
and Board staff. In 2017, we held two BD Forums and one Webinar. In 
2018, we've planned to host three BD Forums. I will be attending one 
tomorrow in Jersey City. 
 
The interim inspection program for auditors of brokers and dealers 
informs the Board's consideration of establishing a permanent inspection 
program. In particular, it helps the Board assess whether to differentiate 
among classes of brokers and dealers.  
 
It also assists the Board's decision making related to whether to exempt 
any category of public accounting firms. And it informs the Board's 
thinking on the establishment of minimum inspection frequency schedules. 
 
Under the current interim program, we perform all procedures that we 
would likely perform under a permanent program, except the issuance of 
firm-specific reports. Firm-specific reports would trigger the related 
remediation process. 
 

Future of the Profession: Auditor+ 
 
I wanted to spend a few minutes on the future of the profession. According 
to the Bureau of Labor Statistics, accounting jobs are projected to grow 
10% by 2026, faster than the average for all occupations. 
 
Auditing is incredibly dynamic with many opportunities for people with the 
right combination of skills. 
 
Improved technology helps focus the areas of risk; but we still need 
humans to evaluate those risks. Those humans need multi-disciplined 
skills, not just accounting and auditing.  
 
There is an increasing need to have capabilities and specialization in data 
analytics and other technology-based areas. It's accounting plus. 
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In the auditing profession specifically, large firms want auditors with more 
advanced data analytics capabilities who can apply professional judgment 
and skepticism to evaluate output from algorithms and other data sources.  
 
Some of our country's top-ranked accounting programs are moving in this 
direction.  
 
One such program offers a course in "Data Analytics in Accounting." 
Another offers "Predictive Analytics and Data Mining." Still another offers 
a Master of Accounting, Emphasis on Data & Analytics. 
 
When all is said and done, though, the auditor of the future will still need 
what I'll call "soft skills." First and foremost are professional judgement 
and skepticism. These are essential individual capabilities.  
 
Leadership skills including motivating staff, delegating responsibility, and 
taking responsibility are also key. Next is relationship-building with all 
stakeholders. Finally, is the ability to communicate effectively.  
 
Of course you can't lead or build relationships without being able to 
communicate effectively.  
 
This means being able to engage one-on-one and within and across groups, 
and to be able to do so in-person or by email, phone, or social media, or by 
simply listening. 
 

PCAOB Scholarship Program 
 
Many of you may not know – the PCAOB not only drives audit quality 
through registration, standard-setting, and enforcement.  
 
The PCAOB fosters practitioners from the very beginning of their auditor 
journey. We do this by offering a merit scholarship for students in 
accredited undergraduate and graduate accounting degree programs. 
 
By statute, monetary penalties imposed by the PCAOB in enforcement 
actions must be used to fund these scholarships. Using a predetermined 
process, schools are chosen to nominate scholarship candidates.  
 
Schools are encouraged to consider students from populations that have 
been historically underrepresented in the accounting profession. 
 
We recently announced the PCAOB will award a $10,000 scholarship to 
one student each at 332 colleges and universities for the 2018-2019 school 
year.  
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It is the eighth year the PCAOB has funded scholarships. Since the 
program's inception in 2011, the PCAOB has awarded nearly 1,000 
scholarships for a total of $9.3 million.  
 
In the state of Pennsylvania, 33 scholarships, in total, have been awarded 
to students since this program started in 2011. 
 
This is an incredible program that I believe can be even more incredible 
with: 
 
- Increased public awareness of its existence; 
 
- Consideration of certain changes to the program such as announcing 

the names of the individual recipients (currently, only the school names 
are announced); and 

 
- Evaluating the scope and frequency of schools that receive the vast 

majority of scholarships beyond the 150 institutions with the highest 
total number of degrees in accounting. 

 
Conclusion 
 
Thank you again for having me here today. This is a very exciting time to be 
a PCAOB Board member. We are committed to collaboration. We aim to be 
as transparent as possible through outreach and increased communication. 
The Board's collective speaking schedule for this fall demonstrates 
outreach is a priority of ours. 
 
You will hear from us and we want to hear from you. The changes that 
happened to get us where we are today did not happen overnight. Nor will 
the changes that are necessary to bring us into the future. 
 
Thank you.  
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Growth in cryptocurrency scams 
 

 
 
Numerous cryptocurrency scams have emerged since the rising price of 
some currencies, notably Bitcoin and Ethereum, made them highly 
lucrative.  
 
These scams have become increasingly common over recent months, but 
the methods behind them are not new.  
 
Some scammers pretend to be holding large sums of money that they will 
‘giveaway’ once the victim has sent them a smaller amount of currency.  
 
Others offer large amounts of a new cryptocurrency in exchange for a small 
amount of an established one.  
 
Scams involving Initial Coin Offerings (ICOs), through which the public are 
invited to invest in a new currency, are particularly popular amongst 
criminal groups.  
 
In 2018, the US Securities and Exchange Commission (SEC) filed at least 
12 separate cases against organisations that had set up allegedly fraudulent 
ICOs, with tens of millions in purported profits.  
 
This week, the BBC reported that scammers accessed Twitter accounts for 
high profile brands had been hijacked by fraudsters and used to promote 
fake giveaways of cryptocurrency. 
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8th annual conference 
Insurance and pensions: Securing the future 
 

 
 
According to Gabriel Bernardino, Chairman, European Insurance and 
Occupational Pensions Authority: 
 
“It gives me great pleasure to welcome you to this year’s annual conference, 
which examines the theme Insurance and Pensions: Securing the Future. 
 
A good supervisor is forward-looking, proactive and preventive. A key trait 
is to ask not only ‘what has happened’, but also ‘what could happen?’ In 
this context, our conference will look at the key challenges for the 
insurance and pension industries and how to address these issues. 
 
The conference includes speeches from distinguished guests as well as 
panel discussions on the following: 
 
- Supervision of cross-border business: Have the lessons learnt from the 

crisis been implemented?  
 

- Insurance, pensions and sustainable finance: A long-term relationship. 
 

- Cyber risk and cyber insurance: A new risk or a new opportunity? 
 
As cross-border business increases, the European dimension of supervision 
becomes increasingly important.  
 
Through our conference, we aim to create a forum for debate, exchanges of 
information and new ideas.  
 
In this way, bringing together high-level experts and representatives from 
the financial services industry, national supervisory authorities, consumer 
representatives, academia and the European Union institutions, we can be 
sure that a common European approach prevails, benefiting Europe’s 
economy, businesses, policy holders and beneficiaries. 
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I very much look forward to welcoming you to our conference and hearing 
your views on the future of insurance and pensions in Europe.” 
 

To read more: 
https://eiopa.europa.eu/Publications/Events/Annual%20conference%20p
rogramme_FINAL.pdf 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://eiopa.europa.eu/Publications/Events/Annual%20conference%20programme_FINAL.pdf
https://eiopa.europa.eu/Publications/Events/Annual%20conference%20programme_FINAL.pdf
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From extraordinary to normal - reflections on the future 
monetary policy toolkit 
Dr Jens Weidmann, President of the Deutsche Bundesbank and Chairman 
of the Board of Directors of the Bank for International Settlements, at the 
European Banking Congress, Frankfurt am Main. 
 

 
 
1 Introduction 
 
Dear Mr Sewing, 
Ladies and gentlemen, 
 
It is always a pleasure to be here at the European Banking Congress; thank 
you for having me back. 
 
In October 1929, the great US economist Irving Fisher declared that stock 
prices had reached what looked like a permanently high plateau. Just days 
later, the stock market crashed. 
 
This vividly underlines that the present can be a poor guide to the future. 
When thinking about an economic "new normal", we should always be 
mindful of possible pitfalls like this one. 
 
The lead question of today's conference - "Back to normal - what does it 
mean?" - can be applied to various aspects of monetary policy. In my 
remarks today, I will focus on the Eurosystem's future toolkit, the 
instruments designed to enable us to achieve price stability. 
 
Where do we come from? Where are we going? 
 
Dan Brown has written a suspense-packed novel of 500 pages around these 
questions. Within the operational framework of monetary policy, I will stay 
on this thread for the next quarter of an hour. 
 
In Brown's novel "Origin", the character who set out to answer these 
questions in a presentation was assassinated right after the salutation. 
Thankfully, I seem to have already cleared that particular hurdle. 
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2 Where do we come from? 
 
Prior to the financial crisis, the Eurosystem's framework was based on 
refinancing operations with competitive bidding procedures and limited 
allotment volumes, a wide and symmetric standing facilities corridor 
around the main policy rate and a relatively small balance sheet. 
 
Then the financial crisis occurred, and in its wake a sovereign debt crisis 
ensued, followed by a period of subdued inflation.  
 
The monetary policy response to these challenges was unprecedented. It 
entailed not only a series of interest rate cuts, which eventually moved the 
deposit rate into negative territory, but also the introduction of a broad 
range of non-standard measures. The Eurosystem switched into crisis 
mode. 
 
The most recent and most significant of these measures is certainly the so-
called Asset Purchase Programme (APP). In the opinion of the Governing 
Council, the APP was warranted by the risks implied by an overly 
prolonged period of low inflation. 
 
Today, ten years after the financial crisis escalated, policy rates are still at 
historic lows. The Eurosystem has accumulated a huge portfolio of 
securities of various kinds, and refinancing operations offered to banks 
have remained more than generous. 
 
As a result, excess liquidity stands at a level nine times higher than after 
the Lehman collapse, and monetary policy is roughly as expansionary as it 
was when the crisis was raging. Put differently, the remaining policy space 
is rather limited. 
 

3 Where are we going? 
 
Given where we are now, a well-known joke comes to mind: A tourist in a 
big city asks one of the locals for directions to the train station. The local 
replies, "Well Sir, if I were you, I wouldn't start from here". 
 
But where are we going? Or to be more precise, where should we be going? 
 
To some observers, our destination, the "new normal", should not look that 
different from the status quo. Among other things, they argue that non-
standard measures such as large-scale asset purchases proved their worth 
during the crisis. Therefore, they should remain in the monetary policy 
toolbox and be applied under normal conditions as well. 
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3.1 Guiding principles 
 
Ladies and gentlemen, 
 
The Scottish philosopher David Hume postulated that we cannot derive the 
"ought" from the "is", the so-called Hume's law. Admittedly, we all know 
that "the normative force of the factual" can be strong. But this force arises 
from a general acceptance of the current state. 
 
Instead of pre-determining details of the new normal or ruling out 
potentially relevant alternatives based on the status quo, we need to resort 
to guiding principles which are well-established and generally agreed upon. 
 
Admittedly, acting in accordance with a principle should not be viewed as 
an end in itself. But at a time when many European citizens seem to be 
falling prey to scepticism about the historical project of European 
integration, I would like to highlight the positive and optimistic guidance 
that is laid out in the European Treaties. 
 
The European Union aims at promoting the well-being of its citizens, 
ensuring economic and social progress, and improving the living and 
working conditions of our peoples. To achieve these broader aims, the 
Treaties provide guidance for policymakers by setting objectives and 
principles such as price stability, sound public finances, and market 
orientation. 
 
In particular, the Treaties set two essential cornerstones for the design of 
the monetary policy framework. 
 
The first cornerstone is the mandate. The primary objective of the 
Eurosystem is to maintain price stability. This establishes the criterion of 
effectiveness, as it implies that the monetary policy toolkit has to be 
designed in a way that allows the Eurosystem to achieve its goal. 
 
Aiming at other objectives would risk blurring responsibilities and 
overburdening monetary policy. Moreover, central banks have been 
granted independence only with a view to achieving price stability. Thus, 
independence also calls for a narrow interpretation of the mandate. 
Otherwise, this would undermine the principle of democracy and, 
ultimately, call independence into question. 
 
In addition, the Treaties set a second cornerstone for the Eurosystem: It 
has to act in line with the principle of an open market economy with free 
competition. The Treaties even provide a reason why - because respecting 
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market principles favours an efficient allocation of resources, helping to 
promote prosperity and achieve the broader aims of the European Union. 
 
When it comes to evaluating the appropriateness of monetary policy 
measures, this means that effectiveness is the primary criterion. But the set 
of monetary policy instruments we use has to leave enough room for 
private sector market activities. 
 
I would formulate that in the following rule: The balance sheet should be as 
large as necessary to give monetary policy sufficient power to ensure price 
stability and as lean as possible so that, in pursuit of its goal, it does not 
overly impede market activity. 
 
From my point of view, therefore, the pre-crisis framework represents a 
normative orientation in the normalisation process. Under normal 
monetary policy conditions, it struck a sound balance between the 
effectiveness of instruments and the efficiency of markets. 
 

3.2 Changing environment 
 
Of course, the immediate question then is: Can we expect to return to the 
pre-crisis environment - or have the events of the past few years changed 
the environment fundamentally? 
 
Some are concerned that monetary policy may not be sufficiently effective 
if the Eurosystem reverts towards the pre-crisis approach of a lean central 
bank balance sheet and steering only short-term rates. Such concerns are 
primarily based on the assumption that structural changes and frictions in 
financial markets call for a broader toolkit in order to maintain monetary 
policy effectiveness. 
 
In particular, it is argued that the so-called natural real rate of interest has 
fallen significantly over the past decade. If this were true, it would imply a 
higher probability of hitting the lower bound of short-term interest rates.  
 
The room for manoeuvre for conventional monetary policy would thus be 
narrowed. In addition, fragmented interbank markets could hamper the 
pass-through from conventional policy rates to longer-term interest rates. 
 
Another argument points to non-banks playing a more important role in 
the transmission of monetary policy and highlights the divergence of short-
term rates for banks and non-banks. And, finally, the demand for safe 
assets is said to have risen markedly. 
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Ladies and gentlemen, 
 
I do not rule out the possibility that structural shifts and frictions in 
financial markets and the broader economy may require some tinkering 
with the operational framework.  
 
But it is too early to draw such conclusions now at the beginning of the 
normalisation process. 
 
It is quite obvious that the non-standard monetary policy measures 
themselves have created - or at least added to - the perceived challenges I 
have just highlighted.  
 
Let me give you three examples. 
 
With the APP, the Eurosystem itself reduced the amount of safe assets in 
the hands of the non-bank private sector.  
 
Secondly, by creating large quantities of excess liquidity, the Eurosystem 
has contributed to persistently weak interbank market activity.  
 
And, thirdly, the ultra-expansionary monetary policy compressed long-
term interest rates for a prolonged period of time, which may also feed into 
natural rate estimates.  
 
Apart from that, a Bundesbank analysis has stressed - and other studies 
have come to the same finding - that those natural rate estimates are highly 
uncertain. 
 
For a figurative comparison, let's look at hospitals. Critically ill patients 
often receive mechanical ventilation. After some time, this can weaken 
their respiratory muscles.  
 
In order to prevent this, best practice suggests not prolonging support 
unnecessarily, as it involves increasing risks for the patient and a reduced 
quality of life. Instead, physicians apply a gradual liberalisation from 
mechanical ventilation, the so-called "weaning". 
 
Admittedly, medical reality is much more complex than economists and 
bank managers may think. Hence, my wife - a practising physician - has 
advised me to refrain from medical analogies because we are prone to 
misinterpreting them. 
 
Thus, I risk trouble at home - kind of disregarding her advice -, but I think 
you get the point.  
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3.3 Reconciling effectiveness and efficiency 
 
It goes without saying that monetary policy implementation should not 
ignore relevant changes in its environment but may have to adapt to new 
economic and financial market conditions, digitalisation, or changes in the 
regulatory framework. 
 
However, I am not convinced that monetary policy should routinely 
respond to changes in the environment by intervening in a growing 
number of market segments. 
 
If and how monetary policy should adapt its toolbox can only be assessed 
after we have progressed on the path of normalisation. And even if a 
problem should persist, it would have to be demonstrated that central bank 
intervention was superior to other solutions. Finally, any intervention must 
be covered by our mandate. 
 
For example, I would not consider the provision of safe assets a task for 
monetary policy. I would like to suggest that it is up to governments to 
make sovereign bonds safe assets again, especially by reducing the heavy 
burden of public debt in the euro area. 
 
In a monetary union with independent national fiscal policies, a clear 
separation between monetary and fiscal policy is particularly important.  
 
As I have stressed many times before, sovereign bond purchases blur the 
line between the two policy areas.  
 
Their risks and side effects need to be taken into account when considering 
whether to add them to the regular toolkit. 
 
In my view, sovereign bond purchases are - if rightly designed - a 
legitimate instrument, but in the specific context of the euro area an 
instrument which should only be used in exceptional cases to fend off a 
deflationary spiral. 
 
A lean balance sheet in normal times would also help the Eurosystem to 
retain or regain sufficient policy space for cases of future need, i.e. future 
emergencies. 
 

4 Conclusion 
 
Ladies and gentlemen, 
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"It's hard to make predictions, especially about the future." - This is a 
truism that is so full of common sense that it has been attributed to 
personalities as diverse as Niels Bohr, Mark Twain, and the legendary US 
baseball player Yogi Berra. 
 
Economic cycles progress, trends can shift, and markets evolve. We cannot 
know what lies in store for monetary policy once non-standard measures 
have been cut back. 
 
However, our monetary union should rest on sound principles that will 
guide us on our way forward. 
 
For me, a monetary policy framework that achieves effectiveness in 
reaching our primary mandate and that, at the same time, leaves enough 
room for market activities is the most desirable. Until it is proven that a 
return to the pre-crisis framework constrains effectiveness of monetary 
policy in a non-trivial way, I see no reason to depart from the pre-crisis 
framework. 
 
Thank for your attention. 
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Beginning Stress Testing’s New Chapter 
Randal K. Quarles, Vice Chairman for Supervision  
"An International Perspective on the Future of Bank Stress Testing" 
Symposium sponsored by Harvard Law School Program on International 
Financial Systems, Cambridge, Massachusetts. 
 

 
 
Professor Scott, and our hosts from Harvard and the Program on 
International Financial Systems, thank you for the chance to participate in 
today's meeting.  
 
Looking around the room, I see a mix of past and current colleagues, from 
academics, to supervisors and central bankers, to researchers and 
practitioners in industry.  
 
All of you have seen, felt, and lived different aspects of the transition to the 
post-crisis regulatory framework, and I am grateful to hear your 
perspectives on such a critical aspect of it. 
 
In the depths of the financial crisis, the first regulatory stress tests were 
designed under intense scrutiny with high-stakes consequences.  
 
Their contribution--an independent public view of the capital adequacy of 
the largest firms--helped reinforce the banking system at a critical 
juncture.  
 
Since then, stress testing has meaningfully increased the post-stress 
resiliency of large financial institutions, and become a critical tool in 
keeping the system strong. 
 
Those accomplishments are real, and we should aim to do more than 
simply preserve them. Now is a prudent time to consolidate the gains we 
have made, and to promote the efficiency and transparency of our 
processes.  
 
Today, I will review some of our efforts along those lines, focusing on 
proposed changes to our stress-testing program.  
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These changes, which I described in more detail in remarks last week, are 
intended to improve the program, maintaining its dynamism and flexibility 
while providing adequate notice to regulated firms, without altering 
materially the stringency of the tests or the overall level of capital in the 
system. 
 
I share these views with a deep appreciation of the decades of international 
experience represented in this room.  
 
The crisis came with a reminder that the financial system is global, that 
risks in one country can quickly spread to another, and that in keeping the 
system and the economy safe, we have no choice but to work together.  
 
I look forward to hearing your thoughts on the changes I outline, and on 
how to improve our stress testing processes in the years ahead. 
 

Stress Capital Buffer 
 
Many of you are familiar with the Federal Reserve's proposed stress capital 
buffer (SCB), which would replace the current fixed buffer requirement of 
2.5 percent of risk-weighted assets with one based on each firm's stress test 
results. 
 
I believe the proposal represents an important milestone in crafting an 
integrated capital regime, and in keeping with its importance, we have 
received extensive and thoughtful public comments, identifying elements 
of it that could benefit from further refinement.  
 
I described several of these elements last week, including my views on 
some areas which I believe we should revisit: improving measurement of 
risks in the trading book; encouraging less sticky forms of capital 
distribution without requiring dividend pre-funding; and reevaluating the 
interaction of the capital buffer with capital distributions.  
 
Today, I want to highlight three elements in particular. 
 
Foremost among these is the volatility of stress test results. Some volatility 
in annual results is necessary to preserve the dynamism of the stress test, 
and to reflect changes in macroeconomic conditions, salient economic 
risks, and the composition of firm balance sheets.  
 
However, when the largest banks in the system are fully meeting their 
capital requirements, a highly variable capital requirement from year to 
year can present a significant management challenge.  
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I believe there is an important balance to strike in this area, which will let 
us preserve dynamism while reducing volatility, and we plan to seek 
comment on a relevant proposal in the not-too-distant future. 
 
The second is the sequencing of stress test results with capital plan 
submissions. Currently, and under the SCB proposal, a firm must decide 
whether to increase or decrease its planned dividends and share 
repurchases for the upcoming year without knowledge of a key constraint: 
the results of the stress test. 
 
Initially, this phasing reflected the view that firms should think rigorously 
about their capital uses and needs, rather than relying primarily on the 
results of the supervisory stress test to guide those plans.  
 
However, now that we all have several years' experience with this system, 
firms have told us that they would be able to engage in more thoughtful 
capital planning if they had knowledge of that year's stress test results 
before finalizing their distribution plans for the upcoming year.  
 
I am sympathetic to their concerns, and will ask the Board to adjust the 
operation of the rule, so that firms know their SCB before they decide on 
their planned distributions for the coming year.  
 
Of course, we expect firms to continue to maintain robust stress testing 
practices and use those results to inform their capital distribution plans, 
and we will continue to use the supervisory process to reinforce this 
expectation. 
 
The third is the post-stress leverage requirement. As the Federal Reserve 
has long maintained, leverage requirements are intended to serve as a 
backstop to the risk-based capital requirements. By definition, they are not 
intended to be risk-sensitive.  
 
Thus, I am concerned that explicitly assigning a leverage buffer 
requirement to a firm on the basis of risk-sensitive post-stress estimates 
runs afoul of the intellectual underpinnings of the leverage ratio, and I 
would advocate removing this element of the stress capital buffer regime.  
 
Of course, leverage ratios, including the enhanced supplementary leverage 
requirements, would remain a critical part of our regulatory capital regime, 
and we will maintain the supervisory expectation that firms have sufficient 
capital to meet all minimum regulatory requirements. 
 
To give these issues the careful consideration they deserve, I expect we will 
adopt a final rule in the near future, settling the basic SCB framework while 
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re-proposing certain elements. I expect that the first SCB would not go into 
effect before 2020, and that CCAR will remain in place in 2019 for firms 
with over $250 billion in assets or that are otherwise complex.  
 
However, we will consider whether we can move forward with any aspects 
of the SCB proposal for CCAR 2019, such as assumptions related to balance 
sheet growth, and I will ask the Board to exempt firms with less than $250 
billion in assets from the CCAR quantitative assessment and supervisory 
stress testing in 2019. 
 

Transparency 
 
In the meantime, several initiatives are also underway to provide 
additional transparency into stress testing.  
 
I expect you will soon see the Federal Reserve issue a policy statement 
describing governing principles around the supervisory stress testing 
process--and with it, a commitment to disclosing additional detail about 
supervisory stress test models and results, along with portfolios of 
hypothetical loans and associated loss rates.  
 
I expect we will begin providing some of this additional detail starting in 
early 2019. I also expect the Board will seek comment on the advisability 
of, and possible approaches to, gathering public input on scenarios and 
salient risks facing the banking system each year. 
 
Transparency matters not only because it provides additional due process 
to affected participants; it also creates an opportunity for broader, more 
insightful comments from the public. As a result, it can allow us to be more 
nimble and better informed in our scenario design.  
 
However, we want to maintain incentives for firms to conduct their own 
stress tests rigorously and thoughtfully, and avoid the risk that firms will 
use this new information to engage in transactions that are solely designed 
to reduce losses in the test without reducing actual risk.  
 
Firms have indicated that additional disclosure about models would not 
affect their own stress tests. We expect them to make good on that 
representation, as the Federal Reserve's stress test is not, and cannot be, a 
full picture of a firm's resiliency in light of its idiosyncratic risks.  
 
We are confident that we can address these concerns through the regular 
examination process, by closely monitoring changes in firms' portfolios 
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and ensuring sufficient capital, controls, and governance in light of the risk 
characteristics of their activities. 
 

Qualitative Objection 
 
I also want to reiterate a point regarding the role of the qualitative 
objection. The Federal Reserve eliminated this element of CCAR for large 
and noncomplex firms in 2017, in part because of improvements in risk 
management at those firms. 
 
In my view, the time has come to normalize the CCAR qualitative 
assessment by removing the public objection tool, and continuing to 
evaluate firms' stress testing practices through normal supervision.  
 
While supervisory assessments would continue to center on a firm's capital 
plan submissions, examination work would continue on a year-round 
basis, taking into account the firm's management of other financial risks, 
and culminating in a rating of the firm's capital position and planning.  
 
Firms with deficient practices would receive supervisory findings through 
the examination process, and would be at risk of a ratings downgrade or 
enforcement action if those deficiencies were sufficiently material. 
 

Conclusion 
 
These changes are aimed at preserving the foundation laid over nearly a 
decade of stress testing experience, including by many of the people in this 
room.  
 
Our goal is to bolster the program's credibility by increasing its 
transparency, simplicity, and stability, while maintaining the strength of 
the supervisory and internal stress testing elements that are central to the 
program today.  
 
These adjustments will be coupled with our continued commitment to 
strong supervision, and our expectation that financial institutions manage 
their risks and hold sufficient capital to continue operations through times 
of stress. I look forward to hearing your insights into these changes, and I 
thank you for your time. 
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If your toothbrush calls you, it might not be for dental hygiene: 
the importance of securing the Internet of Things 
Second ENISA-Europol conference tackles security challenges of IoT 
 

 
 
Our world is hyper-connected now. Current estimates are that there are 
around 10 billion electronic devices with access to the internet and that 
number will have at least doubled by 2020.  
 
In addition to the many advantages and opportunities, the emerging ability 
of connected devices to impact the physical world has also created a new 
set of vulnerabilities and possibilities of exploitation by criminals.  
 
To address these vulnerabilities, tackle them effectively and to fully realise 
the great potential that it offers, ENISA and Europol have brought together 
400 experts from the private sector, security community, law enforcement, 
the European Computer Security Incident Response Teams (CSIRTs) 
community and academia for a two-day conference in The Hague. 
 
The Internet of Things (IoT) is a wide and diverse ecosystem where 
interconnected devices and services collect, exchange and process data in 
order to adapt dynamically to a context, automate decisions and provide 
better situation awareness.  
 
In simpler words, it makes our televisions, bathroom scales, fridges and 
even our cars and cities ‘smart’ and creates new opportunities for the way 
we work, interact and communicate, and how devices react and adapt to 
us.  
 
IoT has added to our overall convenience, ease of use and even safety but it 
is important to implement adequate security measures to protect the IoT 
from cyber threats.  
 
What will happen when cheap and unprotected IoT devices allow criminals 
to watch your every move from your vacuum cleaner’s camera, change the 
settings of your connected medical device or drive your car into a wall? 
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These challenges – whether technical, legal, policy or regulatory – need to 
be addressed across different sectors and stakeholders.  
 
For the second year in a row, ENISA and Europol joined forces to gather 
the world’s leading experts from the private sector and law enforcement 
and cybersecurity community to discuss the security challenges around 
Industry 4.0, IoT application domains and concrete case studies in the 
automotive, aerospace and smart home industry and emerging IoT trends 
like artificial intelligence and digital forensics. 
 
The second IoT Security Conference provides a unique platform for experts 
to provide the audience with insights into the security requirements of IoT, 
a mapping of relevant threats, assessing possible attacks and identifying 
potential good practices and security measures to apply in order to protect 
IoT systems and to deliver the many opportunities IoT offers in a safe and 
privacy-respecting manner. 
 
The main conclusions of the conference are: 
 
- security should not be an afterthought when designing systems and IoT 

systems are no exception; 
 
- implementing security does not need to be complicated. As ENISA's 

report shows, baseline security recommendations for IoT were made 
accessible via an interactive online table. This allows for easy access to 
specific good practices; 

 
- law enforcement needs to be in a position to go beyond defence and 

incident response by being able to investigate and prosecute the 
criminals abusing connected devices; 

 
- there is a need to discuss digital forensics in regard to IoT and the 

importance of data and privacy protection, considering the amount and 
different categories of data collected by the IoT; 

 
- this joint conference is an excellent example of much-needed multi-

disciplinary dialogues. ENISA and Europol are working closely together 
to inform key stakeholders of the need to be aware of the cybersecurity 
and criminal aspects associated with deploying and using these devices; 

 
- the IoT has great potential and provides tremendous opportunities to 

improve the way we interact, do business and go about our daily lives. 
 
- In 2019 and beyond, holistic, pragmatic, practical and economically 

viable security solutions need to be promoted and the entire IoT 
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ecosystem needs to be looked into. ENISA will be working on an 
automotive IoT case study and welcomes the active support of all 
partners. Cybersecurity is a shared responsibility. Stronger 
collaborations with industry are planned together with other initiatives 
to ensure coordinated efforts and explore all possible synergies. 

 
ENISA’s Head of Core Operations Department, Steve Purser commented: 
“It is important and essential to collaborate because cybersecurity is a 
shared responsibility and that is ever truer in the IoT domain.  
 
This joint conference is an excellent example of these much-needed multi-
disciplinary dialogues.  
 
The benefits and opportunities that IoT brings are numerous and of 
paramount significance for the entire society. It is our duty to ensure that 
this is done in a secure, safe and reliable manner.  
 
IoT security is a prerequisite for a secure and safe connected digital society. 
The time to act for Internet of Things security is now. I welcome the 
collaboration with Europol, and I am confident that such joint efforts will 
contribute to ensuring IoT security for all.” 
 
Europol’s Deputy Executive Director of Operations, Wil van Gemert added:  
 
“Law enforcement must have the tools, skills and expertise to investigate 
the criminal abuse of the IoT. We have a leading role, together with our 
partners, to go beyond increasing cyber security and resilience of the IoT as 
we can make a specific contribution in terms of deterrence.  
 
The complexity of IoT and its resulting cybersecurity challenges call for a 
holistic, smart and agile approach. As IoT is now a present reality as 
opposed to a futuristic concept, the necessity to have this multi-stakeholder 
conference to put cybersecurity at the heart of the IoT ecosystem is self-
evident.” 
 

Common understanding of IoT cyber security 
 
ENISA has been working for several years on identifying security threats 
and risks in the Internet of Things and on providing recommendations to 
strengthen its security.  
 
To address the challenges and lay the foundation for IoT security, ENISA 
has introduced Baseline Security Recommendations for IoT, to ensure 
common understanding and interoperability when it comes to IoT cyber 
security. 
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Device manufacturers and users of IoT devices and systems can use these 
recommendations as a checklist against which to assess their IoT security 
solutions.  
 
For this reason, an interactive online tool has also been developed that can 
be used to define one's own threat model and accordingly identify specific 
security measures to deter, protect and prevent pertinent threats. 
 
Building on this work, ENISA continues to engage with stakeholders and 
will publish a new study in 2018 on Good Practices for Security of IoT with 
a focus on Industry 4.0 and smart manufacturing, while in 2019 relevant 
efforts concerning smart cars are expected. 
 

Useful tool for law enforcement use 
 
The Internet of Things has many advantages for law enforcement as a new 
tool to fight crime.  
 
Police are already using connected devices like smart cameras for major 
events and to fight robberies and home burglaries, bodycams to raise 
situational awareness, sensors in firearms to track when and how often it is 
used, and so on.  
 
It is important that law enforcement also invest in the safety and security 
of its IoT-connected devices, to protect the privacy of the citizens it works 
for. 
 
Crime scenes are changing because of the IoT: data from connected 
doorbells, cameras, thermostats, fridges, etc. can provide useful and crucial 
evidence. The necessary forensic techniques and training will need to be 
used to safeguard this data.  
 
Big data collected by IoT devices, for example for facial recognition from 
camera images after a major incident, will become an integral part of a 
criminal investigation but also require the necessary means to protect the 
privacy of citizens. 
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True Finance – Ten years after the financial crisis 
Mark Carney, Governor of the Bank of England, Chair of the Financial 
Stability Board, at the Economic Club of New York 
 

 
 

I. INTRO 
 
Last week, global financial policymakers gathered in Bali for the Annual 
Meetings of the IMF and World Bank. 
 
These meetings came a decade after the global financial crisis, two decades 
after the Asian crisis, and three decades after the Latin American debt 
crisis. Anyone spot a pattern? 
 
Despite the past decade of financial reform, many are asking whether 
anything has really changed. I am going to argue today that such weary 
fatalism is at odds with reality.  
 
That the radical programme of G20 reforms has made the global financial 
system safer, simpler and fairer. That these measures are creating a system 
that can serve households and businesses in bad times as well as good.  
 
That true change is creating true finance, a system that can deepen 
financial inclusion, better meet the needs of ageing populations and help 
fund the transition to a low carbon economy. 
 
But I will also caution that we will forfeit these gains if we once again fall 
under the spell of the three lies of finance that helped cause the global 
financial crisis.  
 
To resist their siren calls, we must maintain the new institutional 
frameworks created in its wake. 
 
Globally, the most important of these is the Financial Stability Board 
(FSB).  
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Having agreed all the major international reforms to address the causes of 
the crisis, the FSB is now pivoting to focus on their timely, effective and 
consistent implementation.  
 
Mindful of history, the FSB is also scanning the horizon to identify and 
address new vulnerabilities that emerge as the structure of our economies 
and financial systems change. 
 
We know we cannot rest on our laurels. Financial history rhymes all too 
frequently, with enormous costs to our citizens. We must remain vigilant, 
resist the three lies of finance, and reinforce some core financial truths. 
 

II. THE THREE LIES OF FINANCE 
 
“This Time Is Different” 
 
The first lie of finance is the four most expensive words in the English 
language: “This Time Is Different.” 
 
This misconception is usually the product of an initial success, with early 
progress gradually building into a blind faith in a new era of effortless 
prosperity. 
 
It took a revolution in macroeconomic policy to help win the battles against 
the high and unstable inflation, rising unemployment and volatile growth 
of the 1970s and 1980s.  
 
Stagflationary threats were tamed by new regimes for monetary stability 
that were both democratically accountable and highly effective. 
 
Clear remits. Parliamentary accountability. Sound governance. 
Independent, transparent and effective policy-making. These were the 
great successes of that time and their value endures today. 
 
But these innovations did not deliver lasting macroeconomic stability. Far 
from it. 
 
Price stability was no guarantee of financial stability. An initially healthy 
focus would become a dangerous distraction. Against the serene backdrop 
of the so-called Great Moderation, a storm was brewing as total non-
financial debt in the G7 rose by the size of its GDP. 
 
Several factors drove this debt super-cycle including demographics and the 
stagnation of middle-class real wages (itself the product of technology and 
globalisation). In the US, households had to borrow to increase 
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consumption.  
 
“Let them eat cake” became “let them eat credit”. 
 
Financial innovation made it easier to do so. And the ready supply of 
foreign capital made it cheaper. 
 
Most importantly – and this is the lie – complacency among individuals 
and institutions, fed by a long period of macroeconomic stability and rising 
asset prices, made this remorseless borrowing seem sensible. 
 
When the crisis broke, policymakers quickly dropped the received wisdoms 
of the Great Moderation and scrambled to re-learn the lessons of the Great 
Depression. Minsky became mainstream. 
 
To read more: 
https://www.bis.org/review/r181025b.pdf 
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P a g e  | 55 

________________________________________________________________________ 
International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

Cybersecurity is Everyone’s Job 
A Publication of the National Initiative for Cybersecurity Education 
Working Group, Subgroup on Workforce Management, at the 
National Institute of Standards and Technology 
 

 
 
This guidebook provides things to know, and things to do, for everyone in 
an organization, regardless of its type or size.  
 
It is intended for the general audience, which may not otherwise be 
knowledgeable about, or interested in, cybersecurity.  
 
It can be read as a complete guide, or by each business function as 
standalone guides. 
 
This guidebook outlines what each member of an organization should do to 
protect it from cyber threats, based on the types of work performed by the 
individual. 
 
It is aligned with the strategic goals of the National Initiative for 
Cybersecurity Education (NICE), a program of the National Institute of 
Standards and Technology (NIST).  
 
The need for this paper was identified by the Workforce Management 
subgroup of the NICE Working Group (NICEWG), a voluntary 
collaboration of industry, academic and government representatives 
formed to facilitate, develop and promote cybersecurity workforce 
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management guidance and measurement approaches that create a culture 
where the workforce is managed and engaged to effectively address the 
cybersecurity risks of their organization. 
 
To read the document: 
https://www.nist.gov/sites/default/files/documents/2018/10/15/cybersec
urity_is_everyones_job_v1.0.pdf 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.nist.gov/sites/default/files/documents/2018/10/15/cybersecurity_is_everyones_job_v1.0.pdf
https://www.nist.gov/sites/default/files/documents/2018/10/15/cybersecurity_is_everyones_job_v1.0.pdf
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The G-SIB framework - Executive Summary 

 
 
During the Great Financial Crisis, the failure or impairment of a number of 
large, globally active financial institutions created enormous stress in the 
financial system and harmed the real economy.  
 
The public sector interventions to restore financial stability at the time 
demonstrated the need to put in place measures to reduce the likelihood 
and severity of the failure of a global systemically important financial 
institution (G-SIFI).  
 
To that effect, the official community developed new requirements for G-
SIFIs, starting with global systemically important banks (G-SIBs).  
 
To reduce the probability of failure of G-SIBs, the Basel Committee on 
Banking Supervision (BCBS) increased the going-concern loss absorbency 
of G-SIBs through an assessment methodology and related higher loss 
absorbency (HLA) requirement. 
 

The G-SIB methodology and associated buckets 
 
The BCBS published a G-SIB methodology in 2011, updating it in 2013 and 
then again in 2018.  
 
The fundamental features of the methodology have remained unchanged 
over time: 
 
- The methodology relies on an indicator-based quantitative approach 

that aims to capture the systemic importance of a G-SIB. 
 
- The selected indicators reflect the size of the banks, their 

interconnectedness, the lack of readily available substitutes or financial 
institution infrastructure for the services they provide, their global 
(cross-jurisdictional) activity and their complexity.  

 

These five categories of systemic importance receive equal weight in the 
computation of the numerical score that each bank in the sample 
receives in terms of its relative systemic importance. 

 
- Banks whose score is above a minimum cutoff level set by the BCBS are 

classified as G-SIBs. The G-SIB score can fall into one of five buckets 
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(see table). Attached to each bucket is an incremental HLA 
requirement, as explained below.  
 
As the G-SIB assessment is conducted annually, a bank's score may 
move between buckets because of absolute or relative changes in its 
degree of systemic importance in relation to the other banks in the 
sample. 

 

- The methodology permits supervisory judgment to justify divergence 
from the indicator-based measurement approach when classifying a 
bank as a G-SIB or allocating it to a specific bucket in the methodology.  

 
However, the applicability of supervisory judgment is strictly controlled 
in the methodology, in terms of both its impact and the process for 
incorporating it. 
 

The methodology, as updated in 2018, clarifies the disclosure requirements 
that national authorities would set for their G-SIBs, and especially for the 
75 largest banks in the world. 
 
The methodology, including the indicator-based measurement approach 
itself and the cutoff/threshold scores, is reviewed every three years. In the 
next review, due in 2021, the BCBS plans to pay particular attention to 
alternative methodologies for the substitutability category. 
 

HLA implications and capital instruments 
 
G-SIBs are required to hold additional capital, the amount of which 
depends on their score. The additional capital requirements start at 1.0% of 
risk-weighted assets for the lowest bucket, up to a capital requirement of 
3.5% of risk-weighted assets for the top (fifth) bucket. 
 

 
 
The top (fifth) bucket is empty. However, it may become populated 
between reviews. Should this happen, a sixth bucket would be added to 
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provide incentives for banks not to further increase their systemic 
importance. 
 
The HLA requirement for each bucket has remained unchanged since the 
G-SIB methodology was first introduced.  
 
These requirements were set on the basis of various analytical studies, 
attempting to balance the benefits of reducing the probability of a systemic 
financial crisis against the negative impact on credit flows of building up 
higher buffers. 
 
The HLA requirement is to be met with Common Equity Tier 1 capital as 
defined by the Basel III framework, and it applies to the consolidated 
group, in line with the data collected for the G-SIB methodology.  
 
At the same time, the HLA requirement, as set in the G-SIB methodology, 
is the minimum level, giving national jurisdictions the option to impose 
higher requirements on their banks. 
 
As clarified in 2018, if a G-SIB breaches the HLA requirement, it is 
required to agree to a capital remediation plan to return to compliance over 
a time frame to be established by its supervisor.  
 
Until it has completed that plan and returned to compliance, it is subject to 
the limitations on dividend payout defined by the conservation buffer 
bands and to other arrangements as required by the supervisor.  
 
If a G-SIB progresses to a higher bucket, it is required to meet the 
additional requirement within 12 months.  
 
Conversely, if the G-SIB score falls, resulting in a lower HLA requirement, 
the bank would be immediately released from its previous HLA 
requirement. 
 

Timeline 
 
The revised assessment methodology will take effect in 2021 (based on 
end-2020 data), and the resulting HLA requirement would be applied in 
January 2023. 
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Driving Audit Quality Forward: PCAOB 2.0 
Kathleen M. Hamm, Board Member, at the International Corporate 
Governance Network New York Conference 2018, New York. 
 

 
 

I. Introduction 
 
Thank you, Jon [Lukomnik, Managing Partner of Sinclair Capital], for that 
kind introduction, and thank you to the International Corporate 
Governance Network (ICGN) for inviting me to speak at your 2018 autumn 
conference here in New York City. 
 
For more than two decades, as cross-border investments have rapidly 
grown, I have appreciated how the ICGN has promoted more effective 
corporate governance standards to advance efficient markets and 
economies worldwide.  
 
Through events like this, investors, corporate governance professionals, 
regulators, and other policymakers can exchange ideas, share perspectives, 
and deepen our collective understanding about governance practices 
around the globe. 
 
Today you have covered some of the most pressing topics on the minds of 
global investors. You have explored the different lenses through which 
investors as well as corporations and regulators view environmental, social, 
and governance considerations.  
 
You also have explored emerging technologies — artificial intelligence, 
robotics, and the use of big data — and how they are changing the capital 
markets. It is a very impressive agenda. 
 
To capstone today's discussions, I would like to share with you how we at 
the Public Company Accounting Oversight Board (PCAOB) are looking at 
emerging technologies as a way to drive audit quality to advance investor 
protection, the public interest, and well-functioning capital markets.  
 
But before I do, I would like to provide some context on the new PCAOB 
board, why the organization exists, what we have done over the past almost 
16 years, and where we are heading. 
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II. The PCAOB has a New Board 
 
For the first time since our inception in January 2003, the PCAOB has all 
new board members. Securities and Exchange Commission (SEC) 
Chairman Clayton and Commissioners Piwowar and Stein consciously 
selected each of us for our diverse experience and variety of perspectives. 
 
Our collective backgrounds cover the spectrum of the financial reporting 
process: preparer, auditor, board member, and investor adviser and 
advocate. Together our experiences also include academia and legislative 
oversight, as well as corporate governance, securities regulation, risk 
management, cybersecurity, and fintech. 
 
In fact, the board's skills and views are so deep and diverse that when we 
met with one CFO recently, he referred to our individual backgrounds as 
"superpowers."  
 
This was the first time in my professional life that my expertise was 
referred to as anything close to a superpower — which, in my mind, is just 
one small step short of being called a superhero. So I tried it out on my 
nephew.  
 
But to an eight-year-old, my "powers" around corporate governance, 
securities regulation, risk management, cybersecurity, and fintech are just 
not the same as having the superhuman speed and reflexes of the Black 
Panther or the power and poise of Wonder Woman. Go figure! 
 
In any event, whether superpowers or not, the wholesale reconstitution of 
the board with members of varied backgrounds brings a unique 
opportunity for us to look back — with fresh eyes, from different vantage 
points — and reevaluate where the PCAOB has done well and where we can 
do better.  
 
To be most informed, for me, this means starting with why the 
organization was created. 
 

III. Why We Are Here 
 
Recall that just after the last millennium, the United States had a series of 
high profile accounting scandals and record bankruptcies by large public 
companies, such as Enron, Tyco, and WorldCom. Investors lost hundreds 
of billions of dollars, and trillions of dollars in market capital.  
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Public confidence was shaken in the financial reporting and disclosures of 
public companies. Trust in the opinions of auditors on the accuracy of 
those financial reports was undermined. Questions arose regarding the 
objectivity and impartiality of auditors. Faith was weakened in the integrity 
of the U.S. securities markets. 
 
During congressional hearings held at the time, consensus existed on the 
causes of these corporate failures: weak corporate governance, inadequate 
corporate disclosures, and insufficient internal controls around financial 
reporting. Two other identified root causes related specifically to auditors: 
the absence of effective oversight and the lack of independence. 
 
To restore public confidence, in the summer of 2002, Congress passed 
sweeping, bipartisan legislation that President George W. Bush promptly 
signed into law. 
 
The Sarbanes-Oxley Act was born. It mandated enhanced financial 
disclosures, corporate responsibility, and auditor independence. The Act's 
first section created the Public Company Accounting Oversight Board. 
 

IV. Who We Are 
 
The PCAOB's statutory mission calls on us to oversee the audits of public 
companies and SEC-registered broker-dealers to protect investors and 
further the public interest in the preparation of informative, accurate, and 
independent audit reports. 
 
Sarbanes-Oxley outlines four core duties for the PCAOB: registration, 
inspections, standard setting, and enforcement. 
 
Where do we stand now on each of these duties? 
 
Today, the PCAOB has just over 1,860 auditing firms registered with us, 
slightly more than half of which are domiciled in the United States, with 
the remaining located in 84 countries aboard. 
 
Through 2017, we have conducted about 3,000 firm inspections, covering 
more than 12,500 public company audits.  
 
As part of our broker-dealer inspection program, our inspectors performed 
409 firm inspections and looked at 630 broker-dealer audits since 2011, 
when our inspection authority was expanded as part of the congressional 
response to the 2008 financial crisis.  
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Intended to identify and address weaknesses and deficiencies in how firms 
conduct audits, our inspections assess the quality control systems that 
audit firms have in place and use a risk-based approach to select individual 
audits, and areas to probe within those audits, looking for potential 
deficiencies. 
 
After initially adopting the prevailing generally accepted auditing 
standards in 2003, the PCAOB has systematically modernized those 
standards. In addition to streamlining and reorganizing, these efforts also 
have included retiring, updating, and adopting new standards.  
 
Our most recent new standard changes the auditor's report for the first 
time in 70 years. As you heard during a panel earlier today that included 
my fellow board member, Jim Kaiser, these changes are designed to inform 
investors and other financial statement users of the most significant issues 
in the audit — or "critical audit matters" — and how the auditor addressed 
those issues. 
 
Finally, through our enforcement program, the PCAOB has sanctioned 
more than 180 firms for, among other things, fundamental failures to 
gather sufficient audit evidence around some of the most material accounts 
in financial statements, such as revenue and intangible assets.  
 
We also have sanctioned more than 200 individuals for many of these 
same basic audit failures. In connection with penalties collected through 
enforcement actions, the PCAOB also has provided $9.29 million for 929 
scholarships to accounting students from 455 colleges and universities 
across the country. 
 

V. Where We Are and What We Know 
 
General consensus exists that audit quality has substantially improved and 
restatements of financial statements are dramatically down since the 
establishment of the PCAOB. 
 
But we also know that more needs to be done. 
 
For example, over the last several years, we have seen roughly the same 
percentage of audit deficiencies year over year at the largest audit firms. 
 
And that percentage is not small. While the picture is not yet complete, for 
five of the six largest global network firms with publicly reported 
inspection results, the deficiency rates over the past three years have 
ranged from 20 percent to 74 percent. 
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To be sure, our inspections are largely risk-based. Our inspectors typically 
focus on high risk audits — those with a higher threat that the financial 
statements will have a material misstatement; they also focus on the audit 
work around the most challenging or inherently uncertain parts of those 
financial statements, such as estimates, like the valuation of intangible 
assets. But, even for a risk-based program, the potential plateauing of 
deficiencies at an unacceptably high rate should cause us and others to 
pause. 
 
What are we doing about this? 
 

VI. Where We Are Heading and Why: Our Five Strategic Goals 
 
The new board began by looking inward. A key tool that we are using to 
reevaluate our programs and operations and chart our course for the future 
is our strategic planning process, which we launched six months ago.  
 
This process included for the first time a public survey soliciting advice 
from our stakeholders on what we could do better. We also conducted 
dozens of in-depth one-on-one interviews and polled our entire staff.  
 
My fellow board members and I went on listening tours around the 
country. We met with investors, audit committee and board members, 
CFOs, and others who play roles in preparing financial statements. We 
spoke with auditors from an array of firms and met with foreign regulators. 
 
So where did we end up — what is this new board about and what are our 
strategic priorities? 
 
First, we are about raising the bar on moving audit quality forward through 
a combination of prevention, detection, deterrence, and enforcement. 
 
Second, we are about positioning the PCAOB to better anticipate and adapt 
to a changing environment, including emerging and potentially disruptive 
technologies. 
 
Third, we are committed to improving our transparency and outreach to 
investors like you, as well as other stakeholders, including audit 
committees, board members, and financial statement preparers. 
 
This effort includes making our work more accessible, meaningful, and 
timely.  
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For example, in addition to issuing our inspection reports faster, we are 
considering creating a short executive summary, with plain language 
narratives and visual depictions of trends, to assist readers in better 
understanding the essence of the reports' findings.  
 
We also are considering ways to more clearly communicate the degree of 
severity of the deficiencies that we find during our inspections. 
 
Finally, because we are funded ultimately by investors through fees 
charged to public companies and broker-dealers, we are dedicated to 
becoming more efficient and effective with our resources, while 
empowering our people to take prudent risks to drive our mission forward. 
 
As you can see, our strategic priorities are broad and thematic, and they 
transcend specific offices and functions. They also are designed to break 
down internal and external silos, and other barriers that may impede 
propelling audit quality ahead. Currently, we have 43 distinct projects with 
board member champions assigned to each, which are designed to 
transform our activities and operations in pursuit of our strategic 
priorities. 
 

VII. Emerging Technologies, Data Analytics, and Beyond 
 
Now let me focus in on how we are positioning ourselves and the entities 
we regulate to anticipate and adapt to emerging technologies. 
 
Why is technology a key strategic focus for us? According to a recent study 
by the global consulting firm Accenture, more than a third of all finance 
tasks at large global companies are being performed today by algorithms 
and robots. 
 
Within three years, that figure is expected to increase to 45 percent.  
 
The use of advanced analytics and artificial intelligence at these companies 
has more than doubled over the past two years.  
 
For example, in 2016, about a third of the surveyed companies reported 
using advanced analytics; today, that figure tops 70 percent. Similarly, two 
years ago, only about 28 percent of these companies were deploying 
artificial intelligence and now more than 60 percent are. 
 
Emerging technologies have the potential to fundamentally change 
financial reporting. Sitting here today, we cannot envision the full extent of 
those changes or even how exactly those changes will manifest themselves.  
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But what we do know is that auditors will need to understand not only how 
their clients are using these technologies, but also how to deploy new 
approaches to technology and analytics to effectively perform their 
assurance function. 
 
Drones are already being used as an audit tool for inventory observations. 
Data analytics could replace sampling techniques with assessments of all 
transactions and accounts. The use of blockchain could make 
confirmations a thing of the past. 
 
Freed from manual time-consuming rote reviews, technology offers the 
promise of providing auditors with more time to exercise deep business 
and financial expertise and to hone their professional skepticism to identify 
indicia of errors or fraud and probe their potential root causes. So, while 
technology can lead to efficiencies, it also offers the promise of improving 
effectiveness or audit quality. 
 
Emerging technologies also provide the opportunity to build accounting 
and auditing standards and regulatory requirements into solutions from 
the start rather than bolting them on after the fact. From my perspective as 
an audit regulator — and yours as investors — this is why technology is so 
powerful and transformational. 
 
In order to stay abreast of developing trends, my fellow board members 
and I — along with PCAOB staff — are meeting with audit firms to see their 
most innovative applications of technology. We are also meeting with and 
learning from other regulators, both domestic and international. 
 
Our standards team is spearheading a research project to assess the use of 
new technologies on the audit and audit quality. As part of that, they are 
obtaining advice from a PCAOB data and technology task force comprised 
of private-sector experts.  
 
The overarching topic we are exploring so far is how data analytics, 
artificial intelligence, the use of blockchain, and other emerging 
technologies affect audits today and their potential effects on audits 
tomorrow. 
 
The research project and task force are also helping the board assess 
whether our standards may be constraining the use of technology in audits 
and, if so, to determine the most appropriate policy response.  
 
Today, the PCAOB's auditing standards do not appear to be 
inappropriately impeding the use of innovative technology in the audit. 
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And our current standards appear flexible enough to allow audit 
technology to evolve for now.  
 
However, we are carefully monitoring for signs that our standards might 
inappropriately stifle innovation, especially around breakthroughs that 
could enhance audit quality and, ultimately, financial reporting for the 
benefit of investors and other users of financial reports. 
 
For example, we have three standards projects that are close to completion 
— accounting for estimates, the use of specialists, and supervision of other 
auditors.  
 
In addition to making sure that the new board was comfortable with the 
work previously done, our staff has re-reviewed the proposed standards 
with an eye towards better ensuring that the standards will remain 
evergreen as technology and data analytics evolve. 
 
One final note, we are not just looking at how technological innovations 
will affect financial reporting and the audit. We are also reassessing our 
own use of technology and data.  
 
We want to make sure that we are well-positioned to exploit innovative 
thinking around the use of technology and data analytics to more 
effectively perform our oversight role. 
 

VIII. Conclusion 
 
An entirely new board is a significant change for the PCAOB. With that 
change comes significant opportunity — a chance to reflect on the 
organization's past work and, with that foundation, to innovate and 
improve how we approach our oversight of the auditing profession.  
 
This opportunity is particularly timely in light of the current dynamic 
environment driven largely by rapidly changing technology. 
 
More importantly, this change gives us the opportunity to position the 
PCAOB for the future to better protect investors and the public interest. 
Not just for today, tomorrow, and next year, but for the next five years and 
beyond. I'm excited to be part of the PCAOB at this inflection point. 
 
Thank you for the opportunity to share my thoughts. 
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Where do crypto-assets fit into our payment system? 
Denis Beau, First Deputy Governor of the Bank of France, at the Bank of 
France Conference, Rouen IAE, Rouen. 
 

 
 
Ladies and gentlemen, 
 
Bitcoin was valued at USD 0.001 less than a year after its launch in October 
2009. Today it is worth USD 6,500, down from a peak of USD 19,500 in 
December 2017.  
 
The explosion and volatility in Bitcoin's price have done much to fuel the 
media coverage surrounding the growth of the new monetary and financial 
instruments known as crypto-assets, of which Bitcoin is merely the best 
known. In fact, there are now over 2,000 of these types of assets 
worldwide. 
 
Initially designed as online instruments of exchange, these assets have 
gradually gained a foothold in the real economy with the development of 
services that allow them to be bought and sold against currency issued by 
central banks or financial institutions, to be held, to be used as instruments 
of exchange against other assets and, with the recent emergence of Initial 
Coin Offerings (ICOs), to be employed as investment and financing 
instruments. 
 
Issued and stored in electronic form, these assets have specific features 
that US-based comedian John Oliver jokingly summed up in his Last Week 
Tonight show on 11 March 2018, as "everything you don't understand 
about money combined with everything you don't understand about 
computers".  
 
His comments reflect the fact that crypto-assets have unique financial, 
monetary and technical features that set them apart from the currencies 
and payment instruments issued by financial institutions and central banks 
and which form the foundation of our monetary system in Europe. They 
have no issuer for whom the assets act as a guarantee of value.  
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They do not have a guaranteed fixed exchange rate with the currency 
issued by the central bank, which forms the basis of our payment system 
because it is the only one with legal tender status, i.e. which must be 
accepted by everyone. And they rely for their circulation on blockchain, a 
decentralised and distributed ledger system using cryptographic 
techniques. 
 
These unique features largely explain the widely varying views that we hear 
today about the outlook for crypto-assets, keeping in mind that, for now, 
they constitute a marginal share of holdings of economic agents and within 
the global economy.  
 
At their peak in January 2018, total outstanding crypto-assets represented 
EUR 330 billion; in comparison, the euro area's M1 monetary aggregate 
amounted to EUR 7.5 trillion.  
 
Some see crypto-assets as disruptive innovations poised to radically 
overhaul the way that our monetary and financing system works, changing 
it for the better.  
 
Others believe that these are innovations that still need to find their 
market. Or, to quote from a special issue on the subject published in 
September 2018 by The Economist, a weekly economics magazine: 
"Cryptocurrencies look like a solution in search of a problem." 
 
Given all this uncertainty, I would like to speak today from my perspective 
as a central banker, supervisor, mindful of innovations that could affect the 
effectiveness and security of our payment system, since this is a 
determining factor in the stability of our monetary and financial system.  
 
Accordingly, I would like to share a few ideas and thoughts about where 
crypto-assets fit into the changes taking place in payment methods, and 
about the supervisory challenges posed by these new assets. 
 
I. To begin with, let me set the development of crypto-assets in the broader 
context of the changes affecting payment instruments.  
 
Supporting this transformation is a core activity for us at the Banque de 
France, in accordance with our statutory tasks of ensuring the security of 
cashless payment instruments as well as the quality of banknotes in 
circulation.  
 
Since banknotes are the only payment instruments with legal tender status, 
we have to make sure that they remain a secure and easily accessible 
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payment instrument for anyone who wants to use them, especially the 
most vulnerable people in our society.  
 
Given this twofold mission, we base our activities on a principle of 
neutrality and freedom of choice, which in turn means that we cannot 
favour one payment instrument over another and do not seek to influence 
people's behaviour or preferences. 
 
1. In the payment instrument landscape, we are currently seeing a twin 
trend as cash payments go down, while cashless payments undergo a 
transformation driven by behavioural changes and technological 
innovation. 
 
Shifts in consumption approaches, such as the growth of e-commerce, are 
fuelling a steady decline in the use of cash in transactions, while the use of 
electronic payment instruments is increasing. Statistically speaking, the 
volume of banknotes returned by the public to cash processing firms fell by 
over 10% between 2012 and 2017.  
 
However, this decline needs to be put into context, because banknotes still 
dominate face-to-face transactions, particularly small-value transactions, 
as shown by recent Eurosystem research, which found that banknotes 
continue to be the main payment instrument in Europe and France by 
number of transactions, accounting for 79% of transactions in the euro 
area and 68% in France. In value terms, they make up 54% and 28% 
respectively. 
 
At the same time, we are seeing a rise in electronic payments, which are not 
merely growing but also developing along four different pathways: 
 
- Spreading technology: advances in internet technologies and devices 

have paved the way to increase the number of channels used to initiate 
and accept payments. The ways in which these technologies are used 
are becoming more diversified and increasingly digital. They are no 
longer confined to cards, as we are seeing with the rise of mobile 
payments. 

 
- A broader range of participants: I am thinking here about how the 

payments market has expanded to include competition from big techs 
and major retailers, which are following a wide range of strategies in 
this respect. The flipside of this trend is the increasingly global nature 
of the market, which is raising sovereignty and independence issues, 
including the question of control of data with respect to the American 
and Chinese tech giants. 
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- Payment is becoming less prominent: nowadays the actual act of paying 
is becoming less visible, as it is combined seamlessly within the overall 
transaction process to minimise the impact on the payer. We are seeing 
this shift in online payments, for example, which are designed to be 
increasingly fluid through solutions such as one-click buying. 

 

- Availability of payment services: payment services are becoming more 
available, ignoring physical borders and time constraints to satisfy 
customer demand for instant, continuous and uniform payment 
services, as economic agents become ever more mobile. 

 
2. The development of crypto-assets naturally forms part of these 
underlying trends affecting payment instruments, combining the search for 
anonymity, management of non-intermediated peer-to-peer payments and 
the use of entirely web-based technologies. 
 
But crypto-assets are also different because of their financial, monetary 
and technological features that I mentioned in my introduction. These 
clearly create opportunities to improve payment services in at least three 
ways, by: 
 
- Harnessing the underlying blockchain technology to improve or 

supplement existing processes: the Banque de France is already 
employing blockchain technology to improve industry processes. For 
example, we are using a blockchain project called MADRE to assign 
SEPA Creditor Identifiers, which are needed for creditors to issue direct 
debits. 

 
- Helping to remedy market inefficiencies: this could be done in the area 

of international multi-currency payments, for example, with a view to 
improving the conditions under which individuals transfer funds 
abroad. 

 

- Diversifying project financing methods: a prime example would be 
ICOs, which have enabled swift and large-scale fundraising in the 
network technologies sector in the past two years. 

 
3. Yet for all that, can crypto-assets become true currencies that will 
revolutionise our payment system, providing the decisive innovation that 
will lead us to the cashless society that some people are predicting and even 
hoping for? 
 
For the time being, this seems unlikely because existing crypto-assets are 
far from perfect. As many central bankers have pointed out, today's crypto-
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assets do not satisfactorily offer the qualities expected of a currency and 
cannot be considered as such: 
 
- First, their value fluctuates enormously, preventing them from being 

used as units of account. As a result, very few prices are denominated in 
crypto-assets and not many large brick-and-mortar or online retailers 
accept bitcoin for example, although there are some exceptions [i.e. 
showroomprivé.com, France's second largest flash sale web retailer, 
which has accepted bitcoins since 2014]. 

 
- Second, as intermediaries in exchanges, crypto-assets are far less 

effective than a currency with legal tender status, insofar as (i) their 
price volatility makes it hard to use them as a means of payment, (ii) 
they generate transaction fees that are far too high for simple retail 
transactions, and (iii) they offer no guarantee of a refund in the event of 
fraud. 

 
- Third, the fact that they have no intrinsic value means that they cannot 

be used to create trustworthy stores of value. 
 
In addition, crypto-assets may be conduits for financial risk, security risk 
and especially risks of cyber-attacks, money laundering and terrorist 
financing. These would represent major risks for users and hence for the 
orderly functioning of our payment system if crypto-assets were ever to 
play a major role in that system. 
 
II- In this complicated context, with crypto-assets undergoing technical 
and economic trials that offer opportunities but also present material risks 
for our payment system, should we consider establishing a regulatory 
framework and supervisory approach and, if so, how should we go about 
this? 
 
1) Various courses of action are available to the public authorities. The first 
would be to ignore crypto-assets. But even if the volumes in play remain 
small and do not represent a threat to financial stability, the risks that I 
mentioned earlier must be addressed.  
 
The second course of action would be to ban crypto-assets outright because 
of these same risks. Several countries have already gone down this route, 
including China in 2013 and Russia in 2017.  
 
A third option, and the one that has so far been the preferred response in 
Europe and France to innovations with the potential to change the 
payment services market, is to establish appropriate regulations that make 
it possible to reconcile two key imperatives: 
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- First, address the risks that I mentioned, notably with a view to 

ensuring an adequate level of protection for participants, whether they 
be investors or consumers. 

 
- Second, preserve the potential for technological innovation offered by 

crypto-assets. 
 
These two imperatives are mutually beneficial. Adopting a framework that 
protects participants in the real economy will help to increase their 
confidence in the mechanisms associated with crypto-assets, thereby 
promoting growth in the new assets. 
 
If we opt for creating a regulatory framework, what should go into it? That 
is precisely the topic of a number of debates currently being conducted 
around France's new PACTE Bill. The proposed legislation includes an 
approach to crypto-assets based on two pillars.  
 
The first specifically addresses the question of ICOs, proposing an optional 
labelling system. Under this system, a company planning an ICO would be 
able to ask the AMF to label the offering. This optional label would give the 
offering greater credibility and reassure potential token buyers about the 
serious nature of the project and the associated financing arrangements. 
 
The second pillar concerns providers of crypto-asset services. These 
essentially include venues used to exchange digital assets against legal 
currency, and providers of custody solutions for digital assets.  
 
To satisfy anti-laundering obligations, these platforms must be registered. 
But to address risks relating to security, market integrity and price 
manipulation, an optional label could be granted at the service provider's 
request by the AMF after a more in-depth investigation, in order to provide 
security for the service offered to users.  
 
The regulation of venues used to exchange digital assets for legal currency, 
in France and elsewhere, is a key issue for obvious reasons, as these 
platforms are the interface between the virtual and real worlds and hence 
where risk can spread from the former to the latter. 
 
As you are doubtless aware, the authorisation and labelling schemes 
mentioned in the PACTE Bill are optional. But there is an exception when 
it comes to anti-money laundering and terrorist financing (AML/TF) 
mechanisms. European regulators have been firm in their resolve not to 
compromise in any way on this matter.  
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Accordingly, the Fifth European Anti-Money Laundering Directive makes 
all participants handling digital assets subject to applicable AML/TF 
provisions. This is consistent with the system in place since 2014 in France, 
which states that an exchange of crypto-assets in euro requires a payment 
services provider authorisation, and, accordingly, compliance with 
AML/TF rules. 
 
To take account of the experimental phase that crypto-assets are presently 
in and to satisfy the key requirements of ensuring payment security while 
encouraging innovation in the area, a possible alternative to the optional 
approach currently favoured by the PACTE Bill would be to maintain a 
proportional approach.  
 
This has been the basis for the European regulation of payment services up 
to now and consists in setting a mandatory framework whose requirements 
are adjusted according to the nature, development stage and risk of the 
associated services.  
 
This approach was employed under the Second Payment Services Directive 
(PSD2) to regulate the market development of account aggregators and 
payment initiators. 
 
In conclusion, it is hard to anticipate the role that crypto-assets might play 
in the payment system of the future, especially since the characteristics and 
features of these assets look set to change considerably.  
 
Right now, there are major limitations to their everyday use in retail 
payments, and crypto-assets still have to prove their attractiveness in this 
regard, particularly since an extensive range of payment solutions is 
available, and these solutions continue to modernise to address the need 
for instant exchanges, with, for example, the introduction of mobile 
payment solutions and instant transfers.  
 
That said, the underlying technologies that I mentioned, and especially 
blockchain, open up interesting development prospects for major payment 
and market infrastructures. 
 
Uncertainty over the future of crypto-assets in the world of payments does 
not relieve us of the need to regulate their development, given the 
attendant risks. Adopting a framework that protects participants in the real 
economy will help to increase their confidence in the mechanisms 
associated with crypto-assets, thereby promoting growth in the new assets.  
 
The intrinsically digital and global nature of crypto-assets means however 
that a coordinated international approach must be taken to avoid creating 
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an opportunity effect, because experience tells us that participants can 
easily relocate to another territory offering more flexible laws.  
 
Several international organisations have set up working groups to explore 
this question, under the leadership of the G20.  
 
While some of the discussions are still in their infancy, the aim in the 
medium term is to come up with a framework and an international code of 
conduct to preserve security for everyone and promote financial stability, 
which is a common good that we all share. 
 
Thank you for your attention.  
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Mexican Mangos, Diamonds, Cargo Shipping Containers, Oh 
My! What Auditors Need to Know about Blockchain and Other 
Emerging Technologies: A Regulator’s Perspective 
Kathleen M. Hamm, Board Member, 43rd World Continuous Auditing & 
Reporting Symposium, Newark, NJ 
 

 
 

I. Introduction 
 
Good morning. Thank you, Dr. Alles, for that introduction, and to Rutgers 
Business School for inviting me to speak here today. 
 
The 43rd World Continuous Auditing & Reporting Symposium provides an 
impressive forum for academics, external and internal auditors, and 
thought leaders to come together to discuss the intersection of auditing and 
technology. I am honored to play a part in this year's event. 
 
With the theme of "Disruptive Innovation in Accounting," over the next 
two days, you will cover blockchain and other emerging technologies — 
such as artificial intelligence, robotics, and the use of big data — and their 
potential to transform accounting and auditing. 
 
I would like to contribute to your agenda today by providing an audit 
regulator's perspective on blockchain and other emerging technologies.  
 
Specifically, I'd like to talk about what auditors need to know; how we, as 
regulators, are assessing emerging technology; and how teachers can help 
to prepare the next generation of assurance professionals for the future. 
 
Before I do, let me briefly tell you about the new board at the Public 
Company Accounting Oversight Board (PCAOB), where we are heading, 
and how emerging technology fits within our plans. 
 

II. The PCAOB and Our Mission 
 
The PCAOB has a statutory mandate to oversee the audits of public 
companies and broker-dealers in order to protect investors and further the 
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public interest in the preparation of informative, accurate, and 
independent audit reports.  
 
We accomplish our mission by registering public accounting firms, setting 
auditing standards, conducting inspections, and pursuing disciplinary 
actions. 
 
This year marks the crystal anniversary for the PCAOB and, for the first 
time in our 15 years, the PCAOB has an entirely new board leading it. Also 
for the first time, each of the five board members has a different skill set, 
perspective, and experience.  
 
We have a legislative and operational expert, a retired Big Four partner, a 
former financial statement preparer from a Fortune 100 company, a 
professor who specializes in corporate governance, and me.  
 
I bring my background as a securities attorney, a governance, risk 
management, and control adviser, and, most recently, a fintech and 
cybersecurity professional. 
 
When hiring us, the Securities and Exchange Commission's directive was 
clear: Bring our diverse abilities and experiences to the job and work in a 
collegial and collaborative manner to assess the PCAOB's activities and 
operations.  
 
Then together determine the organization's strategic direction and chart 
our course for long-term future success in promoting audit quality and 
investor protection. And that's what we're doing. 
 
Over the past six months, we, as a board, have been reevaluating, bottom to 
top, the PCAOB's programs and operations. We asked for input through a 
public survey, dozens of in-depth one-on-one interviews, and a poll of our 
entire staff.  
 
Around the country, my fellow board members and I met with investors, 
audit committee and board members, chief financial officers, and others 
who play roles in preparing financial statements.  
 
We engaged with academics and met with foreign regulators. We spoke 
with auditors from an array of firms. 
 
We learned a great deal about what works well and what needs 
improvement at the PCAOB.  
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The general consensus in the marketplace affirms that, since the 
establishment of the PCAOB, audit quality has substantially improved and 
restatements of financial statements are dramatically down. 
 
But we also know that more needs to be done to improve the current state 
of audit quality. 
 

III. How and Why Emerging Technologies are a Strategic 
Imperative 
 
Building on what the PCAOB has done well, while identifying where we can 
do better, we have established five strategic goals. 
 
Two goals look inward: we are dedicated to becoming more efficient and 
effective with our resources, while empowering our people to be successful 
and take prudent risks to drive our mission forward. 
 
The remaining three goals focus externally.  
 
The first of these goals is to drive audit quality forward through a 
combination of prevention, detection, deterrence, and enforcement.  
 
The second goal centers on enhancing transparency and accessibility 
through proactive stakeholder engagement.  
 
The final goal focuses on anticipating and responding to the changing 
environment, particularly preparing for emerging and potentially 
disruptive technologies in financial reporting and auditing. 
 

A. Blockchain technology 
 
Take blockchain technology, for example. Some experts expect worldwide 
spending on blockchain technology to be $1.5 billion this year, double the 
amount spent last year.  
 
Four years from now, in 2022, these experts forecast spending on 
blockchain technology to reach almost $12 billion. 
 
The technology relies on a single shared, decentralized ledger that uses 
consensus algorithms to validate information added to the ledger, and 
stores data through cryptography.  
 
In addition to underlying Bitcoin and other virtual currencies, the 
technology's current uses include tracking supply-chain processes. 
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For instance, Walmart has piloted the technology to track sliced Mexican 
mangos from orchards to its stores.  
 
Over 30 days, tens of thousands of mangos were traced on their journey 
from 16 Mexican farms, two packing houses, three brokers, two import 
warehouses, and one processing facility before eventually arriving on the 
store shelf. 
 
Using traditional manual, paper-based methods, it took almost a week to 
trace a specific mango back to the farm. With blockchain, that time was cut 
to 2.2 seconds! 
 
The technology promises to not only simplify and automate complex 
supply-chain records. It offers the potential to investigate food-borne 
illnesses in seconds, while ensuring the quality and authenticity of 
produce.  
 
Next fall, Walmart plans to launch blockchain to track every bag of spinach 
and head of lettuce placed on its shelves. 
 
Maersk, the world's largest container shipping company, is also testing 
blockchain to track globally its cargo and related documents in near real-
time. And the London-based company Everledger uses blockchain to 
digitally track diamonds. 
 
By design, the technology sequentially links information about discrete 
events (such as a diamond traveling from mine to retailer), forming a chain 
that creates a complete history or audit trail of information. 
 
Beyond supply-chain management, blockchain technology more broadly 
offers a potential solution to the perennial reconciliation challenges facing 
companies. Why is this so significant? 
 
A recent survey of financial leaders for North American public and private 
companies noted that more than half still rely on manual processes for 
account reconciliation. 
 
Such processes are labor intensive, inefficient, costly, and prone to errors. 
If deployed automatically, in near real-time, reconciling not only internal 
ledgers but also external ledgers, blockchain could be revolutionary.  
 
But while many organizations are testing pilots, real-world 
transformational applications at scale are limited. 
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B. Other emerging technologies 
 
In contrast, some other emerging technologies — like robotic process 
automation, big data analytics, and artificial intelligence — are being used 
today as part of the financial reporting process.  
 
For example, according to a recent study, more than a third of all finance 
tasks at large global companies are being performed today by algorithms 
and robots. 
 
That figure is expected to grow to 45 percent within three years.  
 
Companies' use of advanced analytics and artificial intelligence has also 
more than doubled over the past two years.  
 
About a third of surveyed companies reported using advanced analytics in 
2016; today, that figure tops 70 percent.  
 
And more than 60 percent of these companies currently deploy artificial 
intelligence; two years ago that figure was only about 28 percent. 
 
These and other innovative uses of technology offer the potential to 
fundamentally change not only the financial reporting process, but also the 
audit.  
 
Auditors are already using drones to conduct inventory observations. 
Natural language processing is being experimented with to scan contracts 
and other documents to more swiftly identify areas of potential risk.  
 
And machine learning offers the opportunity to develop analytic models — 
whose predictive capabilities improve with use — to assist with assessment 
of fraud risk. 
 
While technology can lead to efficiencies, it also offers the promise of 
improving audit quality.  
 
Freed from manual time-consuming rote reviews, technology offers the 
promise of providing auditors with more time to exercise deep business 
and financial expertise and to hone their professional skepticism to identify 
indicia of errors or fraud and probe their potential root causes. 
 
Technology also offers the opportunity to build accounting and auditing 
standards and regulatory requirements into solutions from the start rather 
than bolting them on after the fact.  
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From my perspective as an audit regulator — and for you, as auditors and 
academics — this is why technology can be so powerful and 
transformational. 
 

IV. What Auditors Need to Know 
 
With all these exciting innovations, it is important to remind ourselves that 
the advent of emerging technologies does not change the fundamental 
financial reporting framework.  
 
If an emerging technology is being used to meet financial reporting or 
internal control requirements established by the federal securities laws, 
then auditors need to understand the design and implementation of that 
technology. And at the risk of stating the obvious: For audits of public 
companies and broker-dealers, PCAOB standards still apply. 
 
In the case of blockchain, if an audit client uses it for business or 
operational activities, the auditor must understand the information 
systems, including the related business processes, relevant to financial 
reporting and how the use of blockchain affects the client's flow of 
transactions. 
 
Blockchain does not magically make information contained within it 
inherently trustworthy. Events recorded in the chain are not necessarily 
accurate and complete.  
 
Recording a transaction on a blockchain does not alleviate the risk that the 
transaction is unauthorized, fraudulent, or illegal.  
 
Blockchain also does not address threats that parties to a transaction are 
related, or that side agreements exist that are not reflected in the chain. 
And nothing in the technology ensures proper classification of transactions 
in the financial statements. 
 
Moving beyond blockchain to other emerging technologies, auditors must 
be clear-eyed about the new challenges that these technologies create.  
 
For example, many of these applications require systematic access to 
quality data.  
 
Clients may be reluctant to provide their auditors unfettered access to such 
data for control and security reasons.  
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Here is where an auditor's strong cybersecurity posture may go a long way 
to lessen those concerns. 
 
Another challenge: the risk that the technology does not operate as 
intended due to coding errors when developed, or intentional or 
unintentional changes made after the technology is deployed.  
 
Audit firms, therefore, should have robust controls in place around 
developing and testing tools before deployment, and strong change-
management processes for tools that are in use. 
 
In addition, in changing environments, computer code underlying complex 
technology can degrade over time, becoming less responsive. As a result, 
processes should be in place to continuously monitor and confirm that the 
output of an application remains consistent with expectations. 
 

V. How Academics can Help Prepare Students 
 
How can colleges and universities — the professors in this audience — help 
with some of these challenges?  
 
Auditors of the future will need a combination of experience and skills — 
yes, accounting and auditing, but also coding and data analytics.  
 
In addition, personal characteristics like curiosity, imagination, tenacity, 
intuition, and empathy will be even more important than in the past. These 
characteristics cannot be automated or replicated by technology. 
 
Communication and creativity will be in high demand.  
 
Accounting and finance professionals will need a broader range of 
communication skills to work effectively with others across organizations 
because digital transformation efforts require multi-disciplinary teams that 
entail extensive cross-functional collaboration. 
 
Academic institutions that educate and develop their students with these 
combined skills and attributes will make a difference. 
 

VI. The PCAOB's Current Response 
 
How is the PCAOB staying abreast of developing trends around innovative 
technologies? My fellow board members and I — along with PCAOB staff — 
are meeting with audit firms to see their most innovative applications of 
technology.  
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We are also meeting with and learning from other regulators, both 
domestic and international, and academic institutions such as this one. 
Our inspections staff is working to understand the systems of quality 
controls that firms have in place to provide assurance that current 
technology tools — including those used to screen large data populations — 
meet audit objectives.  
 
Our inspectors are also assessing whether engagement teams are applying 
appropriate due care, including professional skepticism, when using the 
tools and assessing their outputs. 
 
Our standards team is spearheading a research project to assess the use of 
new technologies on the audit and audit quality. As part of that effort, it is 
obtaining advice from a data and technology task force of private-sector 
experts. 
 
All of this work is also helping the board assess whether our standards may 
be constraining the use of technology in audits and, if so, to determine the 
most appropriate policy response.  
 
For example, we have three standards projects that are close to completion 
— accounting for estimates, the use of specialists, and supervision of other 
auditors.  
 
In addition to making sure that the new board is comfortable with the work 
previously done, our staff has re-reviewed the proposed standards with an 
eye towards better ensuring that they will remain evergreen as technology 
and data analytics evolve. 
 
Based on what we know today, the PCAOB's standards do not appear to be 
inappropriately impeding the use of innovative technology in the audit. 
Our current standards also appear flexible enough, for now, not to hamper 
audit technology as it evolves. 
 

VII. A Regulator's Approach for the Future 
 
But what about the future? How will we, as audit regulators, view 
innovative, potentially disruptive technology? 
 
To the extent possible, I believe that, as regulators, we should use 
overarching principles that create a framework within which we can think 
about potentially novel technology.  
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While high level and iterative, the framework should provide initial 
guideposts for the potential applications of emerging technology. As those 
applications become more defined, we should further refine those broad 
principles, eventually turning guideposts into guide rails.  
 
Done this way, we also minimize surprises, lessening the uncertainty 
around our general approach. 
 
Today, for example, I apply five broad principles when I think about 
emerging technology. 
 
First, when used for matters within our preview, as regulators, we are not 
here to pick winners and losers in the race for innovation through the use 
of emerging technology. Let ideas compete. 
 
Second, as regulators, we should not inappropriately impeded creativity. 
We should be open-minded and prepared in appropriate circumstances to 
use our regulatory tool kit — guidance, experimental sandboxes, and, 
possibly under the right circumstances, no-action relief — to remove 
inappropriate hurdles to new, creative uses of technology. But what are 
those appropriate circumstances? 
 
That leads to my third principle: When an innovation offers the potential to 
reinforce or enhance a public policy object, we as regulators should be open 
to removing barriers as appropriate. If the proposed solution offers the 
potential to drive audit quality forward, you have my attention. If a 
proposed solution reinforces one or more of the three pillars of the federal 
securities laws — investor protection, market integrity, or effective capital 
formation — I want to know more. 
 
My fourth principle follows from this: I am particularly impressed by 
emerging technology that builds regulatory requirements and cybersecurity 
into solutions from the start, rather than bolting them on after the fact. 
 
A fifth principle: To be most effective, as technology around financial 
reporting and auditing continues to evolve, stakeholders — including 
investors, preparers, boards, audit committees, auditors, regulators, and 
academics — should actively participate in that development, sharing their 
unique perspectives.  
 
Why? That way we can better ensure innovation and growth that 
maximizes value for investors and the economy in a safe and sustained 
manner. 
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VIII. Conclusion 
 
So back to where I started: Mexican mangos, diamonds, cargo shipping 
containers and beyond, blockchain and other emerging and disruptive 
technologies offer immense promise; not only to change financial 
reporting, but also auditing and assurance activities. These are exciting 
times indeed! 
 
Thank you for the opportunity to share my thoughts.  
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An interesting criminal complaint 
 

 
 
AFFIDAVIT IN SUPPORT OF A CRIMINAL COMPLAINT 
 
I, David Holt, being duly sworn under oath, do hereby depose and state: 
 

INTRODUCTION 
 
1. I am a Special Agent with the Federal Bureau of Investigation ("FBI") 
and have been so employed since August 2008.  
 
I am presently assigned to the Washington Field Office where I am 
responsible for investigations of foreign influence operations and other 
national security matters with a cyber nexus. I have also conducted 
national security investigations of foreign intelligence services and the 
targeting of critical U.S. infrastructure.  
 
As a Special Agent, I have received specialized training and instruction in 
the field of national security investigations and am authorized to 
investigate violation of laws of the United States and to execute warrants 
issued under the authority of the United States. 
 
2. I am submitting this affidavit in support of a criminal complaint and 
arrest warrant charging the defendant, ELENA ALEKSEEVNA KHUSY A 
YNOV A, with Conspiracy to defraud the United States, in violation of Title 
18, United States Code, Section 371. 
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3. The statements contained in this Affidavit are based on my experience 
and background as a criminal investigator, on information provided to me 
by other members of the FBI and other law enforcement officers, court 
records and documents, business records, interviews, publicly available 
information, and my review of physical and documentary evidence.  
 
I have personally participated in the investigation of the offense set forth 
below and, as a result ofmy participation and review of evidence gathered 
in the case, I am familiar with the facts and circumstances ofthis 
investigation.  
 
Since this Affidavit is being submitted for the limited purpose of 
supporting a criminal complaint, I have not included every fact resulting 
from the investigation.  
 
I have set forth only the facts that I believe are necessary to establish 
probable cause to believe the above-named defendant has violated Title 18, 
United States Code, Section 371, as set forth herein. 
 
To read more: 
https://www.justice.gov/opa/press-release/file/1102316/download 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.justice.gov/opa/press-release/file/1102316/download
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Exchange of views with members of the Irish Parliament 
Introductory statement by Mr Mario Draghi, President of the European 
Central Bank, during his exchange of views with the House of 
Representatives, Dublin. 

 

 
 
Thank you, Chairman. I am happy to be back in Dublin and honoured to be 
invited to speak at the Oireachtas. On this occasion, I am joined by my 
colleague, Philip Lane, whom you meet regularly in his capacity as 
Governor of the Central Bank of Ireland. 
 
While the ECB is accountable to the European Parliament, we greatly value 
our exchanges with national parliaments.  
 
In September, some of you already met the Chair of the Supervisory Board, 
Danièle Nouy, in Frankfurt and discussed the ECB's supervisory policies.  
 
In full respect of the functional separation between the ECB's monetary 
policy and its supervisory tasks, today is an opportunity to discuss our 
monetary policy and policies to make the euro area economy and its 
constituent parts more resilient.  
 
In this respect, I expect an open exchange from this meeting, which will 
give us a chance to listen to and better appreciate each other's positions.  
 
I am conscious that I am speaking in a country that went through a severe 
crisis. The Irish people made tremendous efforts, for which I have great 
respect. And these efforts are now paying off. 
 

The euro area economic outlook 
 
Ten years after the start of the global financial crisis, the euro area 
economy is performing well - and has been for some time. We have now 
seen 22 consecutive quarters of economic growth, while over 9 million jobs 
have been created and the unemployment rate has declined to 8.1%, its 
lowest level since November 2008. 
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The Irish economy has seen a particularly strong expansion in recent years. 
Ireland is now growing at the fastest pace of any euro area country. 
Unemployment has been falling too, and now stands well below the euro 
area average.  
 
This is all the more impressive given the severe crisis Ireland went through 
and the legacies it is dealing with, including high private debt and arrears. 
 
Looking ahead, while some sector-specific data and selected survey results 
have been somewhat weaker than expected, the latest incoming 
information overall suggests that the broad-based expansion in the euro 
area, and in Ireland, is set to continue.  
 
Against this background, euro area inflation is expected to continue to 
converge towards the ECB's objective of below, but close to, 2% over the 
medium term. 
 
Getting to this point has required considerable monetary policy support. 
The euro area is looking back on several years of exceptionally low interest 
rates and unconventional monetary policy measures.  
 
The ECB's key interest rates have been at unprecedented low levels since 
2009. They have been supported by a series of unconventional measures, 
introduced in the face of a protracted recession and persistently low 
inflation. 
 
While we are now at the point where we anticipate - subject to incoming 
data confirming our medium-term inflation outlook - that we will end net 
asset purchases at the end of the year, significant monetary stimulus will 
still be needed to ensure the continued sustained convergence of inflation 
to levels that are below, but close to, 2% over the medium term.  
 
Even after we end our net asset purchases, monetary stimulus will continue 
to be provided by the guidance we have given namely that we expect to 
keep interest rates at their present levels at least through the summer of 
2019 and to maintain the stock of assets on our balance sheet by 
reinvesting maturing bonds purchased under the asset purchase 
programme for an extended period of time after the end of our net asset 
purchases. 
 
But the overall favourable outlook and our still accommodative stance 
should not invite complacency.  
 
Although on the whole the risks surrounding the euro area growth outlook 
can still be assessed as broadly balanced, risks relating to protectionism, 
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vulnerabilities in emerging markets and financial market volatility 
remain/are prominent.  
 
We are seeing a growing willingness to question multilateralism, which has 
underpinned global growth since the end of the Second World War.  
 
The protectionist trade measures implemented may have had very limited 
effects thus far, but the escalation of trade tensions is undermining 
confidence. 
 

Financial stability 
 
Allow me also to say a few words about euro area financial stability. The 
financial stability environment in the euro area overall remains favourable, 
but it has become somewhat more challenging in recent months. 
 
The results of the European stress test published last Friday show that euro 
area banks are increasingly resilient to financial shocks. This also reflects 
the continuing economic expansion, which has strengthened private and 
public balance sheets alike. 
 
Still, there are risks. These include liquidity risks in the non-bank financial 
sector that could be transmitted to the broader financial system. 
Developments in this area should be closely monitored, and the regulatory 
and supervisory framework for non-banks needs to be strengthened. 
 
Asset prices also require close monitoring. While there is currently no 
compelling evidence of overstretched asset valuations at the euro area 
level, we are seeing some localised risks. However, euro area monetary 
policy is not the appropriate tool with which to address such risks.  
 
They call instead for targeted macroprudential policies, which can be 
tailored to local and sectoral conditions. The recent decisions by the 
Central Bank of Ireland are an example of how macroprudential policy can 
promote financial stability. 
 
As regards Brexit, with negotiations ongoing and less than five months to 
go until the United Kingdom's departure from the European Union, it is 
essential to prepare for all possible outcomes, including a no-deal scenario.  
 
While the direct trade effects of a hard Brexit would be limited for the euro 
area as a whole, Ireland is more exposed due to its very close trade 
relations with the United Kingdom. We also see limited overall risks to 
euro area financial stability.  
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Without sufficient mitigating action, however, a cliff-edge Brexit could 
have an adverse impact in certain areas of centrally cleared derivatives 
markets. 
 
Sources of risk from outside the EU have grown since May. A stronger US 
dollar and heightened trade tensions triggered renewed stress in a number 
of emerging market economies. 
 

Financial integration and the deepening of EMU 
 
Thanks to our collective efforts at the European and national level, we have 
come a long way since the start of the financial crisis.  
 
However, to strengthen our economies and preserve financial stability, we 
need to go further.  
 
Let me highlight in particular some of the concrete steps in the area of 
financial integration that we need to take at the European level. 
 
First, we need to complete the architecture of the banking union. The 
benefits of having a euro area supervisor are clear when we look at banks' 
strengthened balance sheets.  
 
Still, more needs to be done to reduce the risks for citizens as both 
taxpayers and depositors and to break the remaining link between banks 
and national governments.  
 
In addition to the adoption of banking package which is currently under 
negotiation among EU legislators, a genuine banking union needs further 
regulatory harmonisation, for instance through greater reliance on 
Regulations instead of Directives.  
 
In particular, unwarranted national options and discretions still stand in 
the way of a level playing field for banks. At the same time, we need to 
establish a common backstop to the Single Resolution Fund and lay the 
groundwork for the creation of an effective European Deposit Insurance 
Scheme.  
 
Significant steps in these areas are a precondition for a truly integrated 
euro area banking system and single money. The transmission of the ECB's 
monetary policy remains at risk of being hampered in crisis situations as 
long as levels of depositor confidence differ across the euro area. 
 
The second thing we need to do is build a true single market in capital.  



P a g e  | 92 

________________________________________________________________________ 
International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

Diversified capital markets play an important role in sharing risks and 
smoothing private consumption over time.  
 
For this reason, the ECB has been a strong supporter of the European 
Commission's plan for a capital markets union.  
 
To be robust, the capital markets union needs effective regulation and 
supervision, for example in relation to investment firms and clearing.  
 
Not least given the United Kingdom's imminent departure from the EU, we 
need to make concrete progress on this agenda and complement it with an 
ambitious, longer-term vision. 
 

Conclusions 
 
I would like to end by mentioning that recent Eurobarometer data show 
that support for the euro stands at a record high of 77% among euro area 
citizens and a large majority believe that their country's membership of the 
EU is a good thing.  
 
Support for the European project is particularly strong in Ireland, where 
with 88% of citizens the single currency enjoys the highest level of support 
in the EU. 
 
Europe has to repay this trust. 
 
We face important global challenges that are naturally causing concern 
among the people of Europe, especially those who feel left behind. 
Common institutions and collaboration among Member States give Europe 
a strong voice in the world.  
 
More importantly, they make it possible for us to find effective answers to 
joint problems. In other words, we are stronger together. Thank you for 
your attention. 
 

 
 
 
 
 
 
 
 



P a g e  | 93 

________________________________________________________________________ 
International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

Supervisory implications of rising similarity in banking 
Kevin Stiroh, Executive Vice President of the Financial Institution 
Supervision Group of the Federal Reserve Bank of New York, at the 
Financial Times US Banking Forum "Charting a Course for Stability and 
Success", New York City. 
 

 
 

Introduction 
 
Thank you very much for the invitation to speak at the "U.S. Banking 
Forum." It is a pleasure to be here to talk about the continued evolution of 
the U.S. financial sector.  
 
Before proceeding, I will emphasize that the views expressed today are my 
own and do not necessarily reflect the views of the Federal Reserve Bank of 
New York or the Federal Reserve System. 
 
It is now a decade since the financial crisis and the U.S. banking industry 
has made tremendous progress in terms of repairing its aggregate balance 
sheet and building greater resilience.  
 
Capital ratios are higher, liquidity pools are deeper, and we've seen 
fundamental improvements in risk management and governance.  
 
While there are still areas for continued progress, all of this should help 
financial firms provide critical intermediation services across a range of 
macroeconomic and financial market conditions.  
 
This progress reflects both the recognition by financial institutions of the 
need for greater resiliency in order to insulate themselves from shocks and 
a stronger, more comprehensive, forward-looking regulatory and 
supervisory framework. 
 
Over the same period, we've seen continued evolution of the underlying 
business models for some of the largest U.S. financial firms in response to 
external forces.  
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Firms are navigating statutory changes and a suite of new regulations that 
are still evolving and being implemented; responding to investor pressures 
for higher returns in a rising rate and more competitive environment; and 
seeking to capitalize on fundamental technological advances, while 
managing the risks associated with cybersecurity and greater competition 
from potentially disruptive new entrants. 
 
One recent observation is that the largest firms in the U.S. appear to be 
growing increasingly similar in terms of their underlying business models 
and strategies. This has implications for balance sheet structure, earnings 
profile, and organizational structure.  
 
For example, some firms traditionally focused on capital market activities, 
are shifting into lending activities, while other more traditional banks, are 
expanding capital markets activities.  
 
In both cases, this serves to diversify the individual firms, while also 
making them more similar in terms of the business strategies they pursue, 
the products they offer, and the customers they serve. 
 
If firms are responding to the same exogenous forces, this might not be 
surprising.  
 
Indeed, similar observations were made in the late 1990s as the 
deregulatory forces that culminated in the Gramm-Leach-Bliley Act 
(GLBA) led to predictions of a few "financial supermarkets" that would 
offer the full range of financial services to all customers.  
 
More recently, industry analysts and commenters have pointed to the 
range of capital and liquidity regulations that may be pushing firms toward 
the same target state business model where large firms provide a wider 
range of financial services. 
 
If true, an obvious follow-up question is whether this should be a concern 
from a supervisory and regulatory perspective.  
 
Today, I will discuss the premise that large banks in the U.S. have indeed 
become more similar and then consider some reasons why this might be a 
topic of interest for the official sector.  
 
I can think of several compelling microprudential and macroprudential 
reasons why this would be the case: the need for an appropriate risk 
management framework that is commensurate with evolving risks; the 
need for supervisors to ensure that our assessments are proactive and 
flexible enough to evaluate evolving firms; the potential for similar firms to 
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become "systemic as a herd," where a given shock leads to correlated 
responses and large-scale disruption in the provision of financial services; 
and the potential for firms to move away from areas of comparative 
advantage, which could diminish the overall efficacy of the financial sector. 
 
I'll conclude with some implications for our supervisory regime. 
 

Environmental Context 
 
The performance of financial firms in the decade since the financial crisis 
has been influenced by a broad range of external forces.  
 
I'll focus on three factors impacting how financial services are provided 
and their impact on large firm similarity: the regulatory response to the 
financial crisis, the interest rate environment, and technological 
innovation. 
 

Regulation 
 
The U.S. official sector has taken meaningful steps since the financial crisis 
to promote greater resiliency and stronger risk management at the largest 
firms. 
 
This includes: a greater focus on both the quantity and quality of loss-
absorbing capital; standards that focus on both short-term and long-term 
liquidity management and positions; activity restrictions; enhanced risk 
management standards and expectations; and new resolution and recovery 
regimes. 
 
I will focus on the capital side, where the largest banks face a number of 
regulatory standards and supervisory expectations that impact both capital 
positions and the firms' capital planning process.  
 
The standards include point-in-time regulations that target a simple 
leverage ratio and risk-based ratios. They also include forward-looking 
standards for both types of ratios that reflect estimates of potential capital 
needs across a range of plausible, but severe macroeconomic and financial 
conditions.  
 
These forward-looking estimates that result from our Comprehensive 
Capital Analysis and Review (CCAR) program are now an integral, and 
some would say leading, part of the post-crisis capital regime. 
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The fact that firms must manage against multiple capital constraints has 
both intended and potentially unintended consequences. On the 
intentional side, this framework enhances robustness.  
 
Risk assessment approaches and models are imperfect and a capital regime 
that relies on a range of assessment techniques can increase robustness 
and mitigate the inherent uncertainty around risk measurement. It also 
provides a check against potential regulatory arbitrage. 
 
A potential unintended consequence is pressure toward greater 
homogeneity of the largest banks. Think about a simple example of a firm 
with a low-risk balance sheet where the leverage ratio currently is binding, 
but the risk-based capital ratio is not.  
 
This firm may have incentives to shift out of low-risk assets into higher-risk 
assets in order to optimize its balance sheet and the corresponding risk-
adjusted return on equity. 
 
A key point is that different firms face different marginal capital 
requirements for holding the same asset, depending on the other attributes 
of their balance sheet and business model. 
 
This type of response can impact both the size and the composition of a 
bank's balance sheet. Of course, the world is much more complicated than 
this simple example.  
 
Optimizing firms likely consider a number of capital factors such as the 
current point-in-time ratios, current post-stress ratios, and the potential 
impact of both types of ratios in the future, as well as other balance sheet 
influences such as liquidity ratios and the recovery and resolution regime. 
 
Recent academic work has begun to explore this topic and I think it is an 
important area where regulators and supervisors concerned with optimal 
regulatory design can learn from the theoretical literature.  
 
Research suggests that in a world with multiple capital constraints, e.g., a 
leverage ratio and a risk-based capital, banks face incentives to do the same 
thing rather than specializing in areas where they each have a natural 
competitive advantage. 
 
This type of academic work provides a conceptual framework for 
understanding how optimizing behavior against multiple constraints might 
lead banks to pursue similar strategies and become more homogenous over 
time. 
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Interest Rates 
 
A second dominant theme over the post-crisis period has been 
unconventional monetary policy, both in the U.S. and around the world, 
which has direct implications for the profitability and returns of U.S. 
commercial banks.  
 
The low rate environment experienced through 2015, for example, 
constrained bank earnings, particularly net interest income earned through 
traditional banking activities over this period.  
 
More recently, current and expected future returns on equity for large 
banks have improved, in part reflecting higher interest rates and net 
interest margins, as well as other factors such as lower tax rates and 
expectations for a stronger economy. 
 
Despite recent improvements, earnings pressures over most of the post-
crisis period have pushed banks to reassess business strategies.  
 
For example, some banks attempted to enhance returns by building 
capacity and reach in new businesses; some looked to benefit from scale 
and scope activities by leveraging existing infrastructure, technology, and 
processes to offer a broader set of services at lower cost; some looked to 
reduce risk through greater diversification, and others pulled back from 
activities outside of their core focus. 
 
It is unclear what the net impact will be, but if all firms pursue the same 
strategies in search of higher risk-adjusted returns, greater similarity could 
result. This pressure is potentially stronger now than in the past due to the 
highly competitive nature of banking and this is an area for further study. 
 

Technology 
 
A third theme is the emergence of "fintech", which I think of as the 
intersection between technological innovation and the provision of 
financial services.  
 
While innovation has always been a competitive driver in banking, there is 
a sense that both the pace of change and the potential impact have become 
more pronounced.  
 
As prices for technology services and capacity continue to fall and 
technological opportunities expand, more firms are able to adopt and 
leverage the latest technological breakthrough. 
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Scale is likely to remain a relevant factor in the deployment of the latest 
technology, but, at least among the largest firms, the playing field may be 
leveling as firms have the opportunity to benefit from direct investments, 
consultants, and third-party vendors offering the latest services. If the 
largest financial firms are responding to the same technological forces and 
pursuing the same opportunities, one might expect their resultant strategic 
choices to contribute to greater similarity over time. 
 
Again, this is an empirical question that deserves further inquiry. 
 

Next Steps 
 
An important next step is to look at the data to assess whether recent 
industry trends are consistent with the premise that large banks are 
becoming more similar.  
 
We examined a range of balance sheet and income statement items, market 
indicators, and organizational structure data to draw some preliminary 
conclusions.  
 
The results, reported in the appendix, are generally supportive of the 
notion of greater homogeneity among the largest banks, but a more 
rigorous assessment of these preliminary conclusions would be a fruitful 
area of investigation. 
 

Why Do We Care? 
 
I now turn to a final question - does this matter for supervisors and 
regulators? I think it does. I will consider four potential reasons why this 
shift is relevant for the official sector's concern for safety and soundness 
and efficient financial intermediation: a firm's risk management approach, 
the evolution of supervisory focus, the development of macroprudential 
risks, and allocative efficiency of financial services. 
 
I'll begin with our core microprudential focus on ensuring that banks 
develop and implement the appropriate risk management infrastructure 
for their evolving risks. While this is more linked to the changes in business 
models than greater similarity, the underlying drivers are the same. 
 
As banks respond to environmental factors by expanding into new 
activities or shifting their strategic focus, they naturally face new risks and 
must adapt their risk management infrastructures along with their 
evolving business models.  
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This entails ensuring the appropriate level of expertise about the new 
businesses; assessing that all relevant risks are identified, monitored, 
measured, and managed for each business line and the firm as a whole; 
and establishing the appropriate interaction with the enterprise risk 
management functions and Boards of Directors.  
 
These are core parts of supervisory expectations for traditional risk 
management and banks need to ensure that they are applied appropriately 
as they evolve. 
 
Moreover, expansion into new activities can bring entirely new risks 
beyond the direct risks of each specific business. For example, a firm that 
expands by offering a broader set of products to its existing base of 
customers.  
 
This has the potential to introduce greater correlation of business line 
results and a different type of shock if a financial firm potentially loses 
multiple revenue streams should a single customer face distress. 
Alternatively, a firm might be inclined to use one business line to cross-
subsidize another, which makes measuring and managing risks and 
allocating capital more difficult from a business line perspective.  
 
In both cases, the potential risks would need to be managed at the 
enterprise level to reflect these cross-business linkages. 
 
A second implication is the need for the supervisory community to be 
responsive to the evolution of firms' strategies and business models. As 
firms evolve and pursue new strategies, supervisors need to understand 
those changes and assess firms accordingly.  
 
We must constantly evaluate the strategic focus of the firms we supervise 
and assess whether our approach and perspective are appropriate for the 
new activities.  
 
In a world with a core of diversified firms that are more similar, for 
example, cross-firm exams and horizontal analysis increase in value and 
supervisors might require broader skills. 
Moving beyond individual firms, there is the potential for microprudential 
risks to transform into macroprudential ones. If firms expand, diversify 
and become more similar, each might become safer individually.  
 
The industry as a whole, however, might not be any safer or more resilient. 
If all firms are effectively the same, they could become "systemic as a herd" 
and susceptible to the same shocks in a way that leaves the aggregate 
provision of financial services more volatile. 
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The propagation mechanisms for an industry with a set of similar firms 
with a wider range of activities may be very different from one where firm 
heterogeneity can offset and smooth the impact of shocks.  
 
This suggests that supervisors and regulators should be concerned not just 
with the firm as an entity, but with the industry as a portfolio of firms 
where aggregate outcomes reflect both each firm's individual contribution 
and correlation properties across firms. 
 
Finally, supervisors are concerned about the efficient provision of financial 
services and the ability of the financial industry to support the real 
economy.  
 
If firms' mix of activities is overly determined by the regulatory 
environment, firms will have incentives to expand into activities where 
they do not have a comparative advantage.  
 
As a result, the potential gains of specialization would be lost. This could 
make the provision of financial services less efficient overall. 
 
Judging the cumulative impact of these changes in a comprehensive way 
that includes an assessment of costs, benefits, and risks is challenging, but 
seems an important goal for optimal policy design. 
 

Conclusion 
 
A fundamental challenge for effective supervision is that the landscape is 
constantly evolving and adapting in response to a wide range of regulatory, 
financial, and technological forces.  
 
This type of dynamism is normal and inherently productive for the 
industry as firms continue to optimize in order to serve customers 
efficiently and satisfy investors, but it does raise issues that supervisors 
must consider.  
 
As I've discussed, one recent type of evolution is the trend toward greater 
similarity of the largest financial firms in the U.S. 
In response, supervisors and regulators must continue their focus on 
taking a broad perspective on supervision and risks.  
 
It is not enough to look at individual business lines or products, but we 
should continue to focus on enterprise risk management that reflects each 
business and the interdependencies among them. Moreover, supervisors 
should be dynamic and continue to evolve as the supervised firms do.  
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Finally, supervisors should continue to develop an industry-wide, 
macroprudential perspective to understand the impact of the continuing 
evolution of the U.S. financial industry. 
 
To do this, supervisors need to continue to leverage our cross-firm, 
horizontal perspective to better understand how the industry is evolving 
and what it might mean for our objectives around safety and soundness of 
individual firms and the efficient provision of financial services for the 
economy as whole. 
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Deposit insurance and financial stability: old and new challenges 
Keynote address by Mr Agustín Carstens, General Manager of the BIS, at 
the 17th IADI Annual General Meeting and Annual Conference on "Deposit 
insurance and financial stability: recent financial topics", Basel. 
 

 
 

Introduction 
 
Good afternoon, ladies and gentlemen. Let me salute Katsunori Mikuniya, 
President and Chair of the Executive Council of the International 
Association of Deposit Insurers (IADI) and David Walker, IADI Secretary 
General. Allow me to start by welcoming you all to Basel.  
 
As you know, the BIS hosts the IADI Secretariat, as well as the secretariats 
of the Basel Committee on Banking Supervision, the Committee on 
Payments and Market Infrastructure, the International Association of 
Insurance Supervisors and the Financial Stability Board.  
 
This allows for close interaction among experts working in different areas 
of regulation and financial stability, forming what is now known as the 
Basel Process. 
 
Regulators have devoted much of the past 10 years to incorporating the 
lessons learned from the recent financial crises into new regulatory 
frameworks.  
 
While the objectives of specific regulatory reforms differ, the overarching 
aim is to ensure trust in the financial system. 
 
In my talk today, I would like to discuss the channels through which 
effective deposit insurance schemes support trust.  
 
In doing so, I will revisit the specific goals of deposit insurance, and the 
benefits of reaching these goals.  
But I will also sketch inherent limitations and trade-offs. One well known 
trade-off stems from moral hazard, or weakening of market discipline. It is 
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less appreciated that deposit insurance may actually attenuate some 
aspects of moral hazard. 
 
Deposit insurance is an important pillar of trust. Yet it is most effective 
when it stands alongside other pillars of trust, such as banking supervision, 
resolution arrangements and ultimately the lender of last resort function of 
central banks.  
 
Current discussion on the establishment of a common deposit insurance 
scheme for the euro area - the European Deposit Insurance Scheme - 
provides an excellent opportunity to reassess the whole regulatory 
architecture. And the lessons from this reassessment are likely to be 
instructive beyond the euro area. 
 
Effective regulation not only incorporates lessons from the past, but also 
adapts to structural changes in the financial system. Thus, looking ahead, 
deposit insurance needs to be reviewed continuously. Improvisation in the 
midst of a crisis can be a recipe for disaster. 
 

Review of the basics 
 
So let me start with a very basic question: what makes an insurance scheme 
effective in protecting retail depositors? Such schemes work if they are 
credible in assuring instant liquidity and assisting those who lack the time 
and expertise to monitor banks.  
 
Successful schemes are credible at all times. They serve to prevent self-
fulfilling retail runs on otherwise viable banks. And they protect the 
depositors of a bank that fails for fundamental reasons. 
 
But the pot of insured deposits is never backed 100% by cash in a vault. 
Thus, trust also requires a credible backstop by the government, beyond 
the funds readily available to the deposit insurance scheme.  
 
The importance of such a backstop became clear during the Great Financial 
Crisis, when public support of the banking system included the expansion 
of retail deposit insurance - for instance, from $100,000 to $250,000 in 
the United States.  
 
In other countries, such as Germany, all retail deposits were insured during 
the crisis. This expansion helped avoid a meltdown of the financial system 
and - even though the economic downturn was steep - prevented a collapse 
in consumption. It is in this sense that deposit insurance revealed its value 
during the crisis. 
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While deposit insurance schemes can ward off retail bank runs, they do not 
rule out runs on wholesale markets.  
 
During normal times, insurance schemes should not get in the way of a 
wholesale run on an individual institution, as this is part of healthy market 
discipline. But as the Great Financial Crisis worsened, the drying-up of 
wholesale funding markets put the entire system at risk.  
 
This forced many central banks to step in as lenders of last resort. At the 
same time, governments extended guarantees to wholesale funding and, in 
the United States, also to money market mutual funds. 
 
Official liquidity assistance has evolved recently. As financial 
intermediation has shifted outside the banking sector, it has become 
important to carefully reassess the provision of liquidity support. Indeed, 
some post-crisis quantitative easing schemes targeted specific markets in 
distress.  
 
More structurally, some central banks expanded the scope of their lender 
of last resort coverage.  
 
The Bank of England, for example, started providing liquidity support to 
selected broker-dealers and central counterparties.1 Similar arrangements 
are in place at the Bank of Japan. 
 
A credible backstop to systemic liquidity issues supports banks and, 
ultimately, their depositors. 
 
But we need to be careful when drawing parallels between deposit 
insurance schemes and the lender of last resort. Granted, both sustain trust 
in the financial system by reducing the risk of self-fulfilling runs. Even so, 
there are important differences. In principle, a lender of last resort seeks to 
address liquidity strains at viable institutions.  
 
This is an inherently difficult decision in the midst of a crisis, and needs to 
be at the central bank's discretion.  
 
Deposit insurance, by contrast, protects depositors of failing banks. And it 
is the rules-based nature of deposit insurance schemes that contains 
uncertainty. As such, last-resort lending and deposit insurance 
complement each other. 
 
Financial regulation: synergies with deposit insurance Crises - except for 
those resulting from self-fulfilling runs - are not like meteor strikes. They 
stem from a gradual build-up of vulnerabilities. Here, prudential 
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regulation steps in to ensure that deposit insurance schemes are called on 
only rarely. 
 
The post-crisis regulatory reforms have made the banking sector stronger, 
which ultimately serves also to protect retail deposits. Regulatory buffers 
are part of both capital and liquidity regulation under Basel III.  
 
The countercyclical capital buffer contributes to greater loss-absorbing 
capacity in the case of a systemic event. The capital conservation buffer and 
global systemically important bank surcharges are there to absorb the 
losses of going concerns. And the Liquidity Coverage Ratio is intended 
specifically to help contain liquidity mismatches. 
 
In addition, the Financial Stability Board has issued:  
 
(i) key attributes of effective resolution regimes for financial institutions; 
and  
 
(ii) minimum requirements for global systemically important banks' total 
loss-absorbing capacity. 
 
Together with stronger Basel III minimum capital requirements, these 
measures have increased the pool of resources available to authorities for 
resolving or winding down a gone concern. These resources have been 
expressly calibrated to minimise the exposure of depositors and taxpayers 
to failing banks. 
 
Clearly, effective resolution requires ongoing communication and 
coordination among supervisors, resolution authorities and deposit 
insurers.  
 
Even deposit insurers with a simple "paybox" mandate need to be involved 
in contingency planning in the run-up to a bank failure in order to ensure 
timely reimbursements of insured deposits.  
 
Notably, in many jurisdictions the mandate of the deposit insurer is much 
broader, and includes a direct role in managing bank failure as receiver, 
liquidator or resolution authority. 
 
In this context, it is important to keep in mind that a smooth resolution 
means different things for different banks.  
 
While bail-in-able securities support the resolution of large banks, small 
and medium-sized institutions may simply be unable to issue such 
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instruments. In fact, many of the smaller banks do not meet the conditions 
for use of resolution regimes.  
 
Forthcoming research by the Financial Stability Institute concludes that, in 
such cases, the deposit insurer, as the responsible authority under an 
administrative regime, may require a wider range of instruments, beyond 
conventional liquidation actions. 
 
These are needed to protect deposits as well as to manage and sell the 
bank's assets in a way that minimises the cost to the deposit insurance 
funds and maximises value for creditors. 
 
Turning to large and complex institutions, there will always be uncertainty 
about the benefits and costs of letting them enter into resolution. But 
deposit insurance itself can help reduce such uncertainty.  
 
By protecting small depositors and ensuring speedy payments, well 
structured schemes can shield authorities from political economy pressures 
to keep insolvent institutions afloat. This helps to reduce moral hazard. 
 

The European deposit insurance scheme 
 
Let me now turn to the European Deposit Insurance Scheme (EDIS).  
 
Recent developments in Europe provide important insights on how deposit 
insurance fits into the broader regulatory framework and the associated 
challenges.  
 
Specifically, the planned creation of a common deposit insurance scheme 
for the euro area is a key step towards the completion of the euro area's 
banking union.  
 
As such, the EDIS would complement the Single Supervisory Mechanism 
(SSM) and the Single Resolution Mechanism (SRM), which have emerged 
as the regulatory response to the recent crisis.  
 
The SSM and SRM are fully operational now, although the Single 
Resolution Fund, which backs the SRM, is to build up gradually to reach its 
target level only by end-2023. 
 
In addition, there are also backstop arrangements with the European 
Stability Mechanism.  
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In case the Single Resolution Fund is depleted by the failure of a large bank 
and that bank's sovereign has lost its access to capital markets, the 
European Stability Mechanism could step in as a lender of last resort. 
 
The EDIS could prove instrumental for instilling trust in cases where the 
size of a national banking system overwhelms the public resources of the 
home country.  
 
It would also be useful when the political climate casts doubt on the equal 
treatment of all depositors in the event of a bank failure. 
 
But there are important challenges on the road to EDIS implementation. 
 
The mutualisation principle of a supranational deposit insurance scheme 
gives rise to moral hazard issues not only at the bank level but also at the 
country level.  
 
If national authorities are not fully responsible for protecting retail 
depositors, they may reduce their oversight of banks and allow more risk-
taking.  
 
This would make the banking system less stable. And if the reduction in 
oversight generalises, interlinkages between banks and sovereigns would 
undermine the credibility of supranational backstops. 
 
The detrimental implications of such interlinkages are still fresh in 
Europeans' memory. For one, Italy and Spain experienced deposit flight 
during the sovereign crisis.  
 
To contain such a flight from Ireland, the country's government felt 
compelled to extend protection to all bank debt, both new and existing.  
 
This put pressure on taxpayers, who are also consumers, thus running 
against one of the key missions of retail deposit insurance. And Ireland's 
actions spilled over to other markets. 
 
It is thus advisable that all countries seek to resolve legacy issues and 
address moral hazard now, before the EDIS has been put in place.  
 
In the spirit of arrangements for national resolution funds in the EU, moral 
hazard could be alleviated by institutionalising the burden-sharing by 
banks' shareholders and junior creditors.  
 
This would provide strong incentives to contain risk-taking, which would 
mitigate the accumulation of imbalances in tranquil times. 
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Resolving the outstanding issues would enhance the effectiveness of the 
EDIS. This scheme would then fully benefit from the diversification of risks 
across countries.  
 
In turn, such diversification would strengthen the resilience of the 
European banking system to localised stress. 
 

Depositors in the age of technological innovation 
 
Now what about technological innovations? To reflect lessons from the 
crisis, the IADI Core Principles were revised in 2014. The revision 
strengthened several key areas, including speed of reimbursement, deposit 
insurance coverage, funding and governance. 
 
As deposit insurers seek to further increase the speed of reimbursement 
and to improve communication and coordination with other supervisory 
authorities, they will need to adapt to a changing financial landscape. 
Ideally, the adaptation should take place during periods of relative 
tranquillity, as crises are the worst times for improvisation. 
 
Most recently, rapidly evolving technological innovations have accelerated 
the financial system's post-crisis transformation. Such innovations have 
given rise to fintech startups that often collaborate with, or are acquired by, 
banks. They have also paved the way for large technology companies 
("bigtechs") to compete directly with banks. 
 
Technology enhancements hold the potential to further improve the 
efficiency of deposit insurance schemes.  
 
One example is data access, with improved IT structures at banks helping 
deposit insurers to gain access to relevant information in order to execute 
payouts more quickly. Another is communication, with new channels 
allowing deposit insurers to reach out directly to depositors of a failing 
bank.  
 
These improvements, while seemingly minor when considered 
individually, add to the credibility of insurance schemes and thereby 
support trust in the financial system. 
 
Yet new technologies also involve challenges that may become quite visible 
to the general public.  
 
The fast flow of information and easy access to alternative products and 
web-based media may make deposits less sticky.  
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A "one-click" migration of deposits has become extremely easy. This raises 
the bar for what constitutes a well structured deposit insurance scheme. 
 
In addition, some bigtechs have started to provide bank-like 
intermediation, even though they cannot offer deposit insurance.  
 
Likewise, fintech firms are in a position to receive bank licenses - eg from 
the Comptroller of the Currency in the United States - without offering 
insured deposits. 
 
Whether and how digital wallets and other e-money should be insured is 
still subject to debate. What is undisputed is that customers should be well 
informed of the extent to which they are - or are not - protected. 
 

Concluding remarks 
 
Let me conclude with some observations on what these developments 
imply for policy. Clearly, deposit insurance design needs to learn from the 
past.  
 
Notable progress has been made since the crisis. In the euro area, the 
introduction of the EDIS could prove to be a catalyst for financial 
integration, by completing the banking union, and for enhancing the 
regime for dealing with weak banks. More generally, deposit insurers have 
assumed an active role in resolution, strengthening the post-crisis financial 
system. 
 
Deposit insurance also needs to preserve its flexibility to account for the 
ongoing technological revolution in finance. As the line between banks and 
non-banks blurs, there is an increasing likelihood that a crisis of 
confidence in the fintech sector could spill over to the traditional banking 
sector.  
 
For instance, if deposits at bigtechs reach a critical mass, lost confidence in 
their liquidity could put pressure on the overall financial system and 
undermine trust in all deposits.  
 
The importance of deposit insurance thus remains as relevant as ever. 
Thank you very much.  
 

 
 
 
 



P a g e  | 110 

________________________________________________________________________ 
International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

Disclaimer 
 
Despite the great care taken to prepare this newsletter, we cannot guarantee that all 
information is current or accurate. If errors are brought to our attention, we will try to 
correct them, and we will publish the correct information to the LinkedIn and Facebook 
pages of the association. 
 
Readers will make their own determination of how suitable the information is for their 
usage and intent. The association expressly disclaims all warranties, either expressed or 
implied, including any implied warranty of fitness for a particular purpose, and neither 
assumes nor authorizes any other person to assume for it any liability in connection with 
the information or training programs provided. 
 
The association and its employees will not be liable for any loss or damages of any nature, 
either direct or indirect, arising from use of the information provided on this newsletter, 
or our web sites. 
 
We are not responsible for opinions and information posted by others on this website. 
The inclusion of links to other sites does not necessarily imply a recommendation or 
endorse the views expressed within them. Links from this site to other sites are 
presented as a convenience to users. The association does not accept any responsibility 
for the content, accuracy, reliability, or currency found on external sites. 
 
This information: 
- is of a general nature only and is not intended to address the specific 
circumstances of any particular individual or entity; 
 
- should not be relied on in the particular context of enforcement or similar 
regulatory action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the association has no control 
and for which the association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should always 
consult a suitably qualified professional); 
 
- is in no way constitutive of interpretative; 
 
- does not prejudge the position that the relevant authorities might decide to take 
on the same matters if developments, including Court rulings, were to lead it to revise 
some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the matters at 
issue. 
 
Please note that it cannot be guaranteed that these information and documents exactly 
reproduce officially adopted texts. It is our goal to minimize disruption caused by 
technical errors. However, some data or information may have been created or 
structured in files or formats that are not error-free and we cannot guarantee that our 
service will not be interrupted or otherwise affected by such problems.  

 



P a g e  | 111 

________________________________________________________________________ 
International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

 
 
International Association of Hedge Funds Professionals (IAHFP) 

 
1. Membership - Become a standard, premium or lifetime member. 
You may visit:  
www.hedge-funds-association.com/HowToBecomeMember.html 
 
2. Monthly Updates - At the Reading Room of the association. 
 
3. Training and Certification - Become a Certified Hedge Fund Compliance 
Expert.  
 
Distance learning and online certification: 
www.hedge-funds-
association.com/Distance_Learning_and_Certification.htm  
 
For instructor-led training, you may contact us.  
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