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Hedge Funds News, May 2020  
Dear members and friends, 
 
The Financial Stability Board (FSB) has published a public 
consultation report on guidance on financial resources to 
support CCP resolution and on the treatment of CCP equity 
in resolution.  
 
The guidance will assist central counterparty (CCP) resolution authorities. 
 
Central clearing of standardised over-the-counter (OTC) derivatives is a 
key pillar of the G20 Leaders’ commitment to reform OTC derivatives 
markets in response to the 2008 financial crisis.  
 
Increased central clearing has simplified the previously complex and 
opaque web of derivatives exposures.  
 
In addition, more collateral is in place to reduce counterparty credit risks.  
 
At the same time, CCPs’ criticality to the overall safety and soundness of 
the financial system means that authorities must take steps to ensure that 
CCPs do not themselves become a source of systemic risk and that they can 
be successfully resolved without exposing taxpayers to loss. 
 
The draft guidance is based on the concepts included in a discussion paper 
the FSB published in 2018.  
 
It takes into account the comments received in that earlier public 
consultation and feedback from the resolution authorities of CCPs. 

http://www.hedge-funds-association.com/
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Part I of the guidance proposes five steps to guide the authorities in 
assessing the adequacy of a CCP’s financial resources and the potential 
financial stability implications of their use.  
 
The authorities should: 
 
Step 1: identify hypothetical default and non-default loss scenarios (and a 
combination of them) that may lead to a resolution of a CCP; 
 
Step 2: conduct a qualitative and quantitative evaluation of existing 
resources and tools available in the resolution of the CCP; 
 
Step 3: assess potential resolution costs; 
 
Step 4: compare existing resources and tools to resolution costs and 
identify any gaps; and 
 
Step 5: evaluate the availability, costs and benefits of potential means of 
addressing any identified gaps. 
 
Part II of the guidance addresses the treatment of CCP equity in resolution. 
It provides a framework for resolution authorities to evaluate the exposure 
of CCP equity to losses in recovery, liquidation and resolution and how 
(where it is possible) the treatment of CCP equity in resolution could be 
adjusted. 
 
The FSB welcomes responses to the questions set out in the public 
consultation report by 31 July 2020. 
 
To learn more:  
https://www.fsb.org/wp-content/uploads/P020520.pdf 
 
 
 
 

 
 
 
 
 
 
 
 
 

https://www.fsb.org/wp-content/uploads/P020520.pdf


P a g e  | 3 

International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

Banks' dividends in Covid-19 times 
Jean-Philippe Svoronos and Rastko Vrbaski 
 

 
 

Highlights 
 
• Regulatory actions in the current circumstances need to focus on 
preserving banks’ lending activity without jeopardising their solvency. This 
means that flexibility in capital requirements, including through the use of 
regulatory buffers, and capital conservation should go hand in hand. 
 
• Basel III provides for automatic distribution constraints when capital falls 
below specific thresholds. In the current context, this may disincentivise 
firms from following authorities’ recommendations to use capital buffers. 
 
• Blanket distribution restrictions imposed through supervisory action may 
help address these disincentives to the extent that they are not linked to 
firms’ individual capital positions and thus remove any possible stigma 
effect. 
 
• Most authorities have undertaken initiatives in relation to banks’ 
distribution policies in the Covid19 pandemic environment. However, 
practices across jurisdictions diverge markedly as regards scope and 
stringency. 
 
Three different buffers 
 
Basel III provides for three different types of buffer:  
 
(i) a capital conservation buffer (CCoB) that applies to all banks at all 
times;  
 
(ii) a system-wide countercyclical capital buffer (CCyB) that applies when 
and to the extent that it is activated by the relevant national authority; and  
 
(iii) a buffer that applies to a bank that is designated as a global or 
domestic systemically important bank (G-SIB or D-SIB).  
 
All buffers must be met with CET1 that is not already used to meet Pillar 1, 
Pillar 2 or total loss-absorbing capacity (TLAC) requirements. 
 
The calibration method for these buffers differs, reflecting their different 
objectives. The CCoB, as a permanently fixed requirement, is set at 2.5% of 
RWA.  
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In contrast, the CCyB rate fluctuates. Its level varies between 0% and 2.5% 
of RWA, depending on how the relevant authority assesses the system-wide 
risk at any point in time within the credit cycle.  
 
The level of the G-SIB or D-SIB buffer may also vary over time and 
depends on the systemic importance of the firm within a given financial 
system.  
 
G-SIBs are identified by the FSB on the basis of a methodology developed 
by the Basel Committee on Banking Supervision (BCBS) and are allocated 
to buckets that have increasing requirements for loss absorbency.  
 
These range between 1% and 3.5% of RWA. 
 
D-SIBs are subject to requirements under nationally developed 
methodologies. 
 
To read more:  
https://www.bis.org/fsi/fsibriefs6.pdf 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/fsi/fsibriefs6.pdf
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High level privacy and security design for NHS 
COVID-19 Contact Tracing App 
Dr Ian Levy, Technical Director, National Cyber Security Centre, UK 
 

 
 

This document provides a high-level overview of the security and privacy 
characteristics of the app that is in development by NHSx, the digital 
innovation unit of the National Health Service, to help manage the COVID-
19 crisis in the UK. 
 
This is not a full description of the entire system, the socio-technical 
design, epidemiological modelling or the plethora of other work being 
performed outside of this application development. Nor does this 
document detail the significant, diverse, expert input to the overall system 
and oversight of its development.  
 
Instead, this technical paper concentrates only on the most important and 
unique security and privacy characteristics of the putative app and its 
infrastructure.  
 
We only describe epidemiological and clinical aspects of the system, in 
order to set context for some technical decisions and trade-offs.  
 
The epidemiological advice and models that the NHS is working from show 
that self-diagnosis is an important part of managing the spread of the 
disease, alongside various clinical tests and the wider public health 
response strategy.  
 
The Oxford group responsible for the model publishes much of its work.  
 
Self-diagnosis can reduce by days, the time it takes a potentially infectious 
person to isolate.  
 
This is critical to the management of the spread of the disease, under the 
assumptions in the UK’s model.  
 
There are obvious corollaries to a model that includes self-diagnosis. We 
explore some of those here, with their current mitigations. 
 
 Finally, a contact tracing app cannot work in isolation – it must work in 
concert with, and be a pathway into, the wider public health response.  
We do not cover that integration here, but it is in place.  
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Introduction to the NHS COVID-19 app  
 
The NHS COVID-19 app aims to automate key parts of public health 
contact tracing by offering a proximity cascade system that can help slow 
transmission of the COVID-19 virus.  
 
This will save lives, reduce pressure on the NHS, help return people to 
normal life and mitigate damage to the economy.  
 
The app also aims to preserve individual and group privacy, be tolerant to 
various malicious users and minimise the risks of pseudonymous subgroup 
reidentification.  
 
Importantly, it is driven by and informs expert epidemiological modelling, 
which in turn drives public policy.  
 

How the NHSx app works  
 
The user-centric description of the app is: “When I download the app, it 
keeps an anonymous record of when I’ve been close to other people 
(proximity events).  
If I self-diagnose in the app, as displaying COVID-19 symptoms, I can 
choose to provide my personal record of proximity events to an NHSx 
system.  
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The NHSx system can then work out who to notify that they have 
potentially been in contact with COVID-19.  
 
To these people, it can provide the latest advice and, potentially, access to 
testing.  
 
Analysis of the records of proximity events from people displaying 
symptoms will allow NHSx to monitor and control the spread of the virus. 
 
To read more: https://www.ncsc.gov.uk/files/NHS-app-security-
paper%20V0.1.pdf 
 
 
 
 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.ncsc.gov.uk/files/NHS-app-security-paper%20V0.1.pdf
https://www.ncsc.gov.uk/files/NHS-app-security-paper%20V0.1.pdf
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Executive Order on Securing the United States Bulk-Power 
System 
 

 
 

 
 
By the authority vested in me as President by the Constitution and the laws 
of the United States of America, including the International Emergency 
Economic Powers Act (50 U.S.C. 1701 et seq.) (IEEPA), the National 
Emergencies Act (50 U.S.C. 1601 et seq.) (NEA), and section 301 of title 3, 
United States Code, 
 
I, DONALD J. TRUMP, President of the United States of America, find that 
foreign adversaries are increasingly creating and exploiting vulnerabilities 
in the United States bulk-power system, which provides the electricity that 
supports our national defense, vital emergency services, critical 
infrastructure, economy, and way of life.   
 
The bulk-power system is a target of those seeking to commit malicious 
acts against the United States and its people, including malicious cyber 
activities, because a successful attack on our bulk-power system would 
present significant risks to our economy, human health and safety, and 
would render the United States less capable of acting in defense of itself 
and its allies. 
 
I further find that the unrestricted acquisition or use in the United States of 
bulk-power system electric equipment designed, developed, manufactured, 
or supplied by persons owned by, controlled by, or subject to the 
jurisdiction or direction of foreign adversaries augments the ability of 
foreign adversaries to create and exploit vulnerabilities in bulk-power 
system electric equipment, with potentially catastrophic effects. 
 
I therefore determine that the unrestricted foreign supply of bulk-power 
system electric equipment constitutes an unusual and extraordinary threat 
to the national security, foreign policy, and economy of the United States, 
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which has its source in whole or in substantial part outside the United 
States.   
 
This threat exists both in the case of individual acquisitions and when 
acquisitions are considered as a class.  Although maintaining an open 
investment climate in bulk-power system electric equipment, and in the 
United States economy more generally, is important for the overall growth 
and prosperity of the United States, such openness must be balanced with 
the need to protect our Nation against a critical national security threat.  To 
address this threat, additional steps are required to protect the security, 
integrity, and reliability of bulk-power system electric equipment used in 
the United States.  In light of these findings, I hereby declare a national 
emergency with respect to the threat to the United States bulk-power 
system. 
 
Accordingly, I hereby order: 
 
Section 1.  Prohibitions and Implementation.   
 
(a)  The following actions are prohibited:  any acquisition, importation, 
transfer, or installation of any bulk-power system electric equipment 
(transaction) by any person, or with respect to any property, subject to the 
jurisdiction of the United States, where the transaction involves any 
property in which any foreign country or a national thereof has any interest 
(including through an interest in a contract for the provision of the 
equipment), where the transaction was initiated after the date of this order, 
and where the Secretary of Energy (Secretary), in coordination with the 
Director of the Office of Management and Budget and in consultation with 
the Secretary of Defense, the Secretary of Homeland Security, the Director 
of National Intelligence, and, as appropriate, the heads of other executive 
departments and agencies (agencies), has determined that: 
 
(i)   the transaction involves bulk-power system electric equipment 
designed, developed, manufactured, or supplied, by persons owned by, 
controlled by, or subject to the jurisdiction or direction of a foreign 
adversary; and 
 
(ii)  the transaction: 
 
(A)  poses an undue risk of sabotage to or subversion of the design, 
integrity, manufacturing, production, distribution, installation, operation, 
or maintenance of the bulk-power system in the United States; 
(B)  poses an undue risk of catastrophic effects on the security or resiliency 
of United States critical infrastructure or the economy of the United States; 
or 
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(C)  otherwise poses an unacceptable risk to the national security of the 
United States or the security and safety of United States persons. 
 
(b)  The Secretary, in consultation with the heads of other agencies as 
appropriate, may at the Secretary’s discretion design or negotiate measures 
to mitigate concerns identified under section 1(a) of this order.  Such 
measures may serve as a precondition to the approval by the Secretary of a 
transaction or of a class of transactions that would otherwise be prohibited 
pursuant to this order. 
 
(c)  The prohibitions in subsection (a) of this section apply except to the 
extent provided by statutes, or in regulations, orders, directives, or licenses 
that may be issued pursuant to this order, and notwithstanding any 
contract entered into or any license or permit granted prior to the date of 
this order. 
 
(d)  The Secretary, in consultation with the heads of other agencies as 
appropriate, may establish and publish criteria for recognizing particular 
equipment and particular vendors in the bulk-power system electric 
equipment market as pre-qualified for future transactions; and may apply 
these criteria to establish and publish a list of pre-qualified equipment and 
vendors.  Nothing in this provision limits the Secretary’s authority under 
this section to prohibit or otherwise regulate any transaction involving pre-
qualified equipment or vendors. 
 
Sec. 2.  Authorities.   
 
(a)  The Secretary is hereby authorized to take such actions, including 
directing the timing and manner of the cessation of pending and future 
transactions prohibited pursuant to section 1 of this order, adopting 
appropriate rules and regulations, and employing all other powers granted 
to the President by IEEPA as may be necessary to implement this order.   
 
The heads of all agencies, including the Board of Directors of the Tennessee 
Valley Authority, shall take all appropriate measures within their authority 
as appropriate and consistent with applicable law, to implement this order. 
 
(b)  Rules and regulations issued pursuant to this order may, among other 
things, determine that particular countries or persons are foreign 
adversaries exclusively for the purposes of this order; identify persons 
owned by, controlled by, or subject to the jurisdiction or direction of 
foreign adversaries exclusively for the purposes of this order; identify 
particular equipment or countries with respect to which transactions 
involving bulk-power system electric equipment warrant particular 
scrutiny under the provisions of this order; establish procedures to license 
transactions otherwise prohibited pursuant to this order; and identify a 
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mechanism and relevant factors for the negotiation of agreements to 
mitigate concerns raised in connection with subsection 1(a) of this order.   
 
Within 150 days of the date of this order, the Secretary, in consultation 
with the Secretary of Defense, the Secretary of Homeland Security, the 
Director of National Intelligence, and, as appropriate, the heads of other 
agencies, shall publish rules or regulations implementing the authorities 
delegated to the Secretary by this order. 
 
(c)  The Secretary may, consistent with applicable law, redelegate any of 
the authorities conferred on the Secretary pursuant to this section within 
the Department of Energy. 
 
(d)  As soon as practicable, the Secretary, in consultation with the Secretary 
of Defense, the Secretary of the Interior, the Secretary of Homeland 
Security, the Director of National Intelligence, the Board of Directors of the 
Tennessee Valley Authority, and the heads of such other agencies as the 
Secretary considers appropriate, shall: 
 
(i)   identify bulk-power system electric equipment designed, developed, 
manufactured, or supplied, by persons owned by, controlled by, or subject 
to the jurisdiction or direction of a foreign adversary that poses an undue 
risk of sabotage to or subversion of the design, integrity, manufacturing, 
production, distribution, installation, operation, or maintenance of the 
bulk-power system in the United States, poses an undue risk of 
catastrophic effects on the security or resiliency of United States critical 
infrastructure or the economy of the United States, or otherwise poses an 
unacceptable risk to the national security of the United States or the 
security and safety of United States persons; and 
 
(ii)  develop recommendations on ways to identify, isolate, monitor, or 
replace such items as soon as practicable, taking into consideration overall 
risk to the bulk-power system. 
 
Sec. 3.  Task Force on Federal Energy Infrastructure Procurement 
Policies Related to National Security.   
 
(a)  There is hereby established a Task Force on Federal Energy 
Infrastructure Procurement Policies Related to National Security (Task 
Force), which shall work to protect the Nation from national security 
threats through the coordination of Federal Government procurement of 
energy infrastructure and the sharing of risk information and risk 
management practices to inform such procurement.  The Task Force shall 
be chaired by the Secretary or the Secretary’s designee. 
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(b)  In addition to the Chair of the Task Force (Chair), the Task Force 
membership shall include the following heads of agencies, or their 
designees: 
 
(i)    the Secretary of Defense; 
(ii)   the Secretary of the Interior; 
(iii)  the Secretary of Commerce; 
(iv)   the Secretary of Homeland Security; 
(v)    the Director of National Intelligence; 
(vi)   the Director of the Office of Management and Budget; and 
(vii)  the head of any other agency that the Chair may designate in 
consultation with the Secretary of Defense and the Secretary of the 
Interior. 
 
(c)  The Task Force shall: 
 
(i)    develop a recommended consistent set of energy infrastructure 
procurement policies and procedures for agencies, to the extent consistent 
with law, to ensure that national security considerations are fully 
integrated across the Federal Government, and submit such 
recommendations to the Federal Acquisition Regulatory Council (FAR 
Council); 
 
(ii)   evaluate the methods and criteria used to incorporate national 
security considerations into energy security and cybersecurity 
policymaking; 
 
(iii)  consult with the Electricity Subsector Coordinating Council and the 
Oil and Natural Gas Subsector Coordinating Council in developing the 
recommendations and evaluation described in subsections (c)(i) through 
(ii) of this section; and 
 
(iv)   conduct any other studies, develop any other recommendations, and 
submit any such studies and recommendations to the President, as 
appropriate and as directed by the Secretary. 
 
(d)  The Department of Energy shall provide administrative support and 
funding for the Task Force, to the extent consistent with applicable law. 
 
(e)  The Task Force shall meet as required by the Chair and, unless 
extended by the Chair, shall terminate once it has accomplished the 
objectives set forth in subsection (c) of this section, as determined by the 
Chair, and completed the reports described in subsection (f) of this section. 
(f)  The Task Force shall submit to the President, through the Chair and the 
Director of the Office of Management and Budget: 
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(i)    a report within 1 year from the date of this order; 
 
(ii)   a subsequent report at least once annually thereafter while the Task 
Force remains in existence; and 
 
(iii)  such other reports as appropriate and as directed by the Chair. 
 
(g)  In the reports submitted under subsection (f) of this section, the Task 
Force shall summarize its progress, findings, and recommendations 
described in subsection (c) of this section. 
 
(h)  Because attacks on the bulk-power system can originate through the 
distribution system, the Task Force shall engage with distribution system 
industry groups, to the extent consistent with law and national security.   
 
Within 180 days of receiving the recommendations pursuant to subsection 
(c)(i) of this section, the FAR Council shall consider proposing for notice 
and public comment an amendment to the applicable provisions in the 
Federal Acquisition Regulation to implement the recommendations 
provided pursuant to subsection (c)(i) of this section. 
 
Sec. 4.  Definitions.   
 
For purposes of this order, the following definitions shall apply: 
 
(a)  The term “bulk-power system” means:  
 
(i) facilities and control systems necessary for operating an interconnected 
electric energy transmission network (or any portion thereof); and  
 
(ii) electric energy from generation facilities needed to maintain 
transmission reliability.  For the purpose of this order, this definition 
includes transmission lines rated at 69,000 volts (69 kV) or more, but does 
not include facilities used in the local distribution of electric energy. 
 
(b)  The term “bulk-power system electric equipment” means items used in 
bulk-power system substations, control rooms, or power generating 
stations, including reactors, capacitors, substation transformers, current 
coupling capacitors, large generators, backup generators, substation 
voltage regulators, shunt capacitor equipment, automatic circuit reclosers, 
instrument transformers, coupling capacity voltage transformers, 
protective relaying, metering equipment, high voltage circuit breakers, 
generation turbines, industrial control systems, distributed control 
systems, and safety instrumented systems.   
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Items not included in the preceding list and that have broader application 
of use beyond the bulk-power system are outside the scope of this order. 
 
(c)  The term “entity” means a partnership, association, trust, joint venture, 
corporation, group, subgroup, or other organization. 
 
(d)  The term “foreign adversary” means any foreign government or foreign 
non-government person engaged in a long-term pattern or serious 
instances of conduct significantly adverse to the national security of the 
United States or its allies or the security and safety of United States 
persons. 
 
(e)  The term “person” means an individual or entity. 
 
(f)  The term “procurement” means the acquiring by contract with 
appropriated funds of supplies or services, including installation services, 
by and for the use of the Federal Government, through purchase, whether 
the supplies or services are already in existence or must be created, 
developed, demonstrated, and evaluated. 
 
(g)  The term “United States person” means any United States citizen, 
permanent resident alien, entity organized under the laws of the United 
States or any jurisdiction within the United States (including foreign 
branches), or any person in the United States. 
 
Sec. 5.  Recurring and Final Reports to the Congress.   
 
The Secretary is hereby authorized to submit recurring and final reports to 
the Congress regarding the national emergency declared in this order, 
consistent with section 401(c) of the NEA (50 U.S.C. 1641(c)) and section 
204(c) of IEEPA (50 U.S.C. 1703(c)). 
 
Sec. 6.  General Provisions.   
 
(a)  Nothing in this order shall be construed to impair or otherwise affect: 
 
(i)    the authority granted by law to an executive department or agency, or 
the head thereof; or 
 
(ii)   the functions of the Director of the Office of Management and Budget 
relating to budgetary, administrative, or legislative proposals. 
 
(b)  This order shall be implemented consistent with applicable law and 
subject to the availability of appropriations. 
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(c)  This order is not intended to, and does not, create any right or benefit, 
substantive or procedural, enforceable at law or in equity by any party 
against the United States, its departments, agencies, or entities, its officers, 
employees, or agents, or any other person. 
 
DONALD J. TRUMP,  
THE WHITE HOUSE, 
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Internet Crime Complaint Center Marks 20 Years 
From Early Frauds to Sophisticated Schemes, IC3 Has Tracked the 
Evolution of Online Crime  
 

 
 

Throughout the 1990s, Americans took to the internet in droves. The 
decade saw the launch of the first web browsers, the introduction of now 
ubiquitous search engines, the birth of online commerce, and the 
ascendance of email as a go-to mode of communication. 
 
As this new landscape bloomed, so did opportunities for criminals. The 
web offered easy access for cyber actors to target hundreds or even 
thousands of people at relatively low cost and risk. 
 
When these crimes started occurring more frequently, the public was 
unsure where to turn for help. “People really didn’t know where to report 
internet scams or other online fraudulent activity,” said Internet Crime 
Complaint Center (IC3) Chief Donna Gregory. “And law enforcement 
agencies were saying: ‘What do we do with these? How do we handle 
them?’” 
 
Recognizing the need to collect and assess information on cyber crime, the 
FBI started the Internet Fraud Complaint Center in May 2000 as a pilot 
project with the National White Collar Crime Center. 
 
That center turns 20 this month. Renamed the Internet Crime Complaint 
Center (IC3) in 2002, the IC3 logged its 5 millionth complaint in March 
2020. All that data has improved the public’s awareness of online crimes 
and helped the FBI and other law enforcement agencies better address 
internet-enabled attacks, fraud, thefts, and scams. 
 

Online Crimes Grow More Damaging and Targeted 
 
The crimes catalogued by the IC3 mirror the evolution of the web across 
two decades—growing in sophistication and number as the internet grows 
ever more essential to our professional and personal lives. 
 
“The scale, scope, speed, and impact of cyber threats is constantly 
evolving,” said FBI Cyber Division Assistant Director Matt Gorham. 
“Criminals are opportunistic, and we’ve seen them rapidly adapt to the 
cyber environment, creating a variety of schemes to exploit the public and 
private sector.” 
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In its first full year of operation, the IC3 logged 49,711 complaints. Most of 
them revolved around internet auction fraud, non-delivery scams, and the 
West African letter (yes, that now infamous message from a prince or 
princess with an untapped fortune they wanted to share with you). 
 
“People still fall victim to that letter and versions of it,” said Gregory. “We 
still see scams that involve lotteries or windfalls where the victim just 
needs to pay what they believe are taxes or some fee to receive the winnings 
or a share of the fortune.” Of course, there is no windfall to claim after the 
criminal collects those “fees” or “taxes.” 
 
“The scale, scope, speed, and impact of cyber threats is constantly 
evolving.” 
Matt Gorham, assistant director, FBI Cyber Division 
 
“The more prevailing trend,” said Gregory, who has been with the IC3 since 
its founding, “is that those early, rudimentary scams have given way to 
more destructive and costly data breaches and network intrusions, 
ransomware, romance scams, and sophisticated financial crimes like 
business email compromise.”  
 
Criminals still target individuals, but businesses and organizations are 
becoming more common targets because of the potential of a larger payout. 
 
Losses recorded by the IC3 in recent years reflect the greater financial 
damage of this evolution. In 2019, victims reported more than $3.5 billion 
in losses—an average of $7,500 for each of the 467,361 complaints 
recorded that year. In 2001, the average victim lost $435. 
 
Gregory said the IC3 has also seen a shift in the types of criminals 
perpetrating the illegal activity. Many of the criminals now live overseas, 
and organized crime groups are on the rise. 
 
“The sophistication of modern online criminals is the most troubling part,” 
Gregory said. “We used to be able to give people common sense tips to keep 
them safe; now it is just much harder to tell the real messages and websites 
from the fake.” 
 
Instead of an impersonal spam message with poor spelling and grammar, 
the scam may arrive via a well-written email that appears to come from a 
trusted colleague, business, or vendor. 
Another enduring trend revealed in 20 years of crime data is that 
scammers will take advantage of a moment in time to prey on people who 
want to help or may need help in the wake of a natural disaster or tragic 
event. 
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The center saw an uptick in charity and disaster fraud reports around the 
time of Hurricanes Rita and Katrina and after the Boston Marathon 
bombings. 
 
In 2008, scammers tried to gather banking information from Americans 
waiting to receive stimulus checks as the nation slipped into recession. 
 
Now, during the COVID 19 pandemic, scammers are working overtime 
hawking fake cures and investments schemes, selling protective equipment 
without the inventory on hand, and looking to take advantage of a more 
concentrated online presence during increased telework and distance 
learning arrangements. 
 
“Criminals and scammers go where there is opportunity,” said Gorham. 
“Right now, they are exploiting a public health emergency to steal from and 
deceive people who are vulnerable, worried, or seeking vital supplies and 
assistance.” 
 
“Those early, rudimentary scams have given way to more destructive and 
costly data breaches and network intrusions, ransomware, romance scams, 
and sophisticated financial crimes like business email compromise.” 
Donna Gregory, chief, IC3 
 

 
 
Supporting Investigations 
 
The IC3 collects and reports out its data in an annual report and educates 
the public by sending out notices about new scams or upticks in certain 
type of crimes. Its other key role is to support law enforcement. Federal, 
state, local, and tribal agencies can access the IC3’s data through a secure 
database. 



P a g e  | 19 

International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

 
“The IC3 was created to provide the public and law enforcement with 
valuable information collected and analyzed by the FBI.” Gorham stated. 
“By sharing this information, we hope to protect the American public from 
becoming victims of cyber crime and enable law enforcement to identify 
links and trends they may not otherwise be able to see.” 
 
Gregory also points to how IC3 data has helped improve the FBI’s response 
to frauds carried out online. “We were seeing victims losing a lot of money, 
mostly through cases of business e-mail compromise,” she said. “Initially 
we were able to work with financial institutions to examine wires going to 
international banks. Once we saw success in stopping some of those 
transactions, the criminals shifted to domestic accounts.” 
 
Gregory said money mules play a huge role in dividing up stolen money 
into U.S. accounts before moving it overseas. Money mules are people who 
allow criminals to use their bank accounts to launder illicit funds—either 
because they are receiving a commission for the service or because they 
trust the person asking for access to their account. 
 
“Law enforcement could not keep up as the money started moving through 
U.S. accounts,” Gregory said. “By the time they could take action, it was too 
late. So we started to look into working directly with the banks to stop the 
money flow and give law enforcement time to do the investigation.” 
 
In 2018, the FBI created the Recovery Asset Team to streamline 
communication with financial institutions and FBI field offices to halt 
fraudulent transactions faster. The team successfully recovered more than 
$300 million for victims in 2019. 
 
After 20 years with the IC3, Gregory has learned that the online 
environment will continue to change and that the criminals will adapt 
along with it. She worries about the trends she’s seeing in manipulated 
photos and videos but can never be certain where the next threat will 
emerge. The only things that are certain is that the IC3 will continue to 
evolve as well, finding new and better ways to warn and protect the public 
from cyber scams and support law enforcement as they combat the threat. 
 
To report a crime or see the IC3’s annual reports and warnings about 
current crimes, scams and frauds, visit ic3.gov. 
 
For more information on common online crimes and prevention tips, visit 
the FBI’s Common Scams and Crimes page. 
 
To read more: 
https://www.fbi.gov/news/stories/ic3-20th-anniversary-050820 

https://www.fbi.gov/news/stories/ic3-20th-anniversary-050820


P a g e  | 20 

International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

Current economic issues 
Jerome H Powell, Chair of the Board of Governors of the Federal Reserve 
System, Peterson Institute for International Economics, Washington DC. 
 

 
 

The coronavirus has left a devastating human and economic toll in its wake 
as it has spread around the globe. This is a worldwide public health crisis, 
and health-care workers have been the first responders, showing courage 
and determination and earning our lasting gratitude. So have the legions of 
other essential workers who put themselves at risk every day on our behalf. 
 
As a nation, we have temporarily withdrawn from many kinds of economic 
and social activity to help slow the spread of the virus. Some sectors of the 
economy have been effectively closed since mid-March. People have put 
their lives and livelihoods on hold, making enormous sacrifices to protect 
not just their own health and that of their loved ones, but also their 
neighbors and the broader community. While we are all affected, the 
burden has fallen most heavily on those least able to bear it. 
 
The scope and speed of this downturn are without modern precedent, 
significantly worse than any recession since World War II. We are seeing a 
severe decline in economic activity and in employment, and already the job 
gains of the past decade have been erased. Since the pandemic arrived in 
force just two months ago, more than 20 million people have lost their 
jobs.  
 
A Fed survey being released tomorrow reflects findings similar to many 
others: Among people who were working in February, almost 40 percent of 
those in households making less than $40,000 a year had lost a job in 
March. This reversal of economic fortune has caused a level of pain that is 
hard to capture in words, as lives are upended amid great uncertainty 
about the future. 
 
This downturn is different from those that came before it. Earlier in the 
post- World War II period, recessions were sometimes linked to a cycle of 
high inflation followed by Fed tightening. The lower inflation levels of 
recent decades have brought a series of long expansions, often 
accompanied by the buildup of imbalances over time-asset prices that 
reached unsupportable levels, for instance, or important sectors of the 
economy, such as housing, that boomed unsustainably. The current 
downturn is unique in that it is attributable to the virus and the steps taken 
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to limit its fallout. This time, high inflation was not a problem. There was 
no economy-threatening bubble to pop and no unsustainable boom to bust. 
The virus is the cause, not the usual suspects-something worth keeping in 
mind as we respond. 
 
Today I will briefly discuss the measures taken so far to offset the economic 
effects of the virus, and the path ahead. Governments around the world 
have responded quickly with measures to support workers who have lost 
income and businesses that have either closed or seen a sharp drop in 
activity. The response here in the United States has been particularly swift 
and forceful. 
 
To date, Congress has provided roughly $2.9 trillion in fiscal support for 
households, businesses, health-care providers, and state and local 
governments-about 14 percent of gross domestic product. While the 
coronavirus economic shock appears to be the largest on record, the fiscal 
response has also been the fastest and largest response for any postwar 
downturn. 
 
At the Fed, we have also acted with unprecedented speed and force. After 
rapidly cutting the federal funds rate to close to zero, we took a wide array 
of additional measures to facilitate the flow of credit in the economy, which 
can be grouped into four areas.  
 
First, outright purchases of Treasuries and agency mortgage-backed 
securities to restore functionality in these critical markets.  
 
Second, liquidity and funding measures, including discount window 
measures, expanded swap lines with foreign central banks, and several 
facilities with Treasury backing to support smooth functioning in money 
markets.  
 
Third, with additional backing from the Treasury, facilities to more directly 
support the flow of credit to households, businesses, and state and local 
governments.  
 
And fourth, temporary regulatory adjustments to encourage and allow 
banks to expand their balance sheets to support their household and 
business customers. 
 
The Fed takes actions such as these only in extraordinary circumstances, 
like those we face today. For example, our authority to extend credit 
directly to private nonfinancial businesses and state and local governments 
exists only in "unusual and exigent circumstances" and with the consent of 
the Secretary of the Treasury. When this crisis is behind us, we will put 
these emergency tools away. 
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While the economic response has been both timely and appropriately large, 
it may not be the final chapter, given that the path ahead is both highly 
uncertain and subject to significant downside risks.  
 
Economic forecasts are uncertain in the best of times, and today the virus 
raises a new set of questions: How quickly and sustainably will it be 
brought under control? Can new outbreaks be avoided as social-distancing 
measures lapse? How long will it take for confidence to return and normal 
spending to resume? And what will be the scope and timing of new 
therapies, testing, or a vaccine? The answers to these questions will go a 
long way toward setting the timing and pace of the economic recovery. 
Since the answers are currently unknowable, policies will need to be ready 
to address a range of possible outcomes. 
 
The overall policy response to date has provided a measure of relief and 
stability, and will provide some support to the recovery when it comes. But 
the coronavirus crisis raises longer-term concerns as well.  
 
The record shows that deeper and longer recessions can leave behind 
lasting damage to the productive capacity of the economy. Avoidable 
household and business insolvencies can weigh on growth for years to 
come. Long stretches of unemployment can damage or end workers' 
careers as their skills lose value and professional networks dry up, and 
leave families in greater debt. 
 
The loss of thousands of small- and medium-sized businesses across the 
country would destroy the life's work and family legacy of many business 
and community leaders and limit the strength of the recovery when it 
comes. These businesses are a principal source of job creation-something 
we will sorely need as people seek to return to work.  
 
A prolonged recession and weak recovery could also discourage business 
investment and expansion, further limiting the resurgence of jobs as well 
as the growth of capital stock and the pace of technological advancement. 
The result could be an extended period of low productivity growth and 
stagnant incomes. 
 
We ought to do what we can to avoid these outcomes, and that may require 
additional policy measures. At the Fed, we will continue to use our tools to 
their fullest until the crisis has passed and the economic recovery is well 
under way.  
 
Recall that the Fed has lending powers, not spending powers.  
A loan from a Fed facility can provide a bridge across temporary 
interruptions to liquidity, and those loans will help many borrowers get 
through the current crisis. But the recovery may take some time to gather 
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momentum, and the passage of time can turn liquidity problems into 
solvency problems.  
 
Additional fiscal support could be costly, but worth it if it helps avoid long-
term economic damage and leaves us with a stronger recovery. This 
tradeoff is one for our elected representatives, who wield powers of 
taxation and spending. 
 
Thank you. I look forward to our discussion.  
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Macroeconomic effects of Covid-19: an early review 
Frederic Boissay and Phurichai Rungcharoenkitkul 
 

 
- Past epidemics had long-lasting effects on economies through illness 

and the loss of lives, while Covid19 is marked by widespread 
containment measures and relatively lower fatalities among young 
people. 

 
- The short-term costs of Covid-19 will probably dwarf those of past 

epidemics, due to the unprecedented and synchronised global sudden 
stop in economic activity induced by containment measures. 

 
- The current estimated impact on global GDP growth for 2020 is around 

–4%, with substantial downside risks if containment policies are 
prolonged. Output losses are larger for major economies. 

 

The Covid-19 pandemic is not only the most serious global health crisis 
since the 1918 Great Influenza (Spanish flu), but is set to become one of the 
most economically costly pandemics in recent history.  
 
Experience with past epidemics provides some insights into the various 
channels through which economic costs could arise, in the short as well as 
longer term.  
 
At the same time, Covid-19 differs from previous episodes in several 
important ways.  
 
Notably, the globally synchronised lockdowns and trauma of financial 
markets reinforce one another into an unprecedented economic sudden 
stop.  
 
For these reasons, the Covid-19 global recession is unique.  
 
However, past epidemics can shed light on transmission channels to the 
economy, especially when stringent containment policies are not in place.  
 
This Bulletin provides an early review of empirical studies on the economic 
costs of epidemics.  
 
We first review studies on past epidemics, and then turn to the latest 
quantitative estimates of Covid-19’s impact on global growth. 
 

Gauging short-term economic impact of Covid-195  
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While no two epidemics are exactly alike, the current pandemic differs 
fundamentally from past episodes.  
 
The rapid global spread of Covid-19, aided by closer international 
integration and the possibility of transmission through carriers without 
symptoms, has led to much faster transmission than past episodes such as 
SARS.  
 
This has prompted a large-scale containment policy, put in place globally 
in an almost synchronised way, in turn leading to a global sudden stop in 
economic activity.  
 

 
 

Recent studies on the economic impact of Covid-19 face the inevitable 
challenge of dealing with rapidly changing circumstances.  
 
Earlier estimates have been overtaken by events, as large-scale stringent 
social distancing policies were introduced and the pandemic spread. 
McKibbin and Fernando (2020) is one of the earliest systematic 
studies of potential economic cost of Covid-19.  
 
Released at a time when a pandemic did not yet appear to be an imminent 
threat, roughly half of the scenarios assume the epidemic would be 
contained within China, leading to 0.3–2.2% loss in terms of global GDP.  
 
In pandemic scenarios, where fatality reaches 3% and risk premia spike 
globally, the expected loss goes up to 11%.  
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UNCTAD (2020) highlights the supply chain disruptions as a result of 
containment measures in China, noting that 20% of global trade in 
manufacturing intermediate goods originates there.  
 
They expect the European Union, the US, Japan, Korea and Taiwan to be 
most affected by supply disruptions.  
 
Meanwhile, an OECD early estimate – released shortly before the 
pandemic started to spread in the US – suggests a 1.5% loss in terms of 
global GDP in a pandemic scenario. 
 
To read more:  
https://www.bis.org/publ/bisbull07.pdf 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/publ/bisbull07.pdf
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A time for bold action 
John C Williams, President and Chief Executive Officer of the Federal 
Reserve Bank of New York, at the Economic Club of New York. 
 

 
 

Introduction  
 
Thank you for the kind introduction. Hello, from my apartment in 
Manhattan. It’s a pleasure to be able to join you today, even under these 
extraordinary circumstances.  
 
I hope that wherever you are watching, you and your loved ones are safe 
and well.  
 
The outbreak of the coronavirus and the global pandemic have created an 
unprecedented situation.  
 
Today, I want to talk about what that means for the economy and financial 
markets, and how the Federal Reserve Bank of New York, and the Federal 
Reserve System as a whole, are responding to the challenges before us.  
 
My colleagues and I are dedicated to doing everything within our power to 
support the functioning of financial markets and help put the economy on 
a strong footing once this crisis is behind us.  
 
Before I continue, let me give the Fed disclaimer that the views I express 
are mine alone and do not necessarily reflect those of the Federal Open 
Market Committee or anyone else in the Federal Reserve System.  
 
The coronavirus pandemic has created circumstances we have never 
experienced before in our lifetimes.  
 
There’s hardly a community in the world that remains unaffected.  
 
I want to emphasize that this is first and foremost a public health crisis, 
and a human tragedy.  
It’s our doctors, nurses, and healthcare professionals who are on the front 
lines, fighting this disease and caring for those who are suffering. We owe 
them a great debt of gratitude.  
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My sincere thanks is also with the grocery store workers, those in law 
enforcement and transportation, and everyone who continues to carry out 
essential work each day.  
 

The Scale of the Challenge  
 
The necessary actions taken to slow and contain the spread of the 
coronavirus are not only changing how we live our lives, but are also having 
a profound effect on the economy and financial markets, both here and 
abroad.  
 
Although many people have drawn comparisons with the financial crisis of 
2008, the current turmoil is fundamentally different from recessions of the 
past.  
 
The challenges before us do not stem from vulnerabilities at banks or the 
bursting of a bubble—I can only liken them to a natural disaster of global 
proportions.  
 
If we look back to February, the American economy was strong, with 
unemployment at historical lows. But, now, social distancing and other 
restrictions imposed in response to the pandemic are causing severe, rapid 
declines in jobs and income.  
 
Unprecedented numbers have filed for unemployment insurance in the 
past several weeks alone, and we know that more economic pain is still to 
come.  
 
The reality is that the full scale of the economic consequences is still 
unknown.  
 
The economic distress and the extraordinary uncertainty about the future 
course of the pandemic have set off a tidal wave of flows of money away 
from riskier investments to the safety of cash.  
 
This sudden shift led to an evaporation of liquidity and breakdowns in the 
functioning of key financial markets.  
 
This includes the market for U.S. Treasury securities, the cornerstone of 
the global financial system.  
 
These developments, if left unchecked, threaten to starve our economy of 
the credit that it badly needs during this difficult time.  
 

The Response  
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Last month, as the risks posed by the coronavirus became increasingly 
apparent, the Federal Reserve took swift and decisive action to support the 
economy and stabilize financial markets.  
 
In two unscheduled meetings in the first half of March, the Federal Open 
Market Committee (FOMC) quickly brought the target range for the federal 
funds rate to near zero.  
 
The FOMC also signaled that it expects to keep interest rates at this level 
until it is confident that the economy has weathered recent events and is on 
track to achieve the Fed’s maximum employment and price stability goals.  
 
These monetary policy actions serve two purposes.  
 
First, low interest rates make it easier for households and businesses to 
meet their borrowing needs during this time of economic stress.  
 
Second, they foster broader financial conditions that will help promote the 
rebound in spending and investment needed to return the economy to full 
strength. 
 
To read more:  
https://www.bis.org/review/r200417a.pdf 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/review/r200417a.pdf
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Learning the value of resilience and technology: the global 
financial system after Covid-19 
Benoît Cœuré, Head of the Bank for International Settlements Innovation 
Hub, at the Reinventing Bretton Woods Committee - Chamber of Digital 
Commerce webinar on "The world economy transformed". 
 

 
 

Thank you for inviting me to speak at this webinar. I will not venture to 
describe the world after Covid-19. I don't know how this crisis will unfold 
nor when it will end. The shockwaves it sends across the global economy 
are just starting to be felt in the emerging and developing world - and they 
will spill back to us.  
 
I would only like to suggest that two themes will shape the conversation on 
the "day after Covid-19": resilience and technology. Let me elaborate on 
what it means for international finance.  
 

1. The value of resilience in international finance 
 
The global financial system has withstood the Covid-19 shock better than 
the Great Financial Crisis. This success owes much to central banks bold 
action. With hindsight, it also owes a lot to action taken by regulators in the 
decade after the G20 Pittsburgh Summit. 
 
Spurred by regulators, banks have built capital and liquidity buffers, 
improved risk management practices and internalised the social cost of 
risk-taking.  
 
As a result of these efforts, they were much better prepared to cope with a 
major shock in 2020 than they were in 2008. They can use buffers which 
were simply not there at the time.  
 
But despite progress made by macro prudential policy, we have been less 
good at making the global financial system more resilient as an 
interconnected system. We knew it before Covid-19 and the crisis has 
confirmed it. 
Market-based finance is a well-identified gap in our macroprudential 
framework. We lack instruments to curb procyclicality in non-bank 
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lending. In recent years, asset managers and funds have filled the gap left 
by the retrenchment of large systemic banks.  
 
Today, in the face of outflows, they may be forced to sell assets and amplify 
price adjustment.  
 
Worse, the first weeks of the Covid-19 crisis have uncovered the fragility of 
the price discovery mechanism in large swathes of our capital markets. 
Market liquidity has deteriorated faster and more broadly than in the Great 
Financial Crisis - when money markets had been the most affected.  
 
Major funding markets have been strained in advanced economies. And 
strains are spreading fast to emerging markets, exacerbated by their 
uneven access to short-term dollar funding. 
 
As a result, in the past few weeks, not only had central banks to address 
aggregate demand shortage, as they traditionally do, but they had to 
perform laser surgery on a number of market segments to make them 
functional again, crossing into unchartered territory. 
 
The jury is still out yet as to whether combined central bank and 
government intervention will be enough to avoid the liquidity crisis 
morphing into a solvency one - which would raise a host of new issues. 
 
While it is too early to start the post-mortem, there are already lessons for 
central banks and regulators in the post-Covid-19 world. 
 
Efforts to make the global financial system more resilient should not be 
dialled back, and if anything, they should be increased.  
 
Flexibility embedded in rules can be fully used but the rulebook itself 
should be protected and public support should come with conditions, such 
as restrictions on dividends and bonuses. 
 
And we should renew the impulse to improve the resilience of market-
based finance. 
 
 We should complete the global financial safety net as a matter of urgency, 
focussing on the smallest and most vulnerable economies. 
 
The extension of the global foreign currency swap and repo network is an 
important step to address dollar funding needs, but it doesn't benefit all. I 
see lots of merits in the proposal of a new allocation of IMF Special 
Drawing Rights: by providing liquidity to all IMF members, large and 
small, it would "get in all the cracks" of the global financial system. 
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2. The value of technology 
 
The crisis has exposed the value of technologies which enable the economy 
to operate at arm's length and partially overcome social distancing.  
 
Such drastic changes in work and consumption patterns, such as the 
dramatic shift to online shopping, will have a lasting impact on economic 
relationships.  
 
The payment industry immediately comes to mind. Payments have been at 
the forefront of technological change recently. A rapid shift towards digital 
payments can improve cost, transparency and convenience for billions of 
consumers.  
 
International cooperation is needed to support technological capacity in 
developing economies, ensure interoperability between national systems, 
enhance cross-border payments and remittances, and support financial 
inclusion - in short, to avoid spatial and social fragmentation. 
 
 The Financial Stability Board (FSB) and Committee on Payments and 
Market Infrastructures (CPMI) action plan on cross-border payments, 
which was released last week, comes timely, as well as the FSB consultative 
report on the regulatory implications of stablecoins.  
 
The current discussion on central bank digital currency also comes into 
sharper focus. Whether Covid-19 will accelerate the demise of cash is an 
open question. But already, it highlights the value of having access to 
diverse means of payments, and the need for any means of payments to be 
resilient against a broad range of threats. 
 
Covid-19 will accelerate the digital transition beyond payments. Will 
customers find their way back to banking branches when lockdowns are 
lifted and economies restart? Will this accelerate the shift towards virtual 
banking?  
 
In the next months and years, the BIS Innovation Hub will remain busy 
scanning technological trends in finance and their consequences for central 
banks and financial regulators, based on practical projects.  
 
Issues such as tokenisation, open banking, and using technology to  
support regulatory and supervisory compliance ("regtech" and "suptech") 
are high on our agenda.  
Let me conclude by coming back to today's urgency. 
 
Technology can help mitigate the economic and social impact of the Covid-
19 crisis.  



P a g e  | 33 

International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

The debate is raging on how technology can help track the virus spread, 
enforce quarantines and administer remote consultations - and on which 
safeguards are needed to protect privacy.  
 
Technology can also help mitigate the economic cost of lockdowns and 
avoid irreversible damage to the social fabric.  
 
The most vulnerable in our societies are less likely to be reached by 
traditional support measures.  
 
This is particularly the case in economies where direct tax infrastructures 
are less developed and the informal economy is pervasive.  
 
Digital payments can enable governments to provide emergency support to 
households and small businesses affected by the virus. They can help 
"pump the rescue funds down the last mile".  
 
Jurisdictions which have established retail payment and identity rails are 
already leveraging them to enhance their crisis response. As noted by the 
World Bank, the ID-linked basic account in Chile, Cuenta Rut, will allow 2 
million vulnerable Chileans to benefit from Covid-related support already 
this month.  
 
International coordination is key, for example to keep remittances flowing, 
as those normally sending them are disproportionately affected by the 
crisis. 
 
For those jurisdictions which haven't established digital infrastructures, it 
is not too late to do so. Recent guidance by the CPMI and World Bank 
helps them design the right strategies to advance financial inclusion 
through innovation in payments. 
 
 Learning the right lessons from this crisis is not enough - there is still time 
to act. Thank you. 
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NIST and OSTP Launch Effort to Improve Search Engines for 
COVID-19 Research 
 

 
 

The U.S. Department of Commerce’s National Institute of Standards and 
Technology (NIST) and the White House Office of Science and Technology 
Policy (OSTP) launched a joint effort to support the development of search 
engines for research that will help in the fight against COVID-19.  
 
The project was developed in response to the March 16 White House Call to 
Action to the Tech Community on New Machine Readable COVID-19 
Dataset. It can be found at: https://www.whitehouse.gov/briefings-
statements/call-action-tech-community-new-machine-readable-covid-19-
dataset/ 
 
“Our nation’s scientific enterprise is mobilized to defeat the invisible 
enemy that is COVID-19,” said Secretary of Commerce Wilbur Ross. “Our 
scientists — and the businesses and institutions that provide them with 
advanced digital research technologies — are to be commended for their 
unwavering dedication to finding a cure for this insidious disease.” 
 
“AI experts worldwide are responding to the White House’s call to action, 
developing approaches that help scientists gain insights from thousands of 
articles of COVID-19 scholarly literature,” said Michael Kratsios, U.S. chief 
technology officer.  
 
“The TREC-COVID program expands upon these efforts by creating 
powerful and accurate search engines that extract knowledge from this 
literature, tailored to the needs of the health-care and medical research 
communities. We thank NIST for this valuable contribution as part of the 
Trump administration’s whole-of-America response to the coronavirus.” 
 
In this effort, NIST will work initially with the Allen Institute for Artificial 
Intelligence, the National Library of Medicine, Oregon Health & Science 
University (OHSU), and the University of Texas Health Science Center at 
Houston (UT Health).  
 
The team will apply the successful, long-running program of expert 
engagement and technology assessment called the Text Retrieval 
Conference, or TREC, to the COVID-19 Open Research Dataset (CORD-19), 
a resource of more than 44,000 research articles and related data about 
COVID-19 and the coronavirus family of viruses.  
The TREC-COVID program goals include creating datasets and using an 
independent assessment process that will help search engine developers to 

https://www.whitehouse.gov/briefings-statements/call-action-tech-community-new-machine-readable-covid-19-dataset/
https://www.whitehouse.gov/briefings-statements/call-action-tech-community-new-machine-readable-covid-19-dataset/
https://www.whitehouse.gov/briefings-statements/call-action-tech-community-new-machine-readable-covid-19-dataset/
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evaluate and optimize their systems in meeting the needs of the research 
and health-care communities. 
 
“The TREC program has provided an effective way to evaluate and advance 
search engine technologies since 1992, and has led directly to the powerful 
search capabilities and internet-based efficiencies we now often take for 
granted,” said Under Secretary of Commerce for Standards and Technology 
and NIST Director Walter G. Copan.  
 
“We are pleased to apply this infrastructure to the challenge of working 
with massive amounts of data to help researchers better understand and 
ultimately to combat this deadly novel coronavirus and related threats.” 
 
The team will first release a series of sample queries for the biomedical 
research community, developed by team members at the National Library 
of Medicine, OHSU and UT Health.  
 
Registered participants in TREC-COVID will use their information 
retrieval and search systems to run the queries against the CORD-19 
document set and return their results to NIST.  
 
Biomedical experts will then review test results, including document 
relevance rankings, to assess the overall performance of the retrieval 
systems.  
 
Using proven TREC protocols, NIST will score the submissions and post 
the scores, the retrieval results themselves, and the lists of key reference 
documents to the TREC-COVID website.  
 
These “test collections” can then be used by information retrieval 
researchers to evaluate and enhance the performance of their own search 
engines.  
 
This effort is intended to help researchers understand how search systems 
could best support medical researchers when available information is 
developing quickly, as in the current pandemic. 
 
The Allen Institute for Artificial Intelligence has been releasing an 
expanded CORD-19 document set each Friday to capture the most recent 
articles on COVID-19 and related coronaviruses.  
 
Later rounds of TREC-COVID will use the larger releases of CORD-19 and 
expanded query sets.  
Participants will have one week to submit their search results, and within 
about a week NIST will post results, with an expected spacing of about two 
weeks between each new dataset round being released.  
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The team initially anticipates conducting five consecutive rounds of search 
system assessments. 
 
Interested organizations are invited to register to participate in the TREC-
COVID program on the NIST website. 
 
NIST promotes U.S. innovation and industrial competitiveness by 
advancing measurement science, standards and technology in ways that 
enhance economic security and improve our quality of life.  
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PCAOB Posts Request for Comment, Seeks Stakeholder Input on 
Critical Audit Matters 
 

 
 

The PCAOB today posted to its website a Request for Comment from the 
Office of Economic and Risk Analysis, which seeks input from audit firms, 
preparers, audit committees, investors, and other financial statement users 
to inform our interim analysis of the Critical Audit Matter (CAM) 
requirements. 
 
We are committed to fulfilling the expectation set out for us by the U.S. 
Securities and Exchange Commission to complete this interim analysis 
before the second phase of CAM implementation begins, and we are also 
mindful of the many challenges related to COVID-19 that our stakeholders 
are dealing with at this time. To provide additional time for interested 
parties to share feedback with us, we extended the comment period from 
30 to 60 days. 
 
Additional information on our interim analysis and specific questions for 
consideration are detailed in the Request for Comment – you may visit: 
https://pcaobus.org/EconomicAndRiskAnalysis/pir/Documents/RFC-
Interim-Analysis-CAM-Requirements.pdf 
 

 

 
 
 

https://pcaobus.org/EconomicAndRiskAnalysis/pir/Documents/RFC-Interim-Analysis-CAM-Requirements.pdf
https://pcaobus.org/EconomicAndRiskAnalysis/pir/Documents/RFC-Interim-Analysis-CAM-Requirements.pdf
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We encourage commenters to provide data, evidence, and/or specific 
examples in support of their comments. 
 
All comments should refer to Interim Analysis No. 2020-01, Critical Audit 
Matter Requirements, on the subject or reference line and should be 
submitted no later than June 15, 2020. Please note that comments will be 
posted to the PCAOB website. 
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Statement on principles to mitigate the impact of 
Coronavirus/COVID-19 on the occupational pensions sector 
 

 
 

1. The European Insurance and Occupational Pensions Authority (EIOPA) 
has been closely monitoring the coronavirus/COVID-19 developments in 
relation to the occupational pensions sector.  
 
As long-term investors Institutions for Occupational Retirement Provision 
(IORPs) can play a stabilising role in current volatile markets. 
 
2. Occupational pension systems across Europe are very diverse. The IORP 
II Directive sets minimum prudential rules for IORPs in the EU and, in 
consequence, prudential regulation varies considerably between Member 
States.  
 
In addition, occupational pension arrangements depend on national social 
and labour law, resulting in differences in the extent to which risks are 
borne by members and beneficiaries, the IORP itself, sponsors and pension 
protection schemes. 
 
3. Recognising this diversity, considering the current coronavirus / 
COVID-19 situation, and to mitigate the impact on IORPs and their 
members and beneficiaries, as well as to avoid pro-cyclical effects on the 
real economy and financial system, EIOPA expects national competent 
authorities (NCAs) to adhere to the following principles using a risk-based 
and proportionate approach. 
 

Business continuity and operational risks 
 
4. NCAs should ensure that IORPs prioritise the continuity of key 
operational activities, including outsourced ones, like the timely 
investment of contributions, the management and safekeeping of assets, 
the timely and accurate payment of retirement benefits and service 
continuity towards members and beneficiaries.  
 
NCAs should allow IORPs flexibility in the collection of contributions from 
employers facing liquidity pressures, also in anticipation of envisaged wage 
support measures. 
 
5. NCAs should expect IORPs to carefully consider and effectively manage 
the increased risk exposure to fraud, other criminal activity, cyber security 
and data protection due to the disruption of society and, in particular, staff 
working remotely.   
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6. To accommodate IORPs’ focus on key operational activities, NCAs 
should be flexible with respect to deadlines for publication of documents 
and data considered less urgent given the current circumstances as well as 
in respect of national reporting requirements.  
 
The timings for the provision of occupational pensions information to 
EIOPA are extended by two weeks for the information regarding the first 
quarter of 2020 and by eight weeks for the information regarding annual 
reporting with reference to the year-end 2019. 
 

Liquidity position 
 
7. NCAs should monitor the liquidity position of IORPs carefully and 
proportionately. IORPs may face significant liquidity pressures due to: 
 
- delayed or missing contributions from employers and employees; 
 
- the potential need to cover cash margin calls on derivative hedging 

positions; 
 
- any moratorium on payments on loans and mortgages; 
 
- expected declines in dividend payments on IORPs’ equity holdings; 
 
- difficulties in selling assets under current market circumstances.    
 

Funding situation and pro-cyclicality 
 
8. NCAs should closely monitor the impact of financial market 
developments on the financial position of IORPs providing defined benefit 
(DB) schemes and their compliance with national funding requirements.   
 
9. In their supervisory responses, NCAs should seek to find an appropriate 
balance between the primary goal of safeguarding the long-term interests 
of members and beneficiaries and the aim of avoiding short-term pro-
cyclical impacts on the real economy, most notably sponsoring employers, 
and the wider financial system.  
 

Protection of members and beneficiaries 
 
10. NCAs, where relevant in collaboration with the national legislator, 
should encourage flexibility to safeguard members' pension rights and, 
particularly in defined contribution (DC) schemes, allow plan members to 
choose delayed application of lump sum payments or of mandatory 
annuitisation. 
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Communication 
 
11. NCAs should expect IORPs to communicate to sponsors, members and 
beneficiaries in a balanced way on the impact of the coronavirus/COVID-
19 developments on the IORP’s service continuity and, as the financial and 
economic impact of the COVID-19 starts to become clearer, on the impact 
on (future) retirement income of members and beneficiaries.  
 
In particular in DC schemes, IORPs’ communications should aim to 
discourage potential short-term decisions by plan members that may 
jeopardise long-term pension outcomes. 
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SEC Awards Over $27 Million to Whistleblower 
Amounts Awarded to Whistleblowers by SEC Now Exceed $400 Million 
 

 
 

The Securities and Exchange Commission has announced an award of 
more than $27 million to a whistleblower who alerted the agency to 
misconduct occurring, in part, overseas.  
 
After providing the tip to the Commission, the whistleblower provided 
critical investigative leads that advanced the investigation and saved 
significant Commission resources.  
 
“This award marks several milestones for the program,” said Jane Norberg, 
Chief of the SEC’s Office of the Whistleblower.  
 
“This is the largest whistleblower award announced by the Commission 
this year, and the sixth largest award overall since the inception of the 
program.  
 
This award also brings the total amount awarded to whistleblowers by the 
SEC over the $400 million mark.”   
 
The SEC has awarded approximately $425 million to 79 individuals since 
issuing its first award in 2012.  
 
All payments are made out of an investor protection fund established by 
Congress that is financed entirely through monetary sanctions paid to the 
SEC by securities law violators.  
 
No money has been taken or withheld from harmed investors to pay 
whistleblower awards.  
 
Whistleblowers may be eligible for an award when they voluntarily provide 
the SEC with original, timely, and credible information that leads to a 
successful enforcement action.  
 
Whistleblower awards can range from 10 percent to 30 percent of the 
money collected when the monetary sanctions exceed $1 million. 
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As set forth in the Dodd-Frank Act, the SEC protects the confidentiality of 
whistleblowers and does not disclose information that could reveal a 
whistleblower’s identity. 
 
For more information about the whistleblower program and how to report 
a tip, visit www.sec.gov/whistleblower 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.sec.gov/whistleblower
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FBI Warns of Advance Fee and BEC Schemes Related to 
Procurement of PPE and Other Supplies During COVID-19 
Pandemic 
 

 
 

The Federal Bureau of Investigation is providing this industry alert to warn 
government and health care industry buyers of rapidly emerging fraud 
trends related to procurement of personal protective equipment (PPE), 
medical equipment such as ventilators, and other supplies or equipment in 
short supply during the current COVID-19 pandemic. 
 
The FBI recently became aware of multiple incidents in which state 
government agencies, attempting to procure such equipment, wire 
transferred funds to fraudulent brokers and sellers in advance of receiving 
the items.  
 
The brokers and sellers included both domestic and foreign entities.  
 
In one case, an individual claimed to represent an entity with which the 
purchasing agency had an existing business relationship.  
 
By the time the purchasing agencies became suspicious of the transactions, 
much of the funds had been transferred outside the reach of U.S. law 
enforcement and were unrecoverable. 
 
The current environment, in which demand for PPE and certain medical 
equipment far outstrips supply, is ripe for fraudulent actors perpetrating 
advance fee and business email compromise (BEC) schemes, such as those 
described above. 
 
In advance fee schemes related to procurement, a victim pre-pays (partially 
or in full) a purported seller or a broker for a good or service and then 
receives little or nothing in return. 
 
BEC schemes often involve the spoofing of a legitimate known email 
address or use of a nearly identical email address to communicate with a 
victim to redirect legitimate payments to a bank account controlled by 
fraudsters.  
 
A variation on BEC schemes can involve similar social engineering 
techniques via phone call. 
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Risk Factors 
 
While pre-payment is more common in the current environment, it 
substantially increases the risk of a buyer being defrauded and eliminates 
most potential recourse. The following indicators are warning signs that an 
offer to sell items may not be legitimate: 
 
- A seller or broker initiates the contact with the buyer, especially from a 

difficult to verify channel such as telephone or personal email. 
 
- The seller or broker is not an entity with which the buyer has an 

existing business relationship, or the buyer’s existing business 
relationships are a matter of public record. 

 
- The seller or broker cannot clearly explain the origin of the items or 

how they are available given current demand. 
 
- The potential buyer cannot verify with the product manufacturer that 

the seller is a legitimate distributor or vendor of the product, or 
otherwise verify the supply chain is legitimate. 

 
- Unexplained urgency to transfer funds or a last minute change in 

previously-established wiring instructions. 
 

Mitigation Recommendations 
 
The FBI recommends that buyers consider the following recommendations 
to protect their companies or agencies: 
 
- If the seller claims to represent an entity with an existing relationship 

to the buyer, verify claims through a known contact—do not contact the 
vendor through information provided in an email or phone 
communication. 

 
- If possible, have a trusted independent party verify the items for sale 

are physically present and of the promised make, model, and quality, 
and take delivery immediately upon payment. 

 
- If immediate delivery is impossible, route payments to a domestic 

escrow account to be released to the seller upon receipt of the promised 
items. 

 

- Verify with the manufacturer or verified distributor that the seller is a 
legitimate distributor or vendor for the items being offered. 
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- Be skeptical of last minute changes in wiring instructions or recipient 
account information—do not re-route payments without independently 
verifying the direction came from an authorized party. 

 
- Verify the email address used to send emails, especially when using a 

mobile or handheld device, by ensuring the sender’s email address 
appears to match who it is coming from. 

 
If you think your company or agency is the victim of a fraud scheme related 
to COVID-19 immediately contact the FBI’s Internet Crime Complaint 
Center at ic3.gov. 
 
For accurate and up-to-date information about COVID-19, you may visit: 
 
coronavirus.gov 
cdc.gov/coronavirus 
usa.gov/coronavirus 
fbi.gov/coronavirus 
justice.gov/coronavirus 
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The Federal Communications Commission (FCC) made 
significant progress, but needs to address remaining 
control deficiencies and improve its program 
 

 
 

Established by the Communications Act of 1934, FCC regulates interstate 
and international communications by radio, television, wire, satellite, and 
cable in all 50 states, the District of Columbia, and U.S. territories. 
 
FCC is responsible for, among other things, making available nationwide 
worldwide wire and radio communication service.  
 

 
 

More recently, it has been responsible for promoting competition and 
reducing regulation of the telecommunications industry in order to secure 
lower prices and higher quality services for consumers. 
 
FCC’s functions include: 
 
• issuing licenses for broadcast television and radio; 
 
• overseeing licensing, enforcement, and regulatory functions of carriers of 
cellular phones and other personal communication services; 
 
• regulating the use of radio spectrum and conducting auctions of licenses 
for spectrum; 
 
• investigating complaints and taking enforcement actions if it finds that 
there have been violations of the various communications laws and 
commission rules that are designed to protect consumers; 
 
• addressing issues related to public safety, homeland security, emergency 
management, and preparedness; 
 
• educating and informing consumers about communications goods and 
services; and 
 
• reviewing mergers of companies holding FCC-issued licenses. 
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The report: 
 https://www.gao.gov/assets/710/705514.pdf 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.gao.gov/assets/710/705514.pdf
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BIS global liquidity indicators at end-December 2019 
 

 
 

• US dollar credit to non-bank borrowers outside the United States grew by 
6% in 2019, to reach $12.2 trillion at end-2019. 
 
• The annual growth rate of euro-denominated credit outside the euro area 
slowed to 6%, while that of yen-denominated credit outside Japan turned 
negative (–1%). 
 
• In 2019, euro-denominated credit overtook US dollar-denominated credit 
as the largest stock of foreign currency credit to emerging Europe. 
 
• The debt securities share in US dollar credit outside the United States has 
risen considerably over the past decade across a number of major 
borrowing regions. 
 

 
 

US dollar-denominated credit to non-banks outside the United States grew 
by 6% during 2019 (Graph 1, red line).  
 
This brought the outstanding amount of USD denominated credit outside 
the United States to $12.2 trillion as of end-2019.  
 
Growth in euro-denominated credit to non-banks outside the euro area 
(blue line) slowed to 6% year on year (yoy), reaching €3.4 trillion 
(equivalent to $3.8 trillion).  
 
Credit denominated in Japanese yen to non-banks outside Japan 
contracted at 1% yoy (yellow line).  
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Bank loans were the main driver of the deceleration observed for both 
currencies. US dollar-denominated credit to non-banks in emerging 
market and developing economies (EMDEs) grew by 5% during 2019. 
Euro-denominated credit to those borrowers expanded at an even faster 
clip (10% yoy).  
 
It has consistently expanded more rapidly than USD credit for more than 
five years. Nevertheless, the outstanding stock of euro-denominated credit 
to EMDEs (€763 billion, equivalent to $857 billion) was still considerably 
smaller than its US dollar counterpart ($3.9 trillion).  
 
US dollar-denominated credit expanded in all but one EMDE region during 
2019. Credit to Africa and the Middle East, which has been growing at 
double-digit rates since mid-2015, rose by 14% in 2019.  
 
Credit to emerging Asia-Pacific and Latin America also expanded, by 4% 
and 3%, respectively, during 2019. 
 

To read more:  

https://www.bis.org/statistics/gli2004.pdf 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/statistics/gli2004.pdf
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The legal implications of malicious exploitation of social media 
Published by the NATO Strategic Communications Centre of Excellence 
 

 
 

The growing use of digital media is a well-observed phenomenon, with 
90% of adults regularly accessing the Internet, and youth use averaging at 
least six hours a day. 
 
Together with the increasing digitalization of private and public sector 
models, digital space is creating a parallel space of social activity. 
 
This activity functions in a decentralized structure and across a variety of 
Websites and platforms, each under its own legal regimes and 
stakeholders. 
 
Information flows are filtered through a few ‘points of control,’ directly 
impacting interaction between individuals, sovereigns, and other entities.  
 
Through popular use, social media and video platforms are becoming 
especially important gatekeepers. Such platforms have morphed into 
concentrated arenas for public discourse and attention.  
 
While this brings many benefits, it also presents a gamut of new digital 
manipulation threats which necessitate governance.  
 
For example, the difficulty of authentication has given rise to the use of 
troll and cyborg entities capable of increasingly authentic proliferation of 
disinformation narratives.  
 
Traditional hacking tools resulting in impersonation capacity are further 
benefiting from advances in image and sound manipulation software 
capable of ‘deepfaking’ individuals.  
 
These tools are being amalgamated by states and non-states to engage in 
massive social media manipulation and social engineering campaigns. 
 
Concurrently, new over- and underground markets have sprawled to 
collect and broker internet user data, expediting access to information that 
can be used for the purpose of manipulation.  
The initial difficulty with managing the transnational digital domain is only 
reinforced by the proprietary nature of social media entities.  
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This has made regulating against the malicious use of digital space a 
complex matter, interweaving several types of stakeholders.  
 
While from a legal standpoint, activity on the Internet is generally not 
differentiated from activity offline, its digital character necessitates a 
different approach.  
 
The aim of this report is to outline the types of legal frameworks that have 
been set up by sovereigns to maneuver through and against the malicious 
use of social media networks, comment on the challenges faced, and 
identify policy trajectories.  
 
Focus is placed on the German Network Enforcement law (NetzDG) as the 
prototypical archetype for a comprehensive and binding regime for social 
media intermediaries.  
 
Through a transatlantic comparison with other jurisdictions and courts, 
the legal tendencies of the malicious use of digital space are outlined, and 
recommendations are provided for the path forward. 
 
To read more: https://www.stratcomcoe.org/legal-implications-malicious-
exploitation-social-media 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.stratcomcoe.org/legal-implications-malicious-exploitation-social-media
https://www.stratcomcoe.org/legal-implications-malicious-exploitation-social-media
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IFC Report - Computing platforms for big data analytics and 
artificial intelligence 
 

 
 

Public authorities, and central banks in particular, are increasingly 
realising the potential of big data sets and analytics – with the development 
of artificial intelligence (AI) and machine learning (ML) techniques – to 
provide new, complementary statistical information (Hammer et al 
(2017)).  
 
Yet the question remains: how should institutions organise themselves to 
benefit the most from these opportunities?  
 
Two areas appear particularly important for central banks.  
 
The first is how to organise their statistical information in relation to their 
IT infrastructure.  
 
The second is to think strategically as to how to use appropriate techniques 
to further process and analyse the new information collected.  
 
Like many national statistical offices (NSOs) and international 
organisations, central banks have already launched numerous initiatives to 
explore these issues and exchange on their experience, in particular 
through the cooperative activities organised by the Irving Fisher 
Committee on Central Bank Statistics (IFC) of the Bank for International 
Settlements (BIS).  
 
The BIS itself has developed its new medium-term strategy, Innovation BIS 
2025, which relies on important investment in next generation technology 
to build a resilient and future-ready digital workplace for the organisation 
(BIS (2019)).  
 
A key feature of these various initiatives is that many central banks are 
currently setting up, or envisaging implementing, big data platforms to 
facilitate the storage and processing of very large data sets.  
 
They are also developing high-performance computing (HPC) 
infrastructure that enables faster processing, in-depth statistical analysis 
and complex data simulations.  
 
However, these initiatives face important organisational challenges, as 
central banks trade off factors such as technology trends, system 
complexity, cost, performance, reliability, operating model and security.  
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In view of this experience, it is essential to carefully assess the options 
available before selecting a technology and architecture to set up big data / 
HPC platforms.  
 
Among the various issues to be considered, attention should primarily 
focus on the hardware selection, the choice between proprietary and open 
source technology, the decision to develop the solution in-house or in the 
cloud, and the type of information to be handled.  
 
Once the main options are selected, the actual implementation of the 
related technologies is often a long and multiform journey.  
 
From a project development perspective, success will depend on the 
approach for conducting the project, the types of workload to be supported, 
the data architecture envisaged and the use of software development best 
practices.  
 
Having a broader, institution-level perspective is also key, so as to 
adequately take into account the full range of business requirements as 
well as resources and security constraints.  
 
It may therefore be recommended to develop a comprehensive information 
strategy for the institution, with a high-level roadmap for the adoption of 
continuously changing technologies to manage data and respond to users’ 
needs.  
 
Last but not least, knowledge-sharing can be instrumental, and can be 
facilitated by the cooperative activities promoted by the BIS and the IFC. 
 
To read more: 
https://www.bis.org/ifc/publ/ifc_report_computing_2004.pdf 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/ifc/publ/ifc_report_computing_2004.pdf
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Disclaimer 
 
The Association tries to enhance public access to information about risk 
and compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are 
brought to our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any particular individual or entity; 
 
- should not be relied on in the particular context of enforcement or 
similar regulatory action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has 
no control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you 
should always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might 
decide to take on the same matters if developments, including Court 
rulings, were to lead it to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on 
the matters at issue. 
 
Please note that it cannot be guaranteed that these information and 
documents exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors. However, 
some data or information may have been created or structured in files or 
formats that are not error-free and we cannot guarantee that our service 
will not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility with regard to such problems 
incurred as a result of using this site or any linked external sites.  
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International Association of Hedge Funds Professionals (IAHFP) 
 

 
 

At every stage of your career, our community provides training, 
certification programs, resources, updates, networking and services you 
can use. 
 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member. 
You may visit:  
https://www.hedge-funds-association.com/HowToBecomeMember.html 
 
2. Monthly Updates – Visit the Reading Room of the association at: 
https://www.hedge-funds-association.com/Reading_Room.htm 
 
3. Training and Certification – You may visit:  
https://www.hedge-funds-
association.com/Distance_Learning_and_Certification.htm 
 
 
 
 

https://www.hedge-funds-association.com/HowToBecomeMember.html
https://www.hedge-funds-association.com/Reading_Room.htm
https://www.hedge-funds-association.com/Distance_Learning_and_Certification.htm
https://www.hedge-funds-association.com/Distance_Learning_and_Certification.htm

