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Hedge Funds News, May 2018 
Dear members and friends,  
 
We will start with the Financial Stability Board’s “Global 
Shadow Banking Monitoring Report 2017”. 

 
Non-bank financing provides a valuable alternative to bank 
financing and helps support real economic activity.  
 
For many firms and households, it is also a welcome source of 
diversification of credit supply, and provides healthy competition for 
banks.  
 
However, if nonbank financing involves bank-like activities, such as 
transforming maturity/liquidity and creating leverage, it can become a 
source of systemic risk, both directly and through its interconnectedness 
with the banking system.  
 
Since 2011, the Financial Stability Board (FSB) has been conducting an 
annual monitoring exercise to assess global trends and risks in the 
shadow banking system. 
 
This Report presents the results of the FSB’s seventh annual monitoring 
exercise. It covers data up to end-2016 from 29 jurisdictions, including 
Luxembourg for the first time, which together represent over 80% of global 
GDP. 
 
This Report also includes, for the first time, a classification of non-bank 
financial entities in China into the FSB’s narrow measure of shadow 
banking.  
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This assessment was conducted on a conservative basis and may be further 
refined as more granular data become available and in light of further 
analysis. 
 
As in previous monitoring exercises, this Report compares the size and 
trends of financial sectors across jurisdictions based primarily on sector 
balance sheet data.  
 
It then narrows the focus to those parts of non-bank credit intermediation 
that may pose financial stability risks (hereafter the “narrow measure of 
shadow banking” or “narrow measure”), based on the FSB’s methodology. 
 
Depending on the context, two samples are presented in this Report.  
The first sample is comprised of 21 individual non-euro area jurisdictions 
and the euro area as a whole.  
 
For more detailed assessment using granular data, the second sample is 
comprised of 29 reporting jurisdictions.  
 

 
 
To read more: http://www.fsb.org/wp-content/uploads/P050318-1.pdf 

http://www.fsb.org/wp-content/uploads/P050318-1.pdf
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The Basel Committee urges full, timely and consistent 
implementation of Basel III post-crisis reforms 
 

 
 
The Basel Committee on Banking Supervision (BCBS) has issued the 
Fourteenth progress report on adoption of the Basel regulatory framework. 
 
The report sets out the adoption status of Basel III standards for each 
BCBS member jurisdiction as of end-March 2018.  
 
It includes for the first time the finalised Basel III post-crisis reforms 
published by the Committee in December 2017. These recent reforms will 
take effect from 1 January 2022. 
 
As noted by the Committee's oversight body, the Group of Central Bank 
Governors and Heads of Supervision (GHOS), the Committee expects full, 
timely and consistent implementation of Basel III post-crisis reforms by 
member jurisdictions. 
 
Since the last report published in October 2017, member jurisdictions have 
made further progress in implementing standards. Notably, the report 
shows that: 
 
- the leverage ratio, based on the existing exposure definition, is now in 

force in most member jurisdictions  
 

- 24 member jurisdictions have issued draft or final rules for the Net 
Stable Funding Ratio (NSFR)  

 

- 19 member jurisdictions have issued draft of final rules for the revised 
securitisation framework  

 
However, the report also shows that: 
 
- limited progress has been made in the implementation of some 

technical standards whose implementation deadlines passed in 2017. 
These include the standardised approach for measuring counterparty 
credit risk exposures, and the capital requirements for bank exposures 
to central counterparties and for equity investments in funds.  
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- member jurisdictions continue to work towards implementing Basel III 
standards that have an implementation deadline within the next 12 
months. These include the supervisory framework for measuring and 
controlling large exposures (LEX), the standard for interest rate risk in 
the banking book (IRRBB) and the requirements for total loss-
absorbing capacity (TLAC).  

 
The Committee urges member jurisdictions to strive for full, timely and 
consistent implementation of Basel III post-crisis reforms, and will keep 
monitoring closely the implementation of these reforms.  
 

 
 

 
 

Fourteenth progress report on adoption of the Basel regulatory 
framework, April 2018 
 
This report sets out the adoption status of Basel III standards for each 
Basel Committee on Banking Supervision (BCBS) member jurisdiction as 
of end-March 2018.  
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It updates the Committee’s previous progress reports, which have been 
published on a semiannual basis since October 2011. 
 
In 2012, the Committee started the Regulatory Consistency Assessment 
Programme (RCAP) to monitor progress in introducing domestic 
regulations, assessing their consistency and analyzing regulatory outcomes. 
 
As part of this programme, the Committee periodically monitors the 
adoption of Basel standards.  
 
The monitoring initially focused on the Basel III risk-based capital 
requirements, and has since expanded to cover all Basel III standards.  
 
These include the finalised Basel III post-crisis reforms published by the 
Committee in December 2017, which will take effect from 1 January 2022 
and will be phased in over five years.  
 
The Group of Central Bank Governors and Heads of Supervision, the 
oversight body of the Committee, reaffirmed its expectation of full, timely 
and consistent implementation of all elements of this package. 
 
As of end-March 2018, all 27 member jurisdictions have risk-based capital 
rules, liquidity coverage ratio (LCR) regulations and capital conservation 
buffers in force.  
 
Twenty-six member jurisdictions have also final rules in force for the 
countercyclical capital buffers and domestic systemically important 
bank (D-SIB) requirements.  
 
With regard to the global systemically important bank (G-SIB) 
requirements, all members that are home jurisdictions to G-SIBs have final 
rules in force. 
 
Since the last report published in October 2017, member jurisdictions have 
made further progress in implementing standards whose implementation 
deadlines passed at the start of 2018.  
 
These include, notably, the leverage ratio based on the existing (2014) 
exposure definition, which is now in force in most member jurisdictions.  
 
Also, 24 member jurisdictions have issued draft or final rules for the Net 
Stable Funding Ratio (NSFR) and 19 member jurisdictions have issued 
draft of final rules for the revised securitisation framework.  
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However, rules for these standards are yet to be finalised and come into 
force in many member jurisdictions. 
 
Limited progress has been made in the implementation of some standards 
whose implementation deadlines passed in 2017.  
 
These include, notably, the standardised approach for measuring 
counterparty credit risk exposures (SA-CCR), the capital requirements for 
bank exposures to central counterparties (CCPs) and for equity 
investments in funds.  
 
Also, member jurisdictions continue to strive to implement other Basel III 
standards whose implementation deadline is within a year.  
 
These include the supervisory framework for measuring and controlling 
large exposures (LEX), the standard for interest rate risk in the banking 
book (IRRBB) and the requirements for total loss-absorbing capacity 
(TLAC). 
 
To read more: 
https://www.bis.org/bcbs/publ/d440.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/bcbs/publ/d440.pdf
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The fintech phenomenon - five emerging habits that may 
influence effective fintech regulation 
Opening remarks by Mr François Groepe, Deputy Governor of the South 
African Reserve Bank, at the Inaugural Intergovernmental Fintech 
Outreach Workshop, Council for Scientific and Industrial Research, 
Pretoria. 
 

 
 

Introduction 
 
Good morning, ladies and gentlemen. 
 
Welcome to the inaugural Intergovernmental Fintech Outreach Workshop. 
 
Let us begin with the words of Joseph Schumpeter: “Situations emerge in 
the process of creative destruction in which many firms may have to perish 
that nevertheless would be able to live on vigorously and usefully if they 
could weather a particular storm.” 
 
There is no doubt that we are witnessing a wave of disruptive innovation 
and technology that one can liken to Schumpeter’s ‘creative destruction’, 
one that will leave no aspect of human endeavour untouched.  
 
Financial services in particular are within the eye of the storm of the 
change as a result of financial technology, or ‘fintech’.  
 
An elementary Google search on fintech results in no fewer than 35.2 
million hits. 
 
Investment in fintech over the last three years is estimated to have been 
well over US$300 billion dollars. Attention to the emergence of fintech has 
come from every quarter.  
 
There have been contributions from the World Economic Forum reflecting 
the potential of distributed ledger technology across wide-ranging financial 
services and activities.  
 
The International Monetary Fund has been vocal about the potential 
impact of cryptocurrencies. More recently, under the Argentinian 
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presidency, the G20 has committed to deepening the analysis on how 
financial inclusion could be achieved through digital innovations.  
 
All of these examples suggest a heightened expectation of shifts to financial 
services as a result of fintech. 
 
At the outset, it may be appropriate to attempt to define what fintech is.  
 
‘Fintech’ usually refers to innovative start-ups or underlying technologies 
such as blockchain, cloud computing, and machine learning.  
 
Founded on an activity-based analysis conducted by the Financial Stability 
Board (FSB), the evolving definition of ‘fintech’ is that it is neither the 
fintech firms, nor the start-ups, nor the emerging technologies. 
 
Rather, ‘fintech’ is the technology-enabled innovation in financial services 
as a result of the process of ‘creative destruction’. It may lead to new 
business models and new configurations within financial services 
 
To read more: 
https://www.bis.org/review/r180426e.pdf 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

https://www.bis.org/review/r180426e.pdf
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The European Supervisory Authorities EBA, EIOPA, and ESMA 
(ESAs) conclude a multilateral Memorandum of Understanding 
with the EFTA Surveillance Authority 
 

 
 
The European Supervisory Authorities (EBA, EIOPA, and ESMA - the 
ESAs) have concluded a multilateral Memorandum of Understanding 
(MoU) on cooperation, information exchange and consultation with the 
EFTA Surveillance Authority. 
 
This multilateral MoU establishes practical arrangements between the 
ESAs and the EFTA Surveillance Authority in relation to the adoption of 
acts by the EFTA Surveillance Authority on product intervention, breach of 
European Economic Area law, action in emergency situations, mediation, 
as well as on the adoption of specific opinions, effective within the EEA-
EFTA States. 
 
The EFTA Surveillance Authority has been vested with the powers to adopt 
decisions and formal opinions addressed to competent authorities and/or 
financial market participants and financial institutions in the EEA-EFTA 
States based on the amended Agreement on the European Economic Area 
(EEA Agreement) of 30 September 2016. 
 
The EEA Agreement guarantees equal rights and obligations within the 
Internal Market for individuals and economic operators in the European 
Economic Area.  
 
It provides for the inclusion of European Union legislation covering the 
four freedoms — the free movement of goods, services, persons and capital 
— throughout the 31 European Economic Area States. 
 
EFTA Surveillance Authority monitors compliance with the EEA 
Agreement in Iceland, Liechtenstein and Norway, enabling those Member 
States to participate in the Internal Market of the European Union.  
 
It was established by the EEA Agreement, an international agreement 
which enables the three EFTA States to participate fully in the 
European internal (or single) market.  
The EFTA Surveillance Authority’s role in the EEA-EFTA States mirrors 
the role of the ESAs in the European Union Member States. 
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To read it: 
https://eiopa.europa.eu/Publications/Protocols/ESAs%20and%20EFTA%
20SA%20MMoU%20-%20Signed.pdf 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://eiopa.europa.eu/Publications/Protocols/ESAs%20and%20EFTA%20SA%20MMoU%20-%20Signed.pdf
https://eiopa.europa.eu/Publications/Protocols/ESAs%20and%20EFTA%20SA%20MMoU%20-%20Signed.pdf
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Between "shadow" banking and an angelic vision of the market - 
towards a balanced development of non-bank finance 
Speech by Mr François Villeroy de Galhau, Governor of the Bank of France, 
at the presentation of the 22nd Financial Stability Review, Paris. 
 

 
 
Ladies and Gentlemen, 
 
I am very pleased to welcome you this morning to this presentation of the 
2018 Financial Stability Review (RSF), dedicated to non-ban k finance.  
 
Intended as a forum for dialogue and exchange, the FSR offers leading 
personalities from diverse backgrounds the chance to have an open debate.  
 
I am delighted to see many of this year's contributors here among us this 
morning, and I would like to extend my warm thanks to all the speakers: 
Klaas Knot, President of the Dutch Central Bank; Philip Lane, Governor of 
the Central Bank of Ireland; Robert Ophèle, President of the Autorité des 
marches financiers; Paul Hamill, Global Headof FICC at Citadel Securities; 
Yves Perrier, CEO of Amundi; and Richard Portes, Professor of Economics 
at the London Business School. 
 
The topic we have chosen to address is far from anodyne: according to the 
Financial Stability Board (FSB), non-bank financing totalled USD 160 
trillion in 2016 [Monitoring Universe of Non-Bank Financial 
Intermediation, MUNFI], up 50% relative to 2008 and accounting for close 
to half of all financial assets held by financial institutions worldwide, 
compared with 40% in 2008.  
 
And yet - or maybe precisely because of this - there is still much heated 
debate over its scope and over what exactly it should be called.  
 
In order to better understand it, we need to rid ourselves of two mindsets: 
first, one of irrational fear, as non-bank finance also enables the financing 
of growth and innovation; and, in contrast, an over-idealised or "angelic" 
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vision of the sector, as shadow banking does indeed carry risks and 
regulators have a role to play in mitigating them. 
 

1. Overcoming our irrational fears: the benefits of market-based 
financing 
 
To overcome our irrational fears of non-bank finance, the words we use to 
describe it matter.  Is it "shadow banking", with all the negative 
connotations this implies, or rather, as some regard it, "market-based 
finance" or "non-bank credit intermediation"?  
 
For the title of this FSR, we have chosen the term "non-bank finance" in its 
broadest sense.  
 
The work carried out by the FSB enables us to better determine its scope: 
the higher measure, which is entity-based [Other Financial Intermediaries 
or OFIs], puts the total at USD 99 trillion. However, those activities liable 
to pose a risk to financial stability, that is "narrow shadow banking", only 
account for USD 45 trillion, in other words a little under 30% of total non-
bank finance. 
 
Market-based finance is still not very widespread in the euro area: it 
accounts for just 20% of total non-financial corporation debt, with the 
remaining 80% taking the form of bank lending.  
 
In the United States, these proportions are reversed. We should stress here 
that, of the larger euro area countries, France has the highest proportion of 
market-based financing, at 40%. Non-bank financing in France totals EUR 
1.748 trillion, and the leading asset manager in Europe is a French firm, 
Amundi.  
 
France also has an internationally recognised regulator, in the form of the 
AMF, while Paris is home to the European Securities and Markets 
Authority, ESMA. After Brexit, I also have every reason to believe that a 
significant share of the market activities of the largest global banks will be 
based in Paris. 
 
First of all, I want to put an end to the non-debate over whether market-
based finance is better than bank-based finance and vice versa, and the 
misconception that the US system should be replicated in Europe: working 
towards a balanced development of non-bank finance simply means giving 
companies the option of diversifying their debt financing.  
Fundamentally, the real debate lies elsewhere: it is about switching from 
debt to equity. 
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This is crucial in advanced economies, where growth is  dependent on 
innovation. Equity financing is better suited to the uncertainty and often 
long-term returns associated with innovative projects.  
 
The euro area is seriously lagging behind in this respect: equity only 
accounts for 74% of GDP, compared with 125% in the United States. 
Moreover, it only makes up half of the total external financing of euro area 
corporations (equity + debt), compared with three quarters in the United 
States. 
 
In practice, how can we successfully diversify the sources of financing? At 
the national level, I am pleased to see that the "Pacte" law drafted by the 
Minister for the Economy and  Finance seeks to foster long-term and 
equity-based life insurance contracts - by overhauling Eurocroissance - and 
encourage and simplify retirement savings, including the annuity 
component which has the longest investment horizon.  
 
Moreover, one approach supported by the Banque de France is the 
implementation of an ambitious European framework: a "Financing Union 
for Investment and Innovation" to better channel the euro area's EUR 400 
billion savings surplus into equity financing and innovation.  
 
This Financing Union needs to unite and build on existing initiatives, first 
and foremost the Capital Markets Union, but also the Banking Union and 
the Juncker Investment Plan. It also means making concrete progress in 
several areas: the revision of accounting rules, taxation and insolvency laws 
in order to facilitate cross-border investment, notably in equity; the 
European-wide development of long-term savings products and 
investment vehicles such as venture capital funds; the completion of the 
Banking Union. 
 

2.  Avoiding an angelic vision: monitoring, testing, regulating 
 
So no irrational fears in the face of the shadows; but no angelic vision 
either. A portion of shadow banking is still overly exposed to credit, 
liquidity, leverage and maturity risk, and there is significant potential for 
these to spread to the rest of the financial system and cause financial 
instability. We discussed this issue at the IMF and G20 meetings in 
Washington just last week. 
 
In my view, therefore, there are three priorities for regulators: monitoring, 
testing and regulating.  
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Monitoring first, thanks to the compilation of detailed data on shadow 
banking.  
 
The FSB already contributes to this with its annual report on shadow 
banking, as does the ESRB with its European Union shadow banking 
monitor.  
 
But we need to go further: we need an even more precise picture of the 
sector as participants and business models can vary considerably from one 
country to another, and are sometimes extremely complex. It is particularly 
crucial to put together a mapping of the interconnections within the 
shadow banking sector and with traditional banks and insurers. 
 
The second priority is to be able to test for systemic risks, using 
appropriate tools.  
 
In order to measure the global impact of shocks, we have a particular need 
for liquidity macro stress-tests that take into account investment funds: the 
latter are especially vulnerable to runs, in the event of a stock market crash 
for example, if they are open-ended and have no system of gates.  
 
To achieve this, we need to develop, jointly and at a global level, a 
harmonised framework for systemic stress tests: the FSB already 
recommended such tools in 2017, but there is a real risk that they will 
remain in the exploratory phase, and that no action will be taken at the 
level of the financial system.  
 
The third and last priority is to regulate. Following the finalisation of the 
Basel III reform in December 2017, the main focus for financial regulation 
is no longer bank solvency, but non-bank liquidity.  
 
We nonetheless need to avoid making two mistakes.  
 
The first would be to favour one sector over another, be it banks or shadow 
banking: the existence of opportunities for regulatory arbitrage could to 
lead to the transfer of capital-intensive activities to less regulated, or even 
unregulated entities, which would be counterproductive.  
 
The other mistake would be to impose banking regulation on shadow 
banking, as the risks are not the same; in particular, the same capital 
requirements cannot be applied. 
 
At the global level, the non-bank sector needs to be provided with 
microprudential and macroprudential regulations that are tailored to its 
particular business model and risks.  
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With regard to macroprudential regulation, France is a pioneer in this field 
with its decision to introduce, as of 1 July this year, a measure regarding 
large enterprises that also takes into account their market debt. We shall 
publish details on how it will work this week.  
 
But we need to be honest with ourselves and admit that our experience of 
using macroprudential tools outside the bank sector is still very limited.  
 
One of our priorities in terms of regulation should also be to develop 
liquidity management tools for investment funds, and to refine the 
measurement of their leverage, two issues that, fortunately, the FSB has 
already identified.  
 
It is also important that we increase the transparency of shadow banking 
activities.  
 
In this respect, the entry into force of the European regulations EMIR2 and 
SFTR should be a considerable step forward. 
 
As I've been talking about macroprudential measures regarding large 
corporations, and our subject is financial stability, I'd like to bring you up 
to date on bank lending in France: lending to the private sector - to 
households and businesses - is growing rapidly in France, at a rate of close 
to 6% per year. At the next meeting of the High Council for Financial 
Stability (HCSF) in June, we shall look at whether we need to introduce 
additional measures. 
 
To sum up, we have not yet finished exploring the issue of non-bank 
finance and I am certain that today's event will make a valuable 
contribution to the debate. I would like to pass the floor now to Aurélia 
End, who will host the round table, and wish you all an excellent morning.    
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Introductory statement - IIF International Capital Markets and 
Emerging Markets Roundtable 
Dr Andreas Dombret, Member of the Executive Board of the Deutsche 
Bundesbank, at the IIF International Capital Markets and Emerging 
Markets Roundtable, Washington DC. 
 

 
 
Ladies and gentlemen, 
 
Ever since the ground-breaking work of Solow in the fifties most policy 
makers and members of academia - especially in the advanced economies - 
have inclined to favour free capital flows.  
 
Many crises later, the view has somewhat shifted, in particular, regarding 
emerging markets and developing countries, which is the group of 
countries that I will focus my remarks on. 
 
Not only can capital flow reversals and in the extreme form sudden stops 
create significant costs in terms of output losses, financial instability and 
even political instability. But from all we know today it is surprisingly 
difficult to find empirical evidence of capital account liberalization being 
beneficial in terms of output gains, investment, productivity gains, or risk 
sharing for countries that have not progressed sufficiently far in their 
institutional development. 
 
Much of the work on this has been carried out by the IMF and indeed by 
Maurice Obstfeld himself, so Maurice should correct me if I am wrong, but 
essentially liberalized capital flows should go hand in hand with 
functioning judicial systems including well enforced property rights, 
developed and well regulated financial systems as well as stability-oriented 
macroeconomic policies. There are even longer lists, but these seem to be 
the minimum requirements. 
 
So, given that these conditions are not always met fully, should countries 
resort to capital flow measures if faced with volatile flows? 
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By the way, I am using the IMF terminology of capital flow measures. 
These are basically capital controls plus those macroprudential measures 
that aim to limit financial stability risks arising from cross-border capital 
flows. 
 
I think we all agree that sound domestic policies should always be the first 
line of defence and that capital flow measures should not substitute for 
warranted macroeconomic or exchange rate adjustments. 
 
But it is also useful to state an obvious but often overlooked fact: Unlike 
restrictions on the current account, the imposition of capital flow measures 
is not under the jurisdiction of the IMF, thus, any country can basically 
adopt such controls as it deems necessary to regulate capital movements. 
However, capital flow policies are part of the Funds surveillance and as 
such open to an assessment of their impact on the International Monetary 
System. 
 
Objectives of capital flow measures usually are to maintain monetary 
independence, to mitigate exchange rate pressures and to safeguard 
financial stability. However, capital controls also come with a cost, like 
impairments of financial markets and possible reductions of economic 
growth due to their distortions. 
 
Evidence on the effectiveness of capital flow measures is mixed, or in the 
words of Olivier Blanchard: "still surprisingly inconclusive". Work on 
macroprudential measures has only begun in earnest after 2009, thus, the 
knowledge about these policies is still limited. 
 
Significant results have been found on the composition of capital flows. 
There is evidence that they can lower banking inflows and portfolio 
inflows. But there is no significant evidence for a clear impact on net or 
gross flows. While there is solid evidence that capital flow measures help 
countries to conduct an independent monetary policy, there seems to be 
little or no effect of capital flow measures on the exchange rate. 
 
Although the literature on the impact on financial stability is relatively 
young, capital flow measures have been found to lower credit growth and 
to curb bank leverage. 
 
Where does that leave policy makers? There is still a lot we do not know. It 
seems capital flow measures can help a country to deal with volatile capital 
flows and reduce the likelihood of a financial crisis. But of course one has 
to consider the costs and distortions. 
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I think the Institutional View of the IMF has got it mostly right. To 
safeguard financial stability countries should be able to use all tools at their 
disposal, depending on which are best suited to the task, but as non-
distortionary as possible and not as an excuse to shirk difficult decisions on 
macroeconomic policy. 
 
Given that capital movements are not comparable to trade in real goods 
and given the diversity of its membership, I see no value in extending the 
IMF's mandate beyond the existing arrangements regarding capital flows. 
This would necessitate also a change of the IMF's Articles of Agreement, 
which could be opening a can of worms. 
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EIOPA defines its supervisory convergence priorities 
 

 
 
- The supervisory convergence plan focuses on the implementation of 

Solvency II and conduct of business supervision 
 
- EIOPA defined three priority areas, namely the implementation of the 

common supervisory culture, addressing the risks to the internal 
market and to the level playing field which may lead to supervisory 
arbitrage as well as the supervision of emerging risks 

 

The European Insurance and Occupational Pensions Authority (EIOPA) 
published its supervisory convergence plan for 2018-2019 for the insurance 
sector, focussing on the implementation of Solvency II and conduct 
of business supervision. 
 
Supervisory convergence should ensure a high, effective and consistent 
level of supervision throughout the European Union, granting a similar 
level of protection to all European policyholders and beneficiaries. 
 
To strengthen further supervisory convergence for 2018 and 2019, EIOPA 
defined the following three priority areas: 
 
1. Implementation of the common supervisory culture and new supervisory 
tools. 
2. Risks to the internal market and the level playing field which may lead to 
supervisory arbitrage. 
3. Supervision of emerging risks. 
 
The implementation of a common supervisory culture will include the 
further specification of each of the key characteristics of the common 
supervisory culture.  
 
In addition, EIOPA will develop common benchmarks for the supervision 
of internal models, work on a common basis for the supervisory 
assessment of conduct risks throughout a product’s life cycle, perform a 
thematic review on travel insurance and define good practices for the 
supervision of intra-group transactions and risks concentrations. 
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To address risks to the internal market and to the level playing field, 
EIOPA will analyse the consistency of the calculations of technical 
provisions in general and in a cross-border context in particular for non-
life business such as the “decennial liability insurance” and “medical 
malpractice insurance”.  
 
Furthermore, special attention will be paid to the assessment of internal 
model outcomes, the detection of potential unsustainable cross-border 
business models and the establishment of specific collaboration platforms 
where needed. 
 
In the area of supervision of emerging risks, EIOPA will develop good 
practices on the supervision of IT security and governance, including 
supervisory expectations on insurance undertakings’ practices on cyber 
security and explore efficient ways to perform a cyber-attack penetration 
test.  
 
A thematic review of the insurance industry’s use of big data as well as the 
monitoring of the potential consequences of the withdrawal of the United 
Kingdom from the European Union will continue to ensure consistency in 
supervisory approaches. 
 
The priorities of the supervisory plan were identified according to their 
impact on policyholders and on financial stability as well as on the level 
playing field or the functioning of the internal market.  
 
The priority areas include also those areas of supervision where practices 
across the European Union still differ substantially. 
 
At the beginning of 2019, the supervisory convergence plan will be updated 
and include a progress report. 
 
On conduct of business supervision, EIOPA has developed a broader 
strategy to address supervisory convergence from the conduct perspective.  
 
The strategy underlines tools for improving market monitoring and risk 
identification and mitigation as well as developing proactive supervisory 
capacities across the European Union with the aim to tackle better 
potential consumer detriment. 
 
Gabriel Bernardino, Chairman of EIOPA, said: “Achieving supervisory 
convergence, one of EIOPA’s strategic goals, requires a collective effort by 
all national supervisory authorities and EIOPA. This supervisory 
convergence plan sets key priority areas, which are crucial for achieving 
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high-quality and effective supervision and the implementation of a 
common supervisory culture across the European Union in the 
interest of the policy holders.” 
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Cost of ransomware attack on Atlanta  

The city did not pay the ransom demand. 
 

 
 
As reported in the Weekly Threat Report of 6 April 2018, the US city of 
Atlanta recently fell victim to an attack by the SamSam ransomware, which 
exploits a vulnerability in Java servers. 
 
New reports indicate the city spent in the region of $2.66m responding to 
the attack.  
 
Costs included incident response, recovery and crisis management, but the 
city did not pay the ransom demand, reported to be approximately 
$55,000.  
 
There was also a broader cost in terms of the disruption the attack brought 
to city-wide services, with residents unable to pay bills and parking tickets 
as the city’s self-service portal was taken offline. 
 
This case highlights the costs to organisations of ransomware attacks. 
However, paying a ransom does not guarantee that data will be returned 
and access to files restored. Nor does paying a ransom prevent a future 
attack; indeed, it may encourage further attacks. 
 
Investment in cyber security can reduce the likelihood of malware infection 
and prevent the need for costly clean-up operations. 
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'Orangeworm' Group Targeting Healthcare Industry 
 

 
 
Symantec have reported that a group they have tracked as ‘Orangeworm’ 
since 2015 are targeting the healthcare industry in the United States, Asia 
and Europe, including the UK. 
 
40% of their attacks focus on the healthcare industry.  
 
Other industries targeted are either closely related to healthcare or part of 
the supply chain, including IT, manufacturing, logistics and agriculture.  
 
It is likely that the supply chain has been deliberately targeted to gain 
access to their customers’ environments. 
 
After gaining access to the target environment the group deploy a custom 
malware trojan, allowing attackers to remotely access the compromised 
device.  
 
The malware collects information about the computer to determine if it 
may be of interest, before "aggressively" copying itself to other systems 
with open network shares. 
 
The trojan uses an older propagation method that mainly works on older 
operating systems, and the health sector is known to use legacy systems 
on older platforms.  
 
It has been discovered on devices hosting software used for high-tech 
imaging devices such as MRI and X-rays, as well as devices used to 
complete consent forms. 
 
The group's exact motives are unclear. However, it is likely that they are 
interested in obtaining personal or proprietary information, possibly for 
identity theft, extortion or corporate espionage. 
 
In the UK, the Department of Health and Social Care recently announced a 
funding package to improve their cyber security capabilities.  
The package of measures includes ensuring that all UK health and care 
organisations are using the latest Windows 10 software with up-to-date 
security settings. 
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The implementation of this upgrade and other basic hygiene measures 
should prevent malware, like the Kwampirs trojan, from exploiting NHS 
legacy vulnerabilities.  
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STRENGTHENING NETWORK & INFORMATION SECURITY, 
PROTECTING AGAINST ONLINE DISINFORMATION (“FAKE 
NEWS”) 
 

 
 
For the purpose of this paper, “online disinformation” is defined as: “false, 
inaccurate, or misleading online information designed, presented and 
promoted with malicious intent or for profit”.  
 
“Fake news” has recently received a lot of media attention as a potential 
disruptor of democratic processes globally. There is a need to initiate 
a dialogue in the EU around the possible responses to this phenomenon. 
 
In this regard, the misuse of: 
 
• a computer connected to the internet, 
• a compromised online account, 
• a fake online account, or 
• online platforms 
 
may be characterised as a weapon, where posting on social media, emails, 
spam and other online activities can cause damage to others, as well as to 
society at large. 
 
Recent events suggest that the dissemination of online disinformation is 
posing an increasing threat to the effective functioning of the democratic 
process.  
 
This trend is exemplified by the 2016 U.S. presidential elections where, in 
a December 2016 survey, 64% of U.S. respondents held that fake news 
caused a great deal of confusion about the basic facts of contemporary 
events. 
 
Subsequent allegations of cyber meddling in elections in the EU context 
reported in the media include the French presidential elections and the 
British EU membership referendum.  
 
A key factor in the dissemination of online disinformation is human 
behaviour. According to research findings, false claims are shared more 
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than true ones, and false stories gain more attention and are disseminated 
at a higher speed. 
 
Equally important is the amplifier phenomenom, which concerns accounts 
that disseminate large amounts of false information aimed at manipulating 
public opinion. 
 
In this paper, ENISA presents some views on the problem of online 
disinformation in the EU from a Network and Information Security (NIS) 
perspective. 
 
A number of recommendations are presented, which relate both to general 
NIS measures, as well as targeted measures to protect against online 
disinformation specifically. 
 
This opinion paper was presented as input to the European Commission’s 
Communication “Tackling Online Disinformation: A European Approach”, 
which was published in April 2018. 
 
To read more: 
https://www.enisa.europa.eu/publications/enisa-position-papers-and-
opinions/fake-news 
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The Value of Personal Online Data 
 

 
 

Introduction 
 
Data is considered to be the gold of the digital age.  
 
A gold rush is ongoing within businesses operating in highly competitive 
markets looking for data and information about all aspects of human life 
such as consumer behaviour, social and political orientation, money 
spending habits, health, lifestyle, etc.  
 
Data has become an important commodity generating profits on its own; 
and data collection has become the main activity for numerus businesses.  
 
The estimated ARPU (average revenue per user) in digital advertisement, 
mainly controlled by Google and Facebook, reached $59 per person in 
2017.  
 
Multiplying this number by an average 3.8 billion internet active users, we 
can roughly estimate the size of this business. 
 
The collection and analysis of personal data is not only important for 
businesses but for society in general: policy decisions taken based on 
personal data analysis and medical research using patients and caregivers 
data to improve healthcare are just few examples.  
 
While the benefits from collecting and analysing personal data are evident 
for a large number of actors/organisation, various interests recurrently 
challenge its protection. 
 
This cybersecurity info note reviews recent challenges in data protection 
and the impact to our society on the occasion of the abuse of 87 million 
Facebook profiles for the purpose of US election campaigns through 
Cambridge Analytica.  
 
Though this incident is at initial stages of analysis, there are grounds to 
believe that it is the top of the iceberg with regard to available practices in 
harvesting user data, analysing and acting upon the results for a variety of 
objectives. 
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Contextual Information 
 
The recent Facebook and Cambridge Analytica incident confirmed what 
was already known, at least within data privacy experts: online digital 
services use personal data to monetize their business models and 
politicians leverage from big data analytics to support election campaigns. 
 
At a first glance, it has become public – revealed by a whistle-blower - that 
Facebook deliberately opened a door in 2013 for a third-party app to 
harvest personal data without the user’s consent.  
 
Cambridge Analytica - a British political consulting firm – obtained access 
to a database with personal data from 87 million Facebook accounts 
(initially estimated in 50 million) collected via a third-party app offering a 
free personality test quiz.  
 
The owner of the app, Aleksandr Kogan a Cambridge University 
Psychology Professor, took advantage of a Facebook privacy breach and 
legally obtained consent from 200,000 users to access their personal data, 
including details about their friends who in any case were not in a position 
to provide their consent.  
 
This way, the app owner increased the number of Facebook accounts 
accessed and the amount of personal data harvested by ca. 250 times. 
Moreover, according to the whistle-blower, a database with the harvested 
data was later shared with Cambridge Analytica, utilized for political 
analysis and Facebook advertisement in support of political campaigns.  
 
In the attempt to apologise for the incident, Facebook CEO could not 
confirm which other third-party apps took advantage of this privacy breach 
between 2013 and 2015, and if other copies of the data possessed by 
Cambridge Analytic were distributed.  
 
Furthermore, Facebook recently acknowledged a breach in its search 
engine and account recovery functions that it said could have exposed 
“most” of its 2 billion users to having their public profile information 
harvested. 
 
Investigations over Facebook conduct and practices with regards of 
processing personal data (PII) and free movement of such data are not 
new.  
 
In the past the Canadian Privacy Regulator, US Federal Trade Commission 
and EU Data Protection Authorities from UK, Ireland, Belgium, Norway 
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and Germany scrutinized the practices of the social media giant imposing 
significant changes to its software. The European Union data protection 
acts, 1988 and 2003 - EU Data Protection Directive 95/46/EC - adopted in 
1995 introduced important legislation into EU Member States legal 
systems, allowing the investigation of such incidents and consequent legal 
prosecution.  
 
The General Data Protection Regulation (GDPR), due to come in force May 
2018 superseding this directive, will have significant impact on companies 
such as Google, Facebook and Twitter who if proven, could face huge fines 
for this type of incidents. 
 
Nonetheless, in the realm of this incident, there are some further 
investigations regarding various data collection activities that have been 
performed by Facebook in the past; and some debates are coming up 
regarding the consistency/coverage of privacy issues mentioned in user 
agreements. 
 
Furthermore, a news media investigation uncovered the actions of 
Cambridge Analytica that included the use of personal data analytics to 
format political messages published in the social media in an attempt to 
manipulate the public opinion towards specific electoral candidates.  
 
This revelation occurs while the civil society still debates and the judiciary 
investigates alleged foreign interference in the 2016 US presidential 
elections and UK Brexit referendum using social media adds and fake 
news. 
 
This incident also demonstrated the power of big data analysis: service 
offerings go beyond traditional statistics and may support any objective 
related to human behaviour, such as supporting of election campaigns.  
 
Cambridge Analytica publicly announced how their services influenced 
elections around the world.  
 
Though formally lawful, such interventions may move usage of user data in 
grey zones.  
 
The incident has made clear that a lot of discussion is still pending about 
data privacy issues and about potential regulation needs in the usage of big 
data.  
 
Such regulation come to complement data protection regulation to cover 
appropriateness and legitimation of data analysis campaigns. 
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ecommendations 
 
Users are advised to reevaluate their privacy settings in the digital world by 
taking the following actions: 
 
- Avoid subscribing or installing suspicious third-party apps - Those are 

common on the network and most request access to personal data 
without the user noticing. 

 
- Review which services or apps are sharing personal data – Digital 

platforms offer third-party authentication services to other 
applications. Users are advised to review which applications and 
services are connected to their accounts. 

 
- Change privacy settings – Digital platforms have many privacy settings 

available to control who can have access to personal information. 
 
- Review the privacy policy before subscribing to digital applications and 

services – Policies are long and hard to read but these are meant to 
inform users about their commitment to privacy protection. 

 
Closing Remarks 
 
People’s confidence in digital players to protect their privacy has been 
recurrently undermined by these type of incidents, with serious impact in 
credibility and trust in the digital economy.  
 
We cannot expect that data carers will proactively revert this situation by 
regulating themselves putting an end to a situation that ultimately 
generates large profits for them. Since the start of this incident, Facebook 
already lost US $80 billion in market value (ca. 18% depreciation in stock 
price) followed by other social media giants Google (ca. 7%) and Twitter 
(ca. 20%).  
 
The way the story evolves, it is premature to anticipate what will be the 
result and predict what will be the outlook of companies and business 
models that rely exclusively in the monetization of personal data. 
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NIST Updates Risk Management Framework to Incorporate 
Privacy Considerations 
 

 
 
Augmenting its efforts to protect the nation’s critical assets from 
cybersecurity threats as well as protect individuals’ privacy, the National 
Institute of Standards and Technology (NIST) has issued a draft update to 
its Risk Management Framework (RMF) to help organizations more easily 
meet these goals. 
 
The RMF update, formally titled Draft NIST Special Publication (SP) 800-
37 Revision 2, is a guidance document designed to help organizations 
assess and manage risks to their information and systems. Previous 
versions of the RMF were primarily concerned with cybersecurity 
protections from external threats.  
 
The updated version adds an overarching concern for individuals’ privacy, 
helping to ensure that organizations can better identify and respond to 
these risks, including those associated with using individuals’ personally 
identifiable information. 
 
The update will interest federal agencies and contractors that do business 
with them, as it connects the RMF with NIST’s well-known Cybersecurity 
Framework (CSF), highlighting relationships that exist between the two 
documents. 
 
“Until now, federal agencies had been using the RMF and CSF separately,” 
said NIST’s Ron Ross, one of the publication’s authors. “The update 
provides cross-references so that organizations using the RMF can see 
where and how the CSF aligns with the current steps in the RMF. 
Conversely, if you’re using the CSF, you can bring in the RMF and give 
your organization a robust methodology to manage security and privacy 
risks.” 
 
In addition to the RMF-CSF alignment, the update has several important 
objectives, including: 
 
- Integrating security and privacy into systems development. Building 

security and privacy into information systems at the initial design stage 
is a major concern. The RMF also references NIST systems security 
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engineering guidance at appropriate points, including NIST’s SP 800-
160 (link is external), which addresses the engineering of trustworthy 
secure systems. 

 
- Connecting senior leaders to operations. The RMF provides guidance 

on how an organization’s senior leaders can better prepare for RMF 
execution, as well as how to communicate their protection plans and 
risk management strategies to system implementers and operators. 

 
- Incorporating supply chain risk management considerations. The RMF 

addresses growing supply chain concerns in the areas of counterfeit 
components, tampering, theft, insertion of malicious software and 
hardware, poor manufacturing and development practices, and other 
potential harmful activities that can impact an organization’s systems 
and systems components. 

 
- Supporting security and privacy safeguards. The RMF update will 

provide organizations with a disciplined and structured process to 
select controls from the newly developed consolidated security and 
privacy control catalog in NIST’s SP 800-53, Revision 5. 

 
Aligning the RMF with other NIST guidance and publications will provide 
clarity for federal agencies, which are required to implement multiple 
frameworks. While adhering to the CSF is voluntary for private companies, 
its use for the federal government is mandatory under Executive Order 
13800.  
 
Compliance with the RMF is mandatory for federal agencies in accordance 
with the Federal Information Security Modernization Act (FISMA (link is 
external)). The RMF is also required and in widespread use in the 
Department of Defense and the intelligence community. 
 
“It was imperative for us to figure out how these frameworks fit together,” 
Ross said. “Many agencies are trying to follow both.” 
 
Ross added that the privacy-enhanced RMF might be valuable to 
companies and organizations beyond the federal government, considering 
how high profile the subject of privacy has become of late. 
 
“Many folks are discovering how vulnerable they are with respect to their 
personal information and may begin to demand some standard level of 
protection,” he said. “If such a demand occurs, the government will be 
looking for clearly stated requirements for privacy, privacy safeguards, and 
a disciplined and structured process on how those controls could be 
applied. The timing of this publication could not be any better.” 
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NIST is accepting comments from the public on the draft RMF until June 
22, 2018. A final version will be issued in October 2018.  
 
To read more: 
https://csrc.nist.gov/publications/detail/sp/800-37/rev-2/draft 
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Virtual currencies ante portas 
Yves Mersch, Member of the Executive Board of the European Central 
Bank, at the 39th meeting of the Governor's Club of The Central Asia, Black 
Sea Region and Balkan Countries, Bodrum, Turkey. 
 

 
 
New innovations based on distributed ledger technology (DLT) and 
blockchain have brought about wide-spread euphoria. Their use to create 
"cryptocurrencies" or "virtual currencies" (VCs) - to denote their lack of 
legal recognition - is often touted as something that could fundamentally 
change the financial sector. 
 
The spectacular rise in the market valuation of VCs over the past year 
suggests that many people shared this belief.  
 
In the course of 2017 the global VC pool both deepened, from USD 30 
billion to USD 400 billion, and widened, with the proliferation of "initial 
coin offerings" or "ICOs" - virtual fundraising facilities for start-up 
investors. 
 
But in my view, the subsequent market plunge rather points to a fading 
fad. From December to February the price of bitcoin, the top dog among 
VCs, fell from almost USD 20,000 to below USD 7,000. 
 
Don't get me wrong: I am an ardent believer in progress through 
innovation. Technological progress can provide us with significant 
efficiency gains and increases in general welfare. Perhaps DLT and 
blockchain can do just that2 
 
But I am very sceptical towards the use of these technologies to create 
currency. Although they combine decentralised payments and label them 
as currency, VCs are still not legitimised by any authority.  
 
Moreover, VCs rely on financial intermediation via exchanges and wallet 
providers to re-enter the real economy. 
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Any fiat money requires trust to gain and maintain the acceptance of those 
who use it. Indeed, history has shown that confidence in public money is 
best provided by a trusted issuing authority, that is, an independent central 
bank issuing safe and stable liabilities that people can access and hold.  
 
Trust in a central bank, in turn, is created and sustained via legal 
safeguards, a clear price stability mandate and a sufficient degree of 
democratic accountability. In contrast, nobody is liable for VCs, nor are 
they backed by any trustworthy authority. Under these circumstances, it 
may well be that VCs will fail, as so many other earlier forms of money did. 
 
There are, at present, more than 1,500 VCs in circulation, with dozens of 
new schemes being launched monthly. The total value outstanding has 
fluctuated sharply, largely because of speculative activity, and most have 
failed to attract users. Yet authorities need to be aware of the potential 
risks they pose for the economy. 
 
Are VCs the latest incarnation of money? The answer for now, and indeed 
for the foreseeable future, is no. 
 

What is money? 
 
Economists identify money as a verifiable asset that serves as a medium of 
exchange, a unit of account and a store of value. How well do VCs carry out 
those functions? 
 
First, VCs' performance as a medium of exchange is weak - to say the least. 
Some have attained patchy acceptance - the largest at present, bitcoin, is 
accepted by some retail outlets. But on a global scale these outlets remain 
small in number, and hardly any actual transactions take place. 
 
On a daily basis, there are around 200,000 bitcoin transactions globally, 
compared with 330 million retail payments in the euro area. 
 
Bitcoin is far inferior to existing payment options. Transactions generally 
require confirmation from six miners, which can take an hour, or 
potentially much longer due to network congestion. 
 
Bitcoin payments are also expensive: the cost varies over time, but reached 
€25 in December 2017. And even if recent claims put the price at between 
€1 and €30 and the processing time at under ten minutes, this compares 
poorly to 0.2 euro cents and a maximum of ten seconds for transactions on 
the forthcoming TARGET Instant Payment Settlement (TIPS) service. 
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The second function of money is acting as a unit of account, without which 
buyers and sellers would not be able to measure the value of a particular 
good or service. 
 
VCs fail this test - none of them are generally accepted as a unit of account. 
In part this is due to the lack of widespread recognition. VCs are not legal 
tender and are not backed by a central bank. Moreover, their prices are too 
volatile to establish a reference value. 
 
But the lack of acceptance as a unit of account is also down to the third 
function of money - being a store of value. 
 
VCs exhibit wild fluctuations in value. For instance, the average volatility of 
the top ten VCs by market capitalisation was more than 25 times higher 
than that of the US equities market. Such fluctuations mean that 
businesses setting prices in VCs could find themselves with a large and 
detrimental gap between their actual price and their optimal price. 
 
Similarly, households cannot rely on VCs as a stable store of value to 
optimise their spending over time by saving. 
 
VCs have neither intrinsic value, such as the commodity content of gold 
coins, nor extrinsic value, such as the value assigned to traditional fiat 
currencies by the trusted public issuing authority. 
 
It is very clear that VCs currently do not fulfil the three basic functions of 
money: they are inefficient media of exchange, poor stores of value and are 
not used as units of account. 
 
It is these failures that make the label "currency" a misnomer. 
 

Potential impact of virtual currencies 
 
Yet even if VCs are not money, public authorities should still be aware of 
the potential risks they pose for financial stability - although currently 
these markets are too small to be of systemic importance. 
 
VCs are inherently risky compared to conventional financial assets. They 
are excessively volatile and illiquid due to the fragmented nature of 
unregulated exchanges and their high ownership concentration: 96% of 
current bitcoin holdings are estimated to be held by 2.5% of users. 
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This facilitates price manipulation and other misconduct and is further 
compounded by operational and technical weaknesses of the underlying 
technology. 
 
Yet, VCs do not appear to pose material financial stability risks. One reason 
is that they are small compared to the financial system as a whole. The 
market capitalisation of VCs was USD 432 billion in early 2018, about 1.5% 
of the market capitalisation of the S&P500. 
 
But the significant rise in the market valuation of VCs we saw prior to 
December 2017 calls for caution. If, in the future, such a boom led to a 
large enough VC market, it could become a factor that affects financial 
stability in the event of a crash. Such risks could intensify via several 
channels. 
 
Wealth effects could disrupt financial stability not only through consumer 
spending but also through collateral valuation. If VCs were indeed used as 
collateral for loans, a fall in the value of such collateral could lead to 
margin calls and increased defaults, with knock-on effects on borrowing 
and economic activity. 
 
The effects of a crash could be further magnified if VC investors were 
highly leveraged. 
 
Not only would investors lack equity to absorb losses, but losses would also 
spread to creditors. Moreover, the use of derivative contracts could spread 
the losses more broadly across the economy by allowing other market 
participants to hold leveraged positions against VCs. 
 
A crash could affect the stability of the wider financial system if big banks 
were to hold huge unhedged exposures to VCs. Similarly, the widespread 
use of VCs for payment or settlement could affect economic transactions on 
a large scale and disrupt the financial system. 
 
Amid such potential risks, resolute ring-fencing measures may be needed 
to safeguard the integrity of financial sector services, protect investors and 
consumers, and prevent negative spill-overs to the real economy. 
 
The four broad areas that require particular attention are:  
 
(i) VCs themselves;  
(ii) the facilitators - VC exchanges, wallet-providers and brokers;  
(iii) financial market infrastructures (FMIs); and  
(iv) the banking sector. 
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Regulating virtual currencies 
 
VCs cannot be directly regulated or overseen in the absence of a centralised 
governance and legal framework. In fact, most VCs are "mined" 
peripherally by a computer programme explicitly to prevent any one legal 
entity being in control. Several countries have banned VCs outright or ring-
fenced them from the financial sector, notably China, where VCs were very 
active and computing capacity was concentrated. 
 
In most countries regulatory action has focused on issuing warnings. In the 
United States for instance, the Securities and Exchange Commission (SEC) 
outlined more than 30 questions that had to be answered before it would 
give the green light to mutual funds and exchange-traded funds (ETFs) 
that invest in VCs. 
 
Some countries have adopted "regulatory sandboxes", granting fintechs 
active in VCs temporary, conditional exceptions to regulatory 
requirements.  
 
Although such sandboxes may be useful to try and test regulation, they 
clearly risk incentivising regulatory arbitrage. We ultimately need global 
answers in the absence of a defined jurisdiction for VC issuance. 
 
At their meeting this year in Buenos Aires, the G20 finance ministers and 
central bank governors acknowledged that technological innovation, 
including DLT and blockchain, had the potential to improve the efficiency 
and inclusiveness of the financial system.  
 
They warned, however, of the risks stemming from VCs regarding 
consumer and investor protection, market integrity, tax evasion, money 
laundering and terrorist financing, not least because VCs lack the key 
attributes of sovereign currencies.  
 
Ministers and governors therefore committed to extending global 
standards for combating money laundering and terrorist financing to VCs, 
and called on international standard-setters to monitor VCs closely - and 
assess multilateral responses where needed. 
 

Restraining the facilitators 
 
Let me turn to the facilitators of VCs. We need to hold VC exchanges to the 
same rigorous standards as the rest of the financial system. 
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For this purpose, the 5th Anti-Money Laundering Directive will bring VC 
exchanges and wallet-providers within the scope of anti-money laundering 
(AML) and combating the financing of terrorism (CFT). 
 
But we need a broader perspective on regulation. Possible regulatory action 
to extend licensing and supervision rules to VC facilitators could be 
explored. 
 

Protecting financial market infrastructures 
 
Third, I would like to cover financial market infrastructure services. 
 
One of the key questions is whether VCs could become a settlement asset in 
payment and settlement services or be used in the clearing domain. 
Existing standards for FMIs refer to the usage of "a settlement asset with 
little or no credit and liquidity risk"8 
 
While this appears to exclude settlement involving VCs, such standards do 
not systematically apply to all FMIs. 
 
The situation is similar in the field of securities settlement. Could VCs be 
used as an asset for settling securities transactions or constitute a security 
per se? The answer hinges on whether they could be legally characterised 
as a "financial instrument" under the applicable regulation. And this 
depends on whether crypto-assets allow the identification of an issuer who 
can be held liable. 
 
The use of VCs at central counterparties (CCPs) should also be monitored. 
Here too, standards require CCPs to accept highly liquid collateral with 
minimal credit and market risk. While it is doubtful that a VC would meet 
such a requirement, clear guidelines ex ante would be helpful. 
 
In my view, there's a need to examine whether any VC activity carried out 
by FMIs should have to be ring-fenced. The enforcement of segregated 
accounts and liabilities could be discussed.  
 
FMIs play an important role in financial markets, and any liquidity support 
offered by central banks should be to mitigate shocks emanating from the 
real economy, not from gambling in risky assets. 
 

Regulating banks 
 
Finally, we need to look at the banking sector. Due to the high volatility of 
VCs it might seem appropriate to require any VC trading to be backed by 



P a g e  | 40 

________________________________________________________________________ 
International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

adequate levels of capital, and segregated from other trading and 
investment activities. 
 
Given the risks posed by leverage, banks should not accept VCs as 
collateral, or should only accept them with haircuts that appropriately 
reflect past volatility and liquidity, as well as market and operational risks. 
Likewise, limits on leverage could be examined. 
 

Conclusion 
 
Let me conclude. 
 
Do VCs herald a new world of money? No, virtual currencies are a 
misnomer in the first place. They are not money, nor will they become 
money in the foreseeable future.  
 
They lack the official recognition and backing of a public authority. Their 
market share is still small, the amount of money at risk in financial market 
infrastructures is insignificant and their ties to the real economy are still 
limited. 
 
But this can change. Authorities should therefore pay close attention to 
mitigating the potential risks that could stem from a growing VC market. 
We have to be mindful not to have the complex and interlinked financial 
system contaminated by immature technologies or shallow business 
models. Interfaces and gatekeepers require particular scrutiny. 
 
Likewise, we should not succumb to the temptation to sacrifice the 
achievement of a level playing field for innovative advances that are aimed 
at regulatory arbitrage. 
 
But I don't want to sound too negative. It is not unknown for new 
innovations to bring about euphoria, which in turn fuels bubbles that 
eventually burst. Still, just because the initial euphoria subsequently fades, 
does not mean that the innovation itself is without virtue. 
 
These virtual currencies are clearly not suitable for use as money, but the 
underlying technology may, in time, become useful and widespread. And 
although we at the ECB don't intend to introduce a central bank digital 
currency for the foreseeable future, we are actively experimenting with the 
technologies. We will be able to cater for changing needs in trusted and 
stable central bank liabilities that are accessible to the citizens, if and when 
this becomes necessary. 
 



P a g e  | 41 

________________________________________________________________________ 
International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

Welcome Address by the Secretary-General of the IFSB at the 
CBK-IFSB Conference on Islamic Finance: A Universal Value 
Proposition 
Dr. Bello Lawal Danbatta, Secretary General, IFSB - CBK-IFSB Conference 
on Islamic Finance: A Universal Value Proposition, Kuwait City, Kuwait. 
 

 
 
Assalamu’alaikum and a very good morning to all of you. 
 
It gives me great pleasure and honour to welcome you today to this high-
level international Islamic finance conference, themed, ‘Islamic Finance: A 
Universal Value Proposition’, in this beautiful city of Kuwait, a country 
considered as one of the pioneers of Islamic finance. 
 
I am grateful to all governors and senior officials of the central banks and 
monetary authorities, heads of supervisory authorities, officials 
representing international organisations, heads of financial institutions as 
well as other distinguished guests, for being here with us today. 
 
To our members, I would like to add my personal words of welcome and to 
thank you for your continued support of the IFSB. 
 
My special vote of thanks goes to H.E. Dr. Mohammad Y. Al-Hashel, the 
Governor of the Central Bank of Kuwait and Chairman of the IFSB Council 
2018 for his generosity and support for organising this joint high-level 
conference, in conjunction with the IFSB Annual Meetings 2018. 
 
I believe, under His Excellency’s leadership, the IFSB is determined to take 
a giant leap forward in delivering its mandates. Thank you, Chairman. 
 
Taking this opportunity, I also would like to candidly thanking the staff of 
the CBK and my colleagues at the IFSB, for their enormous efforts in 
making this conference a success. 
 

The Role of the IFSB: Global Regulation for Islamic Finance 
 
Your Excellencies, Distinguished guests, Ladies and Gentlemen, 
 
Please allow me to give you some brief updates on the IFSB and our 
activities. 
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With the efforts of its founding members, the IFSB was established in 2002 
with a clear vision and mandate for the benefit of global Islamic finance 
industry. 
 
The IFSB serves as an international standard-setting body of the regulatory 
and supervisory authorities that have vested interest in ensuring the 
soundness and stability of the Islamic financial services industry. 
 
Today, the IFSB is recognised as the leading international institution, 
promoting the development of a prudent and transparent Islamic financial 
services industry through introducing new, or adapting existing 
international standards that are consistent with Sharīʻah principles. 
 
The mandate of the IFSB is defined broadly to include banking, capital 
market and insurance sectors. For this reason, the work of the IFSB 
complements that of the Basel Committee on Banking Supervision (BCBS), 
International Organization of Securities Commissions (IOSCO) and the 
International Association of Insurance Supervisors (IAIS). 
 
We work closely with these institutions in delivering our mandate. 
 
As this year marks the 15th anniversary of the IFSB, the growth and 
development of this international institution, has been only possible with 
the unwavering support of its members. 
 
The journey, which started with its nine founding members (Bahrain, 
Indonesia, Iran, Kuwait, Malaysia, Pakistan, Saudi Arabia, Sudan and the 
Islamic Development Bank), has transformed the IFSB into an institution 
with 185 members operating in 57 jurisdictions. 
 
In our membership, we have 75 regulatory and supervisory authorities, 8 
international inter-governmental organisations such as BIS, ADB, IMF, 
IDB, World Bank, and 102 market players (financial institutions, 
professional firms, industry associations and stock exchanges). 
 
In the last 15 years, the IFSB has played a critical role in the global Islamic 
financial services industry by issuing international standards that take into 
account the specificities of Islamic finance. 
 
Apart from research and reports, the IFSB has issued 27 high quality 
standards, guiding principles and technical notes that provide the basis for 
the orderly development of a broad-based Islamic financial services 
covering all three sectors of the IFSB mandate: Islamic banking, takāful 
and Islamic capital market sectors. 
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These standards include first-generation standards and second-generation 
standards, such as equivalence of Basel III issued after the global crisis. 
 
Since its inception, one of the key challenges the IFSB faced is to establish 
its international authority and credibility as a standard-setting institution. 
However, this is where most of the success has come for the IFSB and with 
the commitment of its members we will continue to develop and sustain 
that inshAllah. 
 
This accomplishment is the outcome of a collective effort of the IFSB 
Council, Technical Committee and its Working Groups, active participation 
of all IFSB members, contribution of my predecessors, cordial relations 
with IFSB counterparts such as BCBS and IAIS, and last but not the east 
the relentless efforts of the IFSB Secretariat. 
 
The result of the IFSB’s standard implementation surveys indicated that 
these standards have been adopted by the national supervisory authorities 
and have helped in promoting the harmonisation and standardisation of 
regulatory approaches to provide a level playing field in the Islamic 
financial services sectors of our members’ jurisdictions. However, more 
work need to be done collectively to improve the level of adoption across 
these jurisdictions. 
 
I would like to take this opportunity to assure all IFSB members that the 
IFSB Secretariat is ever committed to adding value to your memberships 
and we are ever ready to address your concerns and to assist you in the 
implementation of our standards either through workshop, technical 
assistance, policy advice or capacity building. 
 
We solicit your kind cooperation in telling us your expectations. I also 
would like to take this opportunity to inform all Full, Associate and 
Observer Members that we currently working on new initiatives that will 
enhance our services to you and the global Islamic finance industry. 
 

Theme of the Conference 
 
Your Excellencies, Distinguished guests, Ladies and Gentlemen, 
 
Please permit me say few words about today’s conference. 
 
With the double-digit growth, the Islamic financial services industry has 
undergone rapid expansion globally, which echoes its capability to meet 
the global goals of economic and social development for both Muslims and 
non-Muslims consumers and businesses alike. 
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The theme of the conference itself reflects the significance of the 
universality of Islamic finance philosophy.  
 
Islamic finance - with its essential features and overarching principles of 
inclusiveness, innovation, stability - offers a universal value proposition, 
which can fit into all types of economies regardless of religious dominance, 
and can address key economic and financial challenges, which we face in 
today’s world.  
 
It can help in achieving a vibrant socio-economic development that can 
lead to more prosperous, diversified and equitable societies. 
 
With this background, today’s conference provides a platform for global 
dialogue to all industry stakeholders to deliberate and highlight collectively 
the role of Islamic finance in the broader context in order to promote 
global economic cooperation and generate ideas that can transform the 
recent technological developments and disruptions into an opportunity. 
 
Particular emphasis and debate on macro-economic diversifications, 
building a dynamic and robust regulatory eco-system, and addressing the 
emerging risks facing the Islamic financial services industry, will provide 
intellectual inputs that is necessary for the sustainable economic growth 
and shared prosperity for all. 
 
To address these issues, we have distinguished panellists, and I hope that 
the discussions will produce solid recommendations for the Islamic 
financial services industry moving forward. 
 

Concluding Remarks: How IFSB can support the global IFSI 
 
Your Excellencies, Distinguished guests, Ladies and Gentlemen, 
 
Let me conclude by highlighting some points on how the IFSB can play its 
role to support the global Islamic financial services industry. 
 
First, as H.E. Dr. Mohammad Y. Al-Hashel rightly pointed out in one of his 
speeches, ‘enabling environment for a sustainable and resilient industry is 
very important’. In this respect, the IFSB as an international institution 
will continue playing its due role to achieve its objectives under its 
mandates. 
 
Recently, the IFSB has issued three Exposure Drafts including the Core 
Principles for Islamic Finance Regulation [Islamic Capital Market 
Segment] for a two-month Public Consultation period starting 28 March 
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2018 to 28 May 2018, and I would like to invite comments from all 
stakeholders of the industry to improve the quality of the drafts. 
 
Moreover, all stakeholders are also invited to participate in the public 
hearing of these three Exposure Drafts scheduled for 7-8 May 2018 in 
Kuala Lumpur, Malaysia. 
 
Second, we are committed for cooperation that is more global and 
inclusive. The collaboration of capacity building with our members to 
adopt the IFSB standards that we have issued is our top priority in our 
Strategic Performance Plan agenda. 
 
Third, our diversified membership is a unique source of strength for the 
IFSB and we will continue to deepen our engagement with our members 
and with the global IFSI. In this respect, I would like to express my 
profound gratidude and appreciation to H.E. Dr. Mansur Muktar, Vice 
President of the IDB Group for their continuous financial support to the 
IFSB including the latest technical assistance of grant of USD 250,000 
which we signed yesterday. 
 
Fourth, I believe that the IFSB has a pivotal role to play towards 
integrating Islamic finance into the global economy through its cross-
sectoral standards. In this case, among others, we have issued a Core 
Principles for Islamic Finance Regulation [Islamic Banking Segment] and 
with the support and commitments from the IMF and World Bank. We are 
hoping soon this standard will be in the compendium of standards of the 
FSB. 
 
These Principles include an assessment methodology that can assist all 
regulatory and supervisory authorities to carry out self-assessments of the 
progress made in the development of their regulatory frameworks and in 
achieving greater consistency in the implementation of the IFSB standards. 
It is worth mentioning that the IMF, World Bank, the BCBS, IDB, ADB, 
have been members of this important working group. 
 
Finally, with the rapid technological development in the global financial 
industry, in which capacity wise, the market players are six-steps ahead of 
the regulators and the international standard-setting bodies, especially due 
to emerging regulatory challenges such as Fintech, Blockchain, Big data 
analytics, artificial intelligence, and robotics. 
 
There is a strong need for immediate commitment of resources and 
intellect in building a robust capacity to manage the challenges posed by 
these technological innovations. My specific submission here includes, 
among others, building the capacity of our Sharīʻah scholars. 
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On that note, I wish you very productive deliberations and discussions 
which will allow us to generate new ideas in realising the objectives of 
today’s high-level conference. 
 
Once again thank you all for your participation and wassalamu alaikum wa 
rahamatullah ta’ala wa barakatuhu. 
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Criminal Intelligence analysis 
 

 
 
Criminal intelligence analysis is an essential component of effective 
policing, at both the operational and strategic levels. 
 
Analysts study data related to criminals, crime suspects, incidents, issues 
and trends. By collecting and assessing this data, they can identify 
relationships or connections between different crimes in different places. 
 
The analysis is then used to provide insights that can drive or support law 
enforcement investigations, operations and strategy, as well as influencing 
government policy and decisions. 
 

Main objectives 
 
The central tasks of criminal intelligence analysis are to: 
 
- Help officials – senior law enforcers, policy makers and decision 

makers – deal more effectively with uncertainty and new challenges; 
- Provide timely warning of threats; 
- Support operational activities and complex investigations. 

 
Types of analysis 
 
Criminal intelligence analysis is divided into operational and strategic 
analysis. 
 
While the basic skills required are similar, the two categories differ with 
regard to the level of detail and the type of client for whom the products are 
designed. 
 
Operational analysis aims to achieve a specific law enforcement outcome. 
This might be an arrest, seizure, forfeiture of assets or money gained from 
criminal activities, or the disruption of a criminal group. 
 
Operational analytical support includes: 
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- Identifying links between suspects, and their involvement in crimes 
and criminal activity; 

- Identifying key investigative or information gaps; 
- Preparing profiles of known or suspected criminals. 
 
Strategic analysis is intended to inform higher level decision makers, and 
the benefits are realized over the long term. 
 
The intention is to provide early warning of threats and to support senior 
decision makers in preparing their organizations to deal with emerging 
criminal issues. This might include allocating resources to different types 
of crime, or increasing training in a particular crime-fighting technique. 
 
Strategic analysis includes the identification of: 
 
- Modus operandi; 
- Crime trends and patterns; 
- Emerging threats; 
- The potential impact of external factors such as technology, 

demographics or economics on crime. 
 

Law enforcement support 
 
At INTERPOL, our team of criminal intelligence analysts provides both 
operational and strategic analytical support to crime-related projects, 
investigations and operations. This typically includes producing reports 
focusing on particular regions, crime types or a newly discovered modus 
operandi. 
 
The analysts also provide consultancy services and training for police in 
member countries, often as part of larger INTERPOL capacity building 
programmes on issues such as counter-terrorism or people smuggling. 
 
Additionally, analysts can be deployed in the field to assist police directly 
with ongoing criminal investigations or operations. 
 

Analytical products 
 
In support of INTERPOL units and law enforcement authorities in member 
countries, INTERPOL provides a diverse range of analytical products, like: 
 
- Operational Analysis reports; 
- Threat assessments for regions or specific crimes; 
- Intelligence publications (bulletins, monthly reports). 



P a g e  | 49 

________________________________________________________________________ 
International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

DHS Releases Binding Operational Directive With New 
Procedures For Securing Federal High Value Assets 
 

 
 
Department of Homeland Security Secretary Kirstjen Nielsen issued 
Binding Operational Directive (BOD) 18-02, Securing High Value Assets, 
earlier this month, to enhance the Department’s coordinated approach to 
securing the federal government’s High Value Assets (HVAs) from 
cybersecurity threats. 
 
For the past several years, DHS has worked with federal agencies to 
identify, prioritize, and assess the cybersecurity posture of some of the 
federal government’s most critical, high impact information systems.  
 
We refer to these systems as high value assets (HVAs) and, in 2016, issued 
a cybersecurity directive requiring federal agencies to take specific actions 
to protect their most critical systems. 
 
With the issuance of BOD 18-02, DHS introduces a more focused, 
integrated approach to addressing weaknesses across federal agency HVAs, 
facilitates ongoing collaboration across cybersecurity teams to drive timely 
remediation, and ensures senior executive involvement to manage risk 
across an agency enterprise. 
 
Our team in the National Protection and Programs Directorate (NPPD) 
also works with federal civilian agencies to conduct customized security 
assessments of HVAs and assist with remediation of identified 
vulnerabilities.  
 
In-depth security assessments and security architecture reviews of 
prioritized agency HVAs help identify vulnerabilities and weaknesses that 
may allow an adversary to penetrate a system, move through an agency’s 
network, and access and exfiltrate sensitive data without detection. 
 
Since 2016, DHS has identified close to 200 high priority vulnerabilities 
through HVA assessments and worked closely with agencies to mitigate all 
critical findings as quickly as possible.  
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We also coordinated with the National Institute of Standards and 
Technology (NIST) to develop a guidance document called the HVA 
Control Overlay, to provide further technical guidance for federal agencies 
to secure HVAs based on additional specifications for protections applied 
to high impact systems like HVAs. 
 
Although federal agencies have a primary responsibility for their own 
cybersecurity, DHS provides operational assessment services, technical 
assistance, and a common set of security tools like the HVA Control 
Overlay to federal civilian executive branch agencies to help them manage 
their cyber risk.  
 
BOD 18-02 supports the Department’s efforts to safeguard and secure the 
Federal IT Enterprise by requiring all federal agencies to prioritize the 
security of their most critical and high impact systems. 
 
The Binding Operational Directive (BOD) 18-02: 
https://cyber.dhs.gov/bod/18-02/ 
 
https://cyber.dhs.gov/assets/report/bod-18-02.pdf 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

https://cyber.dhs.gov/bod/18-02/
https://cyber.dhs.gov/assets/report/bod-18-02.pdf
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Dialing Up the Body’s Defenses Against Public Health and 
National Security Threats 
PREPARE aims to develop new class of generalizable medical 
countermeasures that safely and temporarily tune activity of protective 
genes 
 

 
 
Protection against many common pathogens and environmental stressors 
is written into our DNA.  
 
Our skin responds to sun exposure.  
 
Our immune system mounts defenses when we get the flu.  
 
Our bodies inherently work to mitigate the potential for harm caused by 
these health threats.  
 
However, these intrinsic responses are not always quick, robust, or 
appropriate enough to adequately defend us from harm, which is why 
many people experience sunburn after intense sun exposure or suffer 
severe symptoms, even death, following exposure to the flu. 
 
Military service members, first responders, and civilian populations face 
threats far more severe than sunburn and respiratory infections.  
 
Pathogens with pandemic potential, toxic chemicals, and radioactive 
materials can all quickly and powerfully overwhelm the body’s innate 
defenses.  
 
And though significant public and private investment has been focused on 
the development of traditional medical countermeasures such as drugs, 
vaccines, and biologics to guard against the worst effects of these health 
threats, current countermeasures are often limited in their effectiveness 
and availability during emergencies. 
 
DARPA is looking to make gains beyond the status quo. Inspired by recent 
advances in understanding of when and how genes express their traits, 
DARPA’s new PReemptive Expression of Protective Alleles and Response 
Elements (PREPARE) program will explore ways to better protect against 
biological, chemical, or radiological threats by temporarily and reversibly 
tuning gene expression to bolster the body’s defenses against – or directly 
neutralize – a given threat. 
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“The human body is amazingly resilient. Every one of our cells already 
contains genes that encode for some level of resistance to specific health 
threats, but those built-in defenses can’t always express quickly or robustly 
enough to be effective,” said Renee Wegrzyn, the PREPARE program 
manager. “PREPARE will study how to support this innate resistance by 
giving it a temporary boost, either before or after exposure, without any 
permanent edits to the genome.” 
 
The program will focus on four key health challenges as proofs of concept 
for what DARPA ultimately envisions as a generalizable platform that can 
be rapidly adapted to emerging public health and national security threats: 
influenza viral infection, opioid overdose, organophosphate poisoning, and 
exposure to gamma radiation. 
 
“Each of these four threats are major health concerns that would benefit 
from disruptive approaches,” Wegrzyn said. “Seasonal flu vaccines, for 
example, are limited in that they try to hit a perpetually moving target, so 
circulating flu strains are often mismatched to vaccine strains. 
Programmable modulation of common viral genome sequences could 
potentially neutralize many more circulating viral strains simultaneously to 
keep up with moving targets. Combining this strategy with a temporary 
boost to host protection genes could change how we think about anti-
virals.” 
 
PREPARE requires that any treatments developed under the program have 
only temporary and reversible effects. In so doing, PREPARE diverges 
sharply from recent gene-editing research, which has centered on 
permanently modifying the genome by cutting DNA and inserting new 
genes or changing the underlying sequence to change the genetic code. 
Such approaches may cause long-lasting, off-target effects, and though the 
tools are improving, the balance of risk versus benefit means that these 
therapies are reserved for individuals with inherited genetic disorders with 
few to no other treatment options. In addition, some indications, including 
treatment of pain, may only require temporary solutions, rather than life-
long responses. 
 
The envisioned PREPARE technologies would provide an alternative that 
preserves the genetic code exactly as it is and only temporarily modulates 
gene activity via the epigenome and transcriptome, which are the cellular 
messages that carry out DNA’s genetic instructions inside cells. This would 
establish the capability to deliver programmable, but transient, gene 
modulators to confer protection within brief windows of time for 
meaningful intervention. 
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“Focusing only on programmable modulation of gene expression enables 
us to provide specific, robust protection against many threats at once, with 
an effect that carries less risk, is limited but tunable in duration, and is 
entirely reversible,” Wegrzyn said. 
 
Success will hinge on developing new tools for targeted modulation of gene 
expression inside the body. Researchers must identify the specific gene 
targets that can confer protection, develop in vivo technologies for 
programmable modulation of those gene targets, and formulate cell- or 
tissue-specific delivery mechanisms to direct programmable gene 
modulators to the appropriate places in the body.  
 
Although the immediate program goal is to develop defenses against one of 
the four focus areas determined by DARPA, the ultimate objective of 
PREPARE is to develop a modular, threat-agnostic platform solution with 
common components and manufacturing architecture that can be readily 
adapted to diverse and emerging threats. 
 
Research will be conducted primarily using computer, cell culture, 
organoid, and animal models to establish proof of concept. However, 
DARPA’s vision is to generate new medical countermeasures for future use 
in humans. As such, DARPA is working with independent bioethicists to 
identify and address potential ethical, legal, and societal issues. 
 
By the end of the four-year program, DARPA aims for each funded team to 
submit at least one final product to the U.S. Food and Drug Administration 
(FDA) for regulatory review as an Investigational New Drug or for 
Emergency Use Authorization. Throughout the program, teams will be 
required to work closely with the FDA to ensure that the data generated 
and experimental protocols meet regulatory standards. 
 
DARPA will hold a Proposers Day on June 13, 2018, in Arlington, Va., to 
provide more information about PREPARE and answer questions from 
potential proposers.  
 
For additional information: 
https://fbo.gov/spg/ODA/DARPA/CMO/DARPA-SN-18-45/listing.html 
Advance registration is required: https://events.sa-
meetings.com/PREPAREProposersDay 
 
 
 
 
 

https://fbo.gov/spg/ODA/DARPA/CMO/DARPA-SN-18-45/listing.html
https://events.sa-meetings.com/PREPAREProposersDay
https://events.sa-meetings.com/PREPAREProposersDay
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Central banking: trending and cycling 
Agustín Carstens, General Manager of the BIS, at the Sveriges Riksbank's 
350th anniversary conference on "350 years of central banking: the past, 
the present and the future", held at the Riksdag, Stockholm. 
 

 
 
The Riksbank's journey from public savings bank to modern central bank 
epitomises the central bank as an adaptive, learning and improving 
organisation. Often crisis spurs adaptation, as it did in 2008.  
 
The Riksbank's evolution points to broad trends in central banking towards 
fiat money, public governance, centralised payments and a lender of last 
resort role. I submit that these trends will persist. 
 
However, we have not reached "the end of history". 
 
In important respects, central banking cycles, or at least fluctuates. Should 
central banks favour government bonds as assets? 
 
What relative weights to assign to price stability and financial stability? 
How independent should the central bank be? Different times give 
different answers.  
 
Going last, my remarks to some extent organise my fellow panellists' 
reflections into four trends and three cycles. 
 
Along the way, I argue that public, centralised large payment systems will 
survive advancing technology. I close with some thoughts on central bank 
independence and cooperation. 
 

Trends   
 
Let me start with four trends in central banking. The bar for reversing any 
of them looks high. 
 
1. One trend is from metallic convertibility (as either goal or constraint) to 
fiat money.  
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Historically, fiat money was at best a temporary war expedient and at worst 
a breach of trust. Today, institutional credibility grounds price 
expectations, not gold.  
 
The Riksbank deserves credit for having "pioneered non-convertible paper 
money". 
 
2. Also taking a long perspective, a second trend is from private to public 
governance of central banks. No one laments the 1947 nationalisation of 
the Bank of England. 
 
After its private, for-profit predecessor failed, the Riksbank started as a 
public institution in 1668. 
 
3. A third trend is towards the centralisation of the payment system at the 
national (or regional, as with the euro area) level.  
 
A state monopoly of the large payment system "became the international 
standard by the mid-twentieth century". 
 
Only such infrastructure offers finality, so that a payment discharges the 
debt irrevocably. Today, Fedwire, TARGET2 and the BoJ wire dominate 
the turnover league. 
 
The Riksbank's RIX system settles transactions amounting to Swedish GDP 
every week. 
 
4. A fourth trend is for the central bank to lend in the last resort to relieve 
financial stress. Whether first done in the 18th or 19th century, once this 
practice begins, it tends to continue.  
 
In the Great Financial Crisis, central banks innovated in last-resort lending 
to non-banks.  
 
Internationally, the Riksbank, a pioneer in foreign currency last-resort 
lending, joined a broad effort in 2008 to relieve a global dollar shortage 
that shrank Swedish banks' cross-currency funding. 
 
These trends to a public, centralised payment system backed by last-resort 
lending leave me sceptical that new technology will displace central bank 
money.  
First, like the Riksbank's ill fated predecessor, private moneys founder on 
self-serving over-issuance.  
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Second, once market participants have enjoyed finality of payments, they 
will not abandon it.  
 
Third, cryptocurrency creators' effort to separate money from a trusted 
institution burdens it with congestion.  
 
More use increases the size of the blockchain but decreases efficiency.  
 
By contrast, incumbent central bank money enjoys a virtuous circle from 
network externalities: the more use a money, the greater my incentive to 
use it.  
 
In sum, central bank money enjoys a scalable network: the more the 
merrier. Blockchain creates congestion: the more the sorrier. 
 
To be sure, central banks will champion new technology, as they have with 
digital payments. But this would be an evolution of the present publicly 
run, centralised and digital system. 
 

Cycles 
 
Let us turn to cyclic, or at least changeable, aspects of central bank 
governance and functions. Consider three. 
 
1. The holding of government debt as the preferred central bank domestic 
asset varies. Some fear excessive central bank credit to the government as 
the greatest risk, even if bonds are bought in the market, as is generally 
done today. 
 
Others contend that a central bank holding anything but government debt 
allocates credit and therefore resources, as fiscal policy does.  
 
Norms change, however. At the outset, the Federal Reserve was set up to 
hold bank-related domestic assets, not government bonds.  
 
By contrast, the Riksbank has long held government debt. My bottom line 
is that the composition of central banks' assets should not be subject to 
dogma.  
 
It should respond to the policy needs that the institution faces at any 
particular point in time to achieve its mandate. The mandate is the anchor. 
 
2. The weights assigned to monetary or price stability, on the one hand, 
and financial stability, on the other, also vary.  
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The United States provides a good example. The original Federal Reserve 
Act sought an "elastic currency" to assure financial stability.  
 
In 1926-28, the head of the Federal Reserve Bank of New York argued to 
Congress against a Federal Reserve mandate for stable prices, given the 
imprecision of its control. 
 
The Fed's legislated dual mandate dates only to 1977. Somewhat related is 
whether the central bank has responsibility for banking supervision.  
 
The widespread impulse to change that responsibility after a financial crisis 
has led to cycling.  
 
Sweden stands out here: after the banking crisis of the early 1990s, the 
legislature strengthened supervision but did not move it into the central 
bank.  
 
As a profession, economists have still not constructed an integrated 
framework for monetary and financial stability.  
 
We follow with great interest the Riksdag's consideration of the Riksbank's 
role in financial stability and parallel discussions elsewhere. 
 
3. Despite recent events, central bank independence varies, at least in the 
choice of means to agreed ends. If the first victim of war is truth, then the 
second is central bank independence.  
 
Variations in independence arise not only from legal but also behavioural 
sources, such as the timing of the appointment of the central bank head in 
the political cycle.  
 
Most but not all BIS members enjoy substantial independence to pursue 
agreed goals. 
 
War apart, we can recognise two current challenges to central bank 
independence.  
 
First, adaptation of monetary policy to unprecedented conditions has left 
some central banks with huge domestic asset holdings, including 
government securities.  
 
For example, the Riksbank holds about a quarter of the outstanding 
Swedish government debt. With the best of will and communication, 
undoing this could prove delicate.  
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Any government may find it easier to live with a large buyer of its debt than 
a substantial seller. But domestic assets must be reduced, privileging 
monetary control. 
 
Second, financial stability mandates pose challenges to the model of agreed 
goals and independent means. 
 
Such mandates resist the clarity of an inflation target. What is more, 
financial stability is most often a shared responsibility. Sweden's Financial 
Supervisory Authority and National Debt Office both have financial 
stability tasks. 
 
To achieve financial stability, the central bank cannot be the only game in 
town. 
 
I am confident that we will rise to these challenges. At the Riksbank's 
400th anniversary, central bank independence will be a trend. To get there, 
we should embrace clear goals, articulate the means to reach them and 
engage with elected officials, as we do here at the Riksdag. 
 
I close on what I hope will be a trend rather than a cycle: central bank 
cooperation. With global financial markets, central bankers value Basel 
discussion of policy spillovers and spillbacks. Understanding these 
enlightens self-interest in the pursuit of national mandates.  
 
Often, Basel discussions lead to joint action. Ben Bernanke recalled that "a 
number of cooperative efforts among central banks had their origin at - 
[Basel] meetings, especially during the crisis". 
 
Extensive cooperation in banking supervision owes much to Governor 
Ingves' time, devotion and steely determination. BIS member central 
banks, both those here represented and others, hope that Sweden will 
continue to overachieve in central bank cooperation.  
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PCAOB Transitions for the Future 
William D. Duhnke, Chairman, at the 2018 Deloitte / University of Kansas 
Auditing Symposium, Kansas. 
 

 
 
It's a pleasure to be here today. As I begin my tenure as Chairman of the 
PCAOB, I look forward to finding opportunities, such as this, to engage 
with our key constituents, including investors, public companies, audit 
committee members, auditors, and academics, just to name a few. 
 
We all share many common interests, not the least of which is to identify 
and pursue efficient and effective means to promote audit quality, with the 
goal of advancing investor protection and well-functioning capital markets. 
 
In discharging our diverse roles in pursuit of that goal, it's imperative that 
we maintain an active dialogue and collaborate on issues of shared 
importance.  
 
I understand this symposium has a rich history of promoting exactly that 
type of conversation and I'm grateful to our hosts at KU for inviting me to 
participate. 
 

I. Introduction 
 
This is an interesting time to lead the Public Company Accounting 
Oversight Board. Not since the PCAOB was first founded in 2003, 
following the passage of the Sarbanes-Oxley Act, have five new Board 
members joined the organization at roughly the same time.  
 
With such a significant change in the Board's composition, comes a 
significant opportunity — a chance to reflect on lessons learned, to 
innovate, and ultimately to improve how we approach our oversight of the 
auditing profession in an increasingly dynamic environment. 
 
I had the pleasure of joining the Board in January, along with my fellow 
Board member Kathleen Hamm. In February, Jay Brown joined, and Jim 
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Kaiser followed in March. Finally, early last month, our last Board 
member, Duane DesParte, arrived on board. 
 
I hope that it is apparent that Chairman Jay Clayton at the U.S. Securities 
and Exchange Commission and his fellow Commissioners brought together 
a diverse set of talented and dedicated individuals. Each of my fellow Board 
members brings a wealth of relevant experience and skills to the Board. 
 
Collectively, their backgrounds span the entire spectrum of the financial 
reporting process and include investor-related, public company, auditor, 
academic, and board experience. In the short time we have worked 
together, I have developed tremendous respect for their expertise, valuable 
insights, and collaborative approach. 
 
I look forward to working closely with each of them over the next several 
years. Together, we are deeply committed to promoting audit quality and, 
in so doing, to protecting investors and furthering the public interest in the 
preparation of informative, accurate, and independent audit reports. 
 
During the initial stages of this transition, we have focused on carrying out 
the PCAOB's day-to-day oversight responsibilities — with respect to 
inspections, standard setting, enforcement, and economic and risk 
analysis. 
 
While the continuity of the PCAOB's core activities remains one of our 
highest priorities, we are focused simultaneously on defining the key pillars 
of the Board's vision, strategy, and operational plans for the next five years. 
 
I will spend my time this morning discussing our approach to developing 
our vision and strategy. I'll then address some of the questions we, as 
Board members, have been asking ourselves since we joined, with 
particular focus on how we can best achieve our statutory mission. At the 
conclusion of my remarks, I'll be happy to address any questions you may 
have. 
 

II. Strategic Planning Process 
 
Let me begin with the PCAOB's strategic planning process for 2019. First, 
let me provide some historical context. Each year since 2007, the PCAOB 
has drafted a strategic plan with a five-year outlook.  
 
Traditionally, that plan has been developed — and updated — through an 
inward-facing process, based primarily on input from the top leadership of 
the organization. 
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Like most strategic plans, those plans generally did not change materially 
from year-to-year, except as necessary to adapt to changes in the external 
environment and the emergence of new opportunities and threats. 
 
While that approach has served the PCAOB in the past, it's appropriate to 
take a step back and reflect more broadly on the PCAOB's journey since 
2003.  
 
Without question, audit quality has significantly improved since that 
journey began, and the PCAOB has contributed to that progress in various 
ways, even if we have not clearly articulated the causal relationships. 
 
The organization, however, is no longer in its infancy. We have reached a 
relative state of maturity. With that maturity comes an opportunity to 
consider where the journey has taken the organization and where the 
PCAOB should be headed in the future. 
 
As an organization, we cannot simply stand on our prior successes and 
assume success will continue to come. We must, instead, take to heart 
lessons learned over the past 15 years and set a clear vision to guide us 
towards sustained success in the years to come. 
 
Therefore, our approach to strategic planning for 2019 has differed 
substantially from our prior approach. Let me highlight a few of the most 
significant changes to our planning process. 
 
Most notably, the Board has decided to reach beyond our own four walls 
for input into what strategic direction we should take to improve audit 
quality. We believe consistent and meaningful engagement with key 
constituencies is critical to effectively shaping our future direction. 
 
We've used two primary means to reach out.  
 
First, over the last month, we've hosted, through an outside consultant, a 
survey seeking public input into our strategic priorities. That survey closed 
this past Tuesday. 
 
Although we've not yet seen the full results of that survey, we received an 
overwhelming response. Hundreds have weighed in, including dozens of 
investors, public company management representatives, audit committee 
members and directors, academics, foreign audit regulators, and auditors. 
 
I've been told preliminarily that the responses reveal thoughtful 
consideration of the current state of audit quality, the rapidly changing 
environment in which the profession operates, and the need for the PCAOB 
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to improve our approach to driving continued improvement in audit 
quality. 
 
The second means we have used to engage external parties is through a 
series of one-on-one facilitated interviews.  
 
Our outside consultant has conducted approximately three dozen 
interviews of key constituents, again including investors, academics, 
regulators, public company interest groups, and audit firms. 
 
Like the public survey, those interviews have provided a wealth of 
thoughtful ideas for us to consider. As a Board, we welcome and embrace 
this feedback — and we encourage interested parties to continue to share 
their feedback in the future. 
 
We believe that we have much to learn from those who are dedicated, like 
us, to improving the state of audit quality for the benefit of the investing 
community. 
 
Our efforts have not been directed entirely externally, however. To the 
contrary, we've also reached deeper into our own organization than we 
have ever done before. Rather than focusing exclusively on input from our 
senior leadership team, we've asked every member of the PCAOB staff to 
weigh in on our path forward. 
 
Tapping into our entire workforce — with its incredible talent, diversity of 
backgrounds and experience, and firsthand work in the audit quality 
trenches — has provided incredible insight. Our employees are not shy 
about sharing their ideas, and we are not — and cannot be — afraid to 
listen to them. 
 
As a Board, we are carefully studying the fruits of these efforts as we define 
our key priorities for the coming years. Ultimately, we expect our planning 
process to yield a strategic plan that will articulate the Board's vision for 
the organization and the strategic goals and specific objectives we will 
pursue. 
 
We also anticipate the process will identify key performance measures by 
which we can judge our progress in fulfilling our mission and vision and 
accomplishing our identified strategic goals and objectives. 
 
We expect to complete a draft of our 2019 strategic plan by the end of July. 
At that time, we intend to publish the draft for public review and comment, 
reflecting an additional innovation in our planning process. After 
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considering any input received, we will finalize our plan in November, 
alongside our final budget for 2019. 

 
III. Core Values 
 
Although our planning process remains very much an active one, some 
elements are coming into focus. In particular, we have preliminarily 
identified five core values that will define our ability to successfully achieve 
our mission: integrity, excellence, effectiveness, collaboration, and 
accountability. 
 
These values represent the fundamental beliefs we want our organization 
to embrace and will serve as the key principles that guide our actions and 
our decision-making. 
 

A. Integrity 
 
Foremost among our values is integrity. Our conduct as an organization 
and as individuals must be above reproach at all times.  
 
We must adhere to the highest standards of ethical and professional 
conduct in everything we do. We, in turn, will expect the same from the 
profession we oversee. Investors demand it and are entitled to it. 
 

B. Excellence 
 
Second, we must embrace excellence in pursuit of our mission. We cannot 
settle for doing things as we've always done them. Instead, we must be a 
leader and promote positive and effective change.  
 
That begins with how we operate and how we deploy our talented 
workforce — whether it be with respect to inspections, standard setting, 
enforcement, or economic and risk analysis. 
 
This is an exciting time for the auditing profession, which, as everyone here 
appreciates, sits on the precipice of substantial change. Innovations in 
data, analytics, and technology unquestionably will disrupt the profession 
over the coming years.  
 
These disruptions will change not only how audits are conducted, but also 
the business and staffing models of audit firms. As an organization, we 
must not stand in the way of these coming innovations.  
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We must, instead, foster them and focus our efforts on ensuring that they 
advance audit quality and thus promote the efficiency of our capital 
markets. 
 

C. Effectiveness 
 
Third, we must be effective. As we develop and refine our regulatory 
approach, we must consistently target the most effective and efficient 
means to achieve our mission.  
 
That means that we not only use our own resources effectively, but also 
that we pursue policies that are responsive to the changing environment 
and that are developed only after the careful weighing of all relevant costs 
and benefits.  
 
We must carefully consider relevant research of all types, and use evidence-
based principles to inform our decision-making.  
 
In other words, we must leverage our strong economic and risk analysis 
capabilities to facilitate effective policy making. 
 

D. Collaboration 
 
Fourth, we must embrace collaboration. Our work environment within the 
PCAOB must be based on a culture of openness, trust, and respect.  
 
We must break down internal silos and barriers and listen to the best ideas, 
from wherever they arise.  
 
Those same ideals must also translate to how we engage with those outside 
of our organization.  
 
Our engagement with all of our constituents — including with investors, 
academia, audit committees, and audit firms alike — must be consistent 
and based on principles of appropriate transparency, impartiality, and 
fairness. 
 

E. Accountability 
 
Finally, we must be accountable. That means we intend to be a results-
oriented organization, always seeking opportunities to advance audit 
quality for the benefit of investors and readjusting our approach as 
necessary. 
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We likewise embrace transparency, as transparency reinforces our 
accountability. Therefore, we are committed to removing and preventing 
barriers to effective communication and to enhancing our accessibility to 
those outside of our organization. 
 
While we are committed to holding ourselves accountable, we must 
demand the same from the profession we oversee. We expect registered 
audit firms to comply with our rules and standards and we will not hesitate 
to hold them accountable when their actions require it, whether through 
our inspections program or our enforcement efforts. 
 

IV. Organizational Assessment 
 
With the backdrop of those values, let me turn to some of the Board's 
ongoing activities. In connection with our strategic planning process, the 
Board has undertaken a comprehensive organizational assessment. 
 
In performing that assessment, we have paid particular attention to 
identifying what we do well and what we need to do better to accomplish 
our mission.  
 
Our evaluation is currently ongoing and, while we expect it will continue 
for some time, we've reached several conclusions as a result of our process 
to date. 
 
First, although the PCAOB is no longer a nascent organization, many of our 
operations and programs maintain their original design.  
 
It is time we give them a fresh look to consider whether their design 
continues to meet our needs in a rapidly changing environment and to 
support us in achieving our mission. 
 
Second, substantial opportunities exist for us to improve our policy making 
and our external engagement. Based on our initial internal and external 
outreach, it appears that much of our workforce and many of you perceive 
similar opportunities.  
 
We look forward to defining the contours of changes that are responsive to 
what we've learned. 
 
In reflecting on our programs and operations, we've focused on asking 
ourselves difficult questions that challenge our current thinking and 
approach.  
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We must be willing to adapt and evolve based on facts as they exist today. 
I'd like to share a few of the questions that we, as a Board, are wrestling 
with at present. 
 
In asking ourselves these questions, we may find that the answers take us 
down entirely new paths or that, in some cases, they instead confirm our 
past practices. Successfully achieving our mission, however, requires not 
only that we ask them, but that we also institutionalize a culture of self-
examination. 
 
I'll begin with questions focused on our inspections process, our most 
visible external activity. Through the 2017 inspection cycle, the PCAOB has 
conducted more than 3,500 inspections of PCAOB-registered audit firms. 
Our inspectors have looked at significant portions of more than 13,000 
public company and broker-dealer audit engagements. That work has 
yielded a significant amount of data for analysis, as well as a wealth of 
lessons learned. 
 
It has given us deep insight into the progression of audit quality over the 
last 15 years. And quality has, without a doubt, improved significantly as a 
result of our inspections process.  
 
My predecessors and the staff at the PCAOB — as well as many others in 
and around the profession — deserve credit for those meaningful 
improvements. 
 
Notwithstanding these improvements, however, many firms appear to have 
"plateaued" in their progress toward achieving improved inspection 
results.  
 
Therefore, now is an excellent time for us to consider the potential reasons 
for those plateaus, including considering the continuing effectiveness of 
our current inspection approach in driving further improvement in audit 
quality. 
 
We are asking ourselves questions such as: 
 
- Are there targeted actions we can take in our inspection approach to 

drive improvements in specific areas of continuing concern? 
 
- Can we more effectively integrate research from our economic and risk 

analysis efforts in shaping our inspection priorities and approach? 
 
- Can we more effectively leverage the data we have collected through 

our inspections and other sources to identify meaningful insights to 
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further audit quality, including sharing these insights with audit 
committees, audit firms, and the investing community? 

 
- Can, and should, we calibrate our inspection process to focus firms 

more directly on the role of quality control systems in preventing audit 
deficiencies? 

 

- Would modifying our approach to selecting individual audits by 
increasing the number of random selections provide potentially greater 
insight into the overall state of audit quality? 

 
- Should we decrease the number of individual audits we inspect at 

specific firms that have shown improvement in Part 1 findings, and 
refocus our inspection procedures to drill more deeply into those firms' 
quality control systems? 

 
- Should we modify the timing or frequency of our inspections of certain 

firms, based on the nature and degree of their demonstrated audit 
quality (or lack thereof) over time? 

 
- Is there additional guidance or transparency that we can provide about 

our remediation decisions? 
 
- Finally, does our inspection approach introduce unnecessary and 

unexpected costs into the financial reporting system, without achieving 
corresponding benefits to audit quality and thus investor protection? 

 
We're also considering difficult questions surrounding our approach to 
defining and presenting inspection findings, as well as the content and 
geography of matters presented in our inspection reports. 
 
Subject always to our enabling statute, we are asking ourselves questions 
such as: 
 
- Does our current reporting format and approach meet the needs of 

investors and audit committee members, as well as the broader public 
interest? 

 
- Is there additional information we can provide that would enhance the 

value of our reports for interested parties? 
 
- Are there more effective or transparent means to communicate not only 

the nature of our findings but also their severity? 
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- Aside from the number of audits with Part 1 deficiencies, are there 
better ways to present or quantify inspection results? 

 
- Finally, what methods or tools can we use to more accurately define 

and then promote audit quality? 
 
In asking ourselves these questions, we are open to ideas from across the 
spectrum, whether from investors, public companies, researchers, audit 
firms, or others. We are also open to learning lessons from other audit 
regulators around the world. 
 
Audit regulators across the globe have in recent years adopted a range of 
distinct approaches to promoting audit quality. It's imperative that we 
collaborate with them and share information on the benefits and risks 
associated with differing inspection approaches. 
 
Let me share with you a few examples of the types of inspection approaches 
with which other audit regulators are experimenting and which are distinct 
from the PCAOB's approach. 
 
The Financial Reporting Council, or FRC, in the United Kingdom takes a 
two-pronged approach to inspecting audit firms. In addition to firm-
specific inspections focused on reviewing a sample of individual audits and 
firm quality controls, the FRC performs thematic inspections across a 
sample of the firms it regulates. 
 
Those thematic reviews allow the FRC to consider a variety of different 
firms' policies, procedures, and practices in defined subject matter areas 
and then to compare what they find across the population of firms 
reviewed. Those reviews allow the FRC to identify — and then publish to 
the marketplace — not only areas of common weakness identified, but also 
best practices. 
 
Just this past week, the FRC issued its latest thematic review, detailing 
lessons learned from its analysis of firms' activities to establish, promote, 
and embed a culture committed to delivering high quality audits. 
 
The Dutch Authority for Financial Markets, or AFM, has also adopted a 
unique inspections approach. That approach centers around a thematic 
review of what the AFM refers to as the "three pillars" of the audit firms:  
 
(1) control,  
(2) behavior and culture, and  
(3) internal supervision. 
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Based on its review, the AFM has created a dashboard that monitors the 
performance of the largest audit firms in the Netherlands in a number of 
defined areas under each of the three pillars.  
 
The dashboard, which is available in a published report on the AFM's 
website, is designed to track audit firm progress toward meeting 
expectations in each of the key areas over time. 
 
Of course, these ideas won't necessarily translate neatly into our governing 
statutory framework or our capital markets system. They do, however, 
allow us to ask ourselves whether there are different or better ways to 
promote audit quality that we should actively consider. 
 
In addition to inspections, we're considering what improvements we can 
and should make in our other oversight programs. Briefly, we are asking 
ourselves questions such as: 
 
- How can we more effectively communicate with the investors that 

Congress has charged us with protecting? 
 
- How can we be more responsive to, and further the needs of, audit 

committees in discharging their responsibilities? 
 
- Given the rapidly changing data and technology landscape, are our 

standards sufficient to withstand major changes in audit methodology, 
staffing, and tools? 

 
- Can we improve the transparency of our standard-setting process? 
 
- Do we have the right skill sets and resources to ensure that we can 

respond adequately to our changing environment? 
 
- How can we better leverage our capabilities in the Office of Economic & 

Risk Analysis, along with emerging technology and analytical tools and 
processes, to enhance our effectiveness? 

 
- Are we pursuing the right mix of enforcement cases, and are we 

pursuing and adjudicating them in a timely manner? 
 
- And, finally, are we imposing effective and appropriate remedies in the 

enforcement cases we choose to pursue? 
 
None of these questions have easy answers. But we must be willing to ask 
them and give the answers serious consideration. 
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V. Conclusion 
 
Let me close with some final observations. Since its creation 15 years ago, 
the PCAOB has served a critical role in strengthening our nation's capital 
markets. It will continue to serve that role, attentive always to the needs of 
investors and changes in the financial reporting environment. 
 
As an organization, we must and will be a trusted leader in driving 
continuous improvement in audit quality. We also must be proactive, 
responsive, and innovative in overseeing the audit profession. 
 
We look forward to working together with all of our constituencies to 
further enhance audit quality across the profession in the most effective, 
efficient and least intrusive way we can devise. 
 
Thank you. 
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Joint EU-U.S. statement following the EU-U.S. Justice and 
Home Affairs Ministerial Meeting 
 

 
 
On 22 and 23 May 2018, the EU-U.S. Ministerial Meeting on Justice and 
Home Affairs was hosted by the Bulgarian Presidency of the EU Council in 
Sofia, Bulgaria.  
 
The meeting reaffirmed the long-standing, fruitful cooperation between the 
United States of America and the European Union in the areas of justice 
and home affairs, as well as the importance of jointly addressing common 
security threats. 
 
The United States was represented by the U.S. Attorney General, Jeff 
Sessions, and the Acting Deputy Secretary for Homeland Security, Claire 
Grady. 
 
The European Union, hosting the meeting, was represented by the 
Commissioner for Migration, Home Affairs and Citizenship Dimitris 
Avramopoulos, the Commissioner for Justice, Consumers and Gender 
Equality Věra Jourová, the Commissioner for the Security Union Julian 
King, as well as Bulgarian Minister of Interior Valentin Radev and Minister 
of Justice Tsetska Tsacheva, together with Austrian Federal Minister for 
the Interior Herbert Kickl and Federal Minister for Constitutional Affairs, 
Reforms, Deregulation and Justice Josef Moser, on behalf of the current 
and incoming Presidencies of the Council of the European Union. 
 
The European Union and the United States discussed their shared efforts 
to combat terrorism, focusing on effective information sharing, preventing 
radicalization, use of the internet for terrorist purposes, and vigilance with 
respect to aviation security, and chemical, biological, radiological and 
nuclear threats, and explosives, especially in relation to the evolving 
chemical threats to aviation and in public spaces.  
 
With regard to EU-U.S. information sharing on Passenger Name Records 
(PNR), participants of the meeting emphasized the importance of such 
sharing, and noted impending developments in the separate EU-Canada 
PNR discussions.  
The participants agreed to continue the discussion of PNR, at the next EU-
U.S. Ministerial, which will take place in Washington, D.C., in the second 
half of 2018. 
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Participants also discussed security and law enforcement cooperation in 
cyber-space, affirming the importance of allowing swift access to electronic 
evidence by law enforcement and judicial authorities, while also protecting 
privacy and civil liberties.  
 
Similarly, they stressed the need to maintain a safe, open, and secure 
cyberspace for the promotion of economic and social development, and 
exchanged views on how to best address this growing challenge. 
 
The European Union and the United States also exchanged information on 
developments in the area of migration, border management, and their 
respective visa policies.   
 
The European Union provided an update on migration trends in Europe 
and ongoing initiatives to enhance the management of its external borders; 
the European Union and the United States took stock of the continuing 
progress by the European Union and the United States, including that of 
the five concerned EU Member States, towards meeting the statutory 
requirements of the Visa Waiver Program, in order to be considered for 
designation.  
 
Both sides also acknowledged the need for strengthening operational 
cooperation to effectively prevent and eradicate migrant smuggling and 
trafficking in human beings, and also discussed the importance of secure 
and lawful immigration systems. 
 
Finally, the United States and European Union discussed the importance of 
ensuring swift exchange of financial information and improving the 
effectiveness of financial investigations.  
 
The European Union and the United States discussed the latest 
developments in these areas and shared best practices in an effort to step 
up their common fight against anti-money laundering and terrorism 
financing. 
 
Underlining the progress made in these vital areas of common interest, and 
re-emphasizing the fact that common solutions are necessary in order to 
address global security threats, the European Union and the United States 
committed to meet again in the second half of 2018 in Washington, D.C. 
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Disclaimer 
 
Despite the great care taken to prepare this newsletter, we cannot guarantee that all 
information is current or accurate. If errors are brought to our attention, we will try to 
correct them, and we will publish the correct information to the LinkedIn and Facebook 
pages of the association. 
 
Readers will make their own determination of how suitable the information is for their 
usage and intent. The association expressly disclaims all warranties, either expressed or 
implied, including any implied warranty of fitness for a particular purpose, and neither 
assumes nor authorizes any other person to assume for it any liability in connection with 
the information or training programs provided. 
 
The association and its employees will not be liable for any loss or damages of any nature, 
either direct or indirect, arising from use of the information provided on this newsletter, 
or our web sites. 
 
We are not responsible for opinions and information posted by others on this website. 
The inclusion of links to other sites does not necessarily imply a recommendation or 
endorse the views expressed within them. Links from this site to other sites are 
presented as a convenience to users. The association does not accept any responsibility 
for the content, accuracy, reliability, or currency found on external sites. 
 
This information: 
- is of a general nature only and is not intended to address the specific 
circumstances of any particular individual or entity; 
 
- should not be relied on in the particular context of enforcement or similar 
regulatory action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the association has no control 
and for which the association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should always 
consult a suitably qualified professional); 
 
- is in no way constitutive of interpretative; 
 
- does not prejudge the position that the relevant authorities might decide to take 
on the same matters if developments, including Court rulings, were to lead it to revise 
some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the matters at 
issue. 
 
Please note that it cannot be guaranteed that these information and documents exactly 
reproduce officially adopted texts. It is our goal to minimize disruption caused by 
technical errors. However, some data or information may have been created or 
structured in files or formats that are not error-free and we cannot guarantee that our 
service will not be interrupted or otherwise affected by such problems.  
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