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Hedge Funds News, July 2020  
Dear members and friends, 
 
We will start with an interesting paper from the Financial 
Stability Board. 
 

COVID-19, the Financial Stability Board and the G20 
Financial Reform Agenda 
Dietrich Domanski, Secretary General, Financial Stability Board 
 

 
 

Thank you, Nicolas, for inviting me, and for selecting the Financial 
Stability Board and the G20 reform agenda as a topic for a ‘Financial 
Statement’. The views that I am expressing at today’s session are mine and 
do not necessarily reflect those of the FSB or its members. 
 

 

http://www.hedge-funds-association.com/
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COVID-19 represents the biggest test of the post-crisis financial system to 
date. The pandemic constitutes an unprecedented global macro-economic 
shock, pushing the global economy into a recession of uncertain magnitude 
and duration. 
 
This exogenous shock has placed the financial system under strain, along 
three main dimensions of risk. 
 
• The first is operational risk. Precautionary lock down measures have 
tested contingency plans of financial institutions, and remote working may 
have challenged the execution of complex market operations and 
centralised functions.  
 
• The second is liquidity risk. In March, downward revisions of expected 
economic activity and heightened risk aversion led to a major re-pricing 
and re-positioning in global financial markets, putting pressure on market 
liquidity. The preference for cash and near-cash assets led to a massive 
increase in the demand for funding liquidity. 
 
• The third is credit risk. Corporate credit quality is deteriorating on a 
broad basis. Unlike in previous downturns, services and manufacturing 
sectors have been hit simultaneously, and there are pre-existing 
vulnerabilities in the form of high debt. At the same time, the demand for 
credit is expected to rise. 
 
Against this backdrop, the FSB has re-prioritised its work programme, to 
provide effective support to our members (and stakeholders more 
generally) in their response to COVID-19. 
 
The FSB is supporting international cooperation and coordination on the 
COVID-19 response in three ways:  
 
(i) assessments of financial stability risks and vulnerabilities that may lie 
ahead as the impact of COVID-19 on the global economy unfolds;  
 
(ii) work to inform policy discussions; and  
 
(iii) Third, we are working with our membership to coordinate on global 
policy responses.  
 
To read more:  

https://www.fsb.org/wp-content/uploads/S250620.pdf 
 

 
 
 

https://www.fsb.org/wp-content/uploads/S250620.pdf
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Financial Regulators Modify Volcker Rule 
 

 
 

Five federal regulatory agencies have finalized a rule modifying the Volcker 
rule’s prohibition on banking entities investing in or sponsoring hedge 
funds or private equity funds—known as covered funds.   
 
The final rule is broadly similar to the proposed rule from January.  
 
The Volcker rule generally prohibits banking entities from engaging in 
proprietary trading and from acquiring or retaining ownership interests in, 
sponsoring, or having certain relationships with a hedge fund or private 
equity fund. 
 
Like the proposal, the final rule modifies three areas of the rule by: 
 
- Streamlining the covered funds portion of rule; 
 
- Addressing the extraterritorial treatment of certain foreign funds; and 
 
- Permitting banking entities to offer financial services and engage in 

other activities that do not raise concerns that the Volcker rule was 
intended to address. 

 
The rule will be effective on October 1. 
 
To read more:  

https://www.sec.gov/rules/final/2020/bhca-9.pdf 
 
 
 

 
 
 
 
 
 
 
 
 
 

https://www.sec.gov/rules/final/2020/bhca-9.pdf
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Modernizing U.S. Equity Market Structure 
U.S. Securities and Exchange Commission - Chairman Jay Clayton, Brett 
Redfearn, Director, Division of Trading and Markets 
 

 
 
 

Chairman Clayton: 
 
Good afternoon and welcome to this SEC-sponsored virtual forum to 
discuss equity market structure. I want to begin by thanking Deborah 
Lucas for her kind introduction and Assistant Attorney General Makan 
Delrahim for giving us his insightful perspective.  Promoting competition is 
a core objective of U.S. antitrust and securities law, and I very much 
appreciated hearing his insights. 
 
Today marks the third consecutive year that Director Redfearn and I have 
addressed equity market structure.  Our remarks have focused on three 
areas needing close attention—improving the market for thinly traded 
securities, combatting retail fraud, and addressing concerns about the 
quality and cost of market data. 
 
Here I am very pleased that we have meaningful progress to report as well 
as some key initiatives we are working to complete.  I would like to take a 
moment to commend the Commission’s dedicated staff for continuing to 
serve the public without missing a beat during these challenging times. 
 
As we did last year, Brett and I will speak in sequence.  I will introduce the 
issues and provide my thoughts, and then Brett, with perhaps an 
interruption from me, will provide further details.   
 
Each of us is speaking for ourselves.  My views are my own, Brett’s views 
are his and, to the extent we discuss potential future action, please know 
there will be significant discussion, analysis and evolution before any 
action is taken. 
 

I. Principles Guiding Our Equity Market Structure Agenda 
 
When discussing equity market structure, I have made it a habit to begin 
by emphasizing the principles that guide our approach.  These principles 
are clearly articulated in my prior speeches, so I will break that habit and 
not repeat them here, but they are in my posted remarks. 
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I am pleased to announce that work pursuant to one key principle—
coordinating and communicating with other regulators—is being furthered 
through a new Memorandum of Understanding signed between the SEC 
and the DOJ Antitrust Division.   
 
Our agencies each have their respective areas of responsibility—the DOJ is 
responsible for antitrust policy and enforcement, and the SEC is 
responsible for securities market function, structure and enforcement—but 
there are significant commonalities of facts and expertise as both agencies 
work to promote competitive market conditions.   
 
I believe that close coordination and communication between us—and the 
experts on our career staff—contribute to a well-functioning regulatory 
environment.  I know the SEC can benefit from the DOJ’s expertise, and 
the insightful remarks that Makan delivered earlier serve as proof of that 
point. 
 
I would also like to reiterate that the power of choice and competition is 
crucial and formative to our securities markets.  Another of my key 
principles dictates that access to material information can empower 
investors and energize the competitive forces that benefit markets broadly.   
 
It is through this lens that I consider our equity market structure and the 
essential question of whether access to markets and material information 
about those markets is fair and reasonable.  As I have previously noted, it 
has long been recognized that market prices can function as “public goods.” 
 
Efficiently providing this function—through a combination of regulation 
and market forces—can be challenging to achieve in practice, however, 
particularly in a complex, high-speed environment such as trading. 
 
It is only fair to note that this discussion of improving efficiency and 
function should be viewed against the backdrop of substantial progress 
over the past two decades, particularly from the perspective of trading 
costs.   
 
Today, retail investors pay substantially less for execution than they did ten 
and twenty years ago and, in our largest stocks and related derivatives, 
liquidity is strong.   
 
We also should remember that liquidity is not free—market makers and 
other professional traders participate actively because they expect to turn a 
profit.  Here, I would be remiss if I did not mention the recent court case 
vacating the Commission’s transaction fee pilot.   
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While I think that the Commission should continue to focus on and pursue 
data-driven analysis, rulemaking and policy, I accept the decision of the 
D.C. Circuit and appreciate the guidance it provides.   
 
I expect the Commission will move forward with its efforts to improve and 
modernize our National Market System following that guidance.  To me, 
the decision served to emphasize our need to have real data from 
exchanges, ATSs, and other market participants to facilitate oversight and 
analysis of new and existing rules.   
 
The court has said that the Commission cannot set up this kind of 
controlled environment, and so I expect we will continue to work in the 
real environment to make sure we have the data and other information we 
need. 
 

II. Modernization of Equity Market Structure 
 
The initiatives we will discuss today are intended generally to improve our 
ever-changing securities markets.  We began this journey in 2018 by 
identifying three market structure areas in need of modernization.   
 
For each of these areas, we have followed the same transparent and 
rigorous path forward:  the staff held roundtables that sought out a wide 
range of viewpoints and then developed specific initiatives to advance for 
public comment.   
 
I am pleased to say that the public comments we have received reflect a 
breadth and depth of expertise and insight on what can be highly complex 
and technical market structure issues.  
 

Improving the Market for Thinly Traded Securities 
 
One area we have targeted for progress is improving the quality of our 
market for thinly traded securities.  Today, Regulation NMS mandates a 
single market structure and regulatory framework for all exchange-listed 
stocks, regardless of their different characteristics.   
 
At the 2018 Roundtable on Market Structure for Thinly-Traded Securities, 
several participants were critical of this one-sized-fits-all approach and 
highlighted the particular challenges facing companies and investors in 
this segment of the market. 
 
Following the Roundtable, in October 2019, the Commission published its 
Statement on Market Structure Innovation for Thinly Traded Securities 
inviting market participants to submit innovative proposals designed to 
improve the secondary market for thinly traded securities, including, in 
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connection with such proposals, requests to suspend or terminate unlisted 
trading privileges, known as UTP. 
 
Before I turn to Brett to discuss some of the details of this initiative, I want 
to make a few points.  First, the SEC’s effort to improve secondary market 
trading for thinly traded securities is but one of several initiatives that the 
SEC has pursued to advance the interests of small and mid-size companies. 
And second, there is no magic solution that will suddenly produce deep 
pools of liquidity for thinly traded securities.   
 
But the fact that the task may be difficult is no reason not to take it head 
on.  We must think creatively about how best to proceed and without 
letting the perfect be the enemy of the significantly better. 
 

Director Redfearn: 
 
At the same time that the Commission issued its Statement, the Division of 
Trading and Markets published a Background Paper on the Market 
Structure for Thinly Traded Securities that presents some of the 
characteristics and trading challenges of this segment of the market. 
 
Companies with stocks in this segment of the market face some difficult 
challenges not faced by companies with actively traded stocks.  The Staff 
Background Paper references economic research indicating that improving 
secondary market liquidity can have real benefits for companies.   
 
I believe there are serious questions, however, about whether the current 
market structure that works relatively well for very active stocks is optimal 
for thinly traded securities. 
 
The Commission’s Statement mentions a number of potential innovations 
that may be worth considering.  These include providing incentives to 
market makers to assume heightened obligations with regard to thinly 
traded securities, implementing periodic intraday auctions as a means to 
concentrate liquidity, and introducing non-automated markets to facilitate 
trade negotiation and incentivize market maker participation.  
 
I am pleased that a range of commenters have responded to the Statement 
and submitted views and potential approaches, including an application by 
an exchange for an exemption from UTP, to improve the market structure 
for thinly traded securities that the staff is studying closely. 
 
Going forward, proposals should fully lay out the elements of the proposal 
and the rationale for whatever relief is requested from current rules.  To 
the extent proposals involve proposed rule changes, these would provide 
an opportunity for the public to comment on the specifics of an exchange’s 
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proposed market structure innovations, and would not become effective 
unless the Commission approved the proposed rule change. 
 
To read more: https://www.sec.gov/news/speech/clayton-redfearn-
modernizing-us-equity-market-structure-2020-06-22 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.sec.gov/news/speech/clayton-redfearn-modernizing-us-equity-market-structure-2020-06-22
https://www.sec.gov/news/speech/clayton-redfearn-modernizing-us-equity-market-structure-2020-06-22


P a g e  | 9 

International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

Investors’ risk attitudes in the pandemic and the stock 
market: new evidence based on internet searches 
Marlene Amstad, Giulio Cornelli, Leonardo Gambacorta, Dora Xia 
 

 
 

Key takeaways 
 
• The sharp drop and subsequent rebound in global stock markets in the 
current pandemic focuses attention on changes in investors’ risk attitudes. 
 
• A new Covid-19 risk attitude (CRA) index for 61 markets, based on 
internet searches in Google and Baidu, does a good job at capturing 
investors’ attitudes toward pandemic-related risks. 
 
• Stock markets are more sensitive to changes in the CRA index in more 
financially developed economies. Stock markets are less sensitive in 
jurisdictions that have restricted mobility less and that have enacted other 
containment measures against the pandemic. 
 

1. Introduction 
 
The Covid-19 crisis has left a deep mark on stock markets, with a fall in 
prices similar to those experienced during the Great Depression in 1929, 
and a subsequent rebound.  
 
The observed equity price reaction relates to changes in traditional drivers 
such as relative price shifts and risk aversion measures, but it could also 
reflect changes in investors’ attitude towards risk in the pandemic. 
 
The aim of this Bulletin is to use information on internet searches on 
Google and Baidu to derive a measure of stock market investors’ concerns 
about the pandemic and to assess how such a measure could explain the 
sharp drop and subsequent rebound in stock markets.  
 
We focus on the initial period of the Covid-19 pandemic, covering up to 
end-April 2020. The role of investors’ risk attitude could be particularly 
relevant in a time of sudden large shocks and when fundamental drivers 
suffer from higher uncertainty.  
 
The US Economic Policy Uncertainty index has peaked in April 2020 at 
levels more than twice as high as previous records (Baker et al (2020)).  
 
Shiller (2020) even sees Covid-19 as two pandemics – one in the real 
economy, and the other in the perception of the impact the first one might 
have. However, while the impact of fundamental drivers on US stock 
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returns during the pandemic has already been studied (Ding et al (2020) 
and Alfaro et al (2020)), the role of investors’ risk attitudes has received 
less attention. 
 
The analysis in this Bulletin focuses on mid-February to end-April 2020, 
including an initial period of severe sell-off in global equity markets (until 
mid-March), as well as a recovery – in some cases by almost half of the 
previous drop – from then to end-April.  
 
We show that traditional drivers of equity markets – such as changes in the 
value of the US dollar, oil prices, measures of risk aversion – and the 
unconventional monetary policy measures adopted are not able to fully 
capture the evolution of stock market prices during this period.  
 
To study the evolution of investors’ risk attitude towards the pandemic, 
we construct for each market a new “Covid-19 risk attitude” (CRA) index, 
based on the number of internet searches in different markets.  
 
The idea is that web searches for terms related to Covid-19 reflect people’s 
concern about the pandemic and its economic consequences.  
 
Interestingly, during the first months of the pandemic the CRA index 
foreshadowed the actual number of recorded infections globally.  
 
This indicates that for investors the economic effects of the pandemic are 
globally linked and are not confined to the areas directly affected by the 
virus.  
 
From the last week of March until the end of April, a fall in the CRA index 
reflects a reduction in investors’ concern and goes hand in hand with the 
recovery in equity prices. 
 
Results indicate that investors’ risk attitude as captured by internet 
searches played a significant role in most stock markets over and above 
what is explained by other more traditional drivers.  
 
On average, the CRA index explains an additional 6% of the observed 
equity price variation in the sample period. 
 
In particular, stock markets are more sensitive to changes in the CRA index 
in more financially developed economies.  
Markets are less sensitive in those jurisdictions that have restricted 
mobility by less and have enacted other containment measures against the 
pandemic. 
 
To read more:   
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https://www.bis.org/publ/bisbull25.pdf 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/publ/bisbull25.pdf
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Mitigating Synthetic Identity Fraud in the U.S. Payment System 
 

 
 

In 2019, the Federal Reserve published two white papers as part of 
our Payments Fraud Insights series.  
 
Our goal was to raise awareness and encourage industry action against 
synthetic identity fraud, reportedly the fastest-growing type of financial 
crime facing the United States.  
 
The first paper focused on causes and contributing factors of synthetic 
identity fraud and its impact on the U.S. payment system, while the second 
focused on detecting synthetics and examples of sharing information 
across the industry. 
 
This white paper picks up where our last one left off. It highlights different 
ways that organizations – both individually and collectively – can work to 
mitigate synthetic identity fraud.  
 
Additionally, we summarize a number of external factors that impact 
mitigation, such as the regulatory environment. 
 
Synthetic identity fraud is not a problem that any one organization or 
industry can tackle independently, given its far-reaching effects on the U.S. 
financial system, private industries – such as healthcare, automotive and 
insurance – government entities and consumers. 
 
The Federal Reserve recognizes the need for collaboration as we work with 
a wide array of payments industry stakeholders to advance U.S. payments 
security, which is consistent with the approaches described in our paper, 
Strategies for Improving the U.S. Payment System: Federal Reserve Next 
Steps in the Payments Improvement Journey.  
 
Our Payments Fraud Insights white papers were made possible by the 
contributions of many industry and government subject matter experts and 
Federal Reserve colleagues. 
 
We appreciate your shared insights and look forward to continued 
dialogue and collaboration in reducing synthetic identity payments fraud. 
 
Synthetic identity fraud occurs when perpetrators combine fictitious and 
sometimes, real information, such as names and Social Security numbers 
(SSNs), to create new identities.  
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These identities may then be used to defraud financial institutions, private 
industry, government agencies or individuals.  
 
Differing definitions and approaches to detection make it difficult to 
quantify the impact on the U.S. financial system.  
 
One widely reported analysis by Auriemma Group suggested that synthetic 
identity fraud cost U.S. lenders $6 billion and accounted for 20% of credit 
losses in 2016.  
 
Our first white paper, Synthetic Identity Fraud in the U.S. Payment 
System, described key characteristics of this type of fraud. You can find it 
at:  
https://fedpaymentsimprovement.org/wp-content/uploads/frs-synthetic-
identity-payments-fraud-white-paper-july-2019.pdf 
 

 
 
Fraudsters leverage the personally identifiable information (PII) of 
individuals – frequently children, the elderly or homeless – who are less 
likely to access their credit information and thus, discover the fraud.  
 
Synthetic identities can behave like legitimate accounts and may not be 
flagged as suspicious using conventional fraud detection models. This 
affords perpetrators the time to cultivate these identities, build positive 
credit histories, and increase their borrowing or spending power before 
“busting out” – the process of maxing out a line of credit with no intention 
to repay. 
 

https://fedpaymentsimprovement.org/wp-content/uploads/frs-synthetic-identity-payments-fraud-white-paper-july-2019.pdf
https://fedpaymentsimprovement.org/wp-content/uploads/frs-synthetic-identity-payments-fraud-white-paper-july-2019.pdf
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The ease and low cost of creating synthetic identities contributes to the 
widespread impact of this type of fraud on financial institutions, private 
industry, government agencies and individuals.  
 
Sophisticated crime rings can leverage multiple tactics at scale to cultivate 
synthetic identities, including using fake addresses, creating sham 
businesses and forming relationships with collusive merchants to cash in. 
 
To read more: 
http://www.fedpaymentsimprovement.org/wp-content/uploads/frs-
synthetic-identity-payments-fraud-white-paper-july-2020.pdf 
 
https://fedpaymentsimprovement.org/strategic-initiatives/payments-
security/synthetic-identity-payments-fraud/ 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.fedpaymentsimprovement.org/wp-content/uploads/frs-synthetic-identity-payments-fraud-white-paper-july-2020.pdf
http://www.fedpaymentsimprovement.org/wp-content/uploads/frs-synthetic-identity-payments-fraud-white-paper-july-2020.pdf
https://fedpaymentsimprovement.org/strategic-initiatives/payments-security/synthetic-identity-payments-fraud/
https://fedpaymentsimprovement.org/strategic-initiatives/payments-security/synthetic-identity-payments-fraud/
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BIS, Annual Report 2019/20 
 

 
 

Looking forward and back 
 
In 2019/20, we continued to shape the Bank for the future with our 
Innovation BIS 2025 strategy while remembering our origins as we 
prepared to commemorate our 90th anniversary in 2020.  
 
This has given us an opportunity to reflect on our role and how it has 
evolved over the years, while staying true to our mission to serve central 
banks in their pursuit of monetary and financial stability, and being ready 
to adapt to new challenges in a dynamic and changing external 
environment. 
 

 
 

Innovation BIS 2025 is our medium-term strategy.  
 
Launched in early 2019, it comprises a set of initiatives that position the 
Bank for the challenges ahead.  
 
It aims to build a stronger BIS that embraces continuous innovation on 
both the analytical and business fronts, at the same time as it considers 
best practices at the organisation-wide level.  
 
The Innovation BIS 2025 strategy reflects how innovation and technology 
are reshaping the financial landscape and the way we work, to help us meet 
the challenges of the digital age.  
 
Under the strategy, we are investing in next-generation technology to build 
a resilient and future-ready digital workplace across the Bank.  
 
Innovation BIS 2025 consists of a set of initiatives anchored by our 
mission: to serve central banks in their pursuit of monetary and financial 
stability, to foster international cooperation in those areas, and to act as a 
bank for central banks. 
 
We broadened our economic analysis and research to include new themes.  
We made particular progress in our work on the impact of technological 
innovation and monetary policy frameworks, reflected in BIS and external 
publications and statistics.  
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We also enhanced our other analytical output, especially that related to the 
impact of Covid-19 on the economy.  
 
There was also a full programme of conferences and research network 
events.  
 
To read more (206 pages) you may visit: 
https://www.bis.org/about/areport/areport2020.pdf 
 

 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/about/areport/areport2020.pdf
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Conclusions from the FSB’s too-big-to-fail evaluation 
 

 
 

Claudia M. Buch, Vice-President, Deutsche Bundesbank sets out the 
conclusions from the FSB’s evaluation of the effects of too-big-to-fail 
reforms.  
 
The report finds that too-big-to-fail reforms made banks more resilient and 
resolvable, but gaps need to be addressed.  
 
Responses to the public consultation are invited by 30 September 2020. 
 

 
 
You may visit: 

https://www.youtube.com/watch?v=bwzQo88w8AM&feature=youtu.be 

 
This consultation report presents the preliminary results of, and seeks 
comments on, the evaluation on the effects of too-big-to-fail (TBTF) 
reforms for systemically important banks.  
 
The TBTF reforms being evaluated have three components:  
 
(i) standards for additional loss absorbency through capital surcharges and 
total loss-absorbing capacity requirements;  

https://www.youtube.com/watch?v=bwzQo88w8AM&feature=youtu.be
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(ii) recommendations for enhanced supervision and heightened 
supervisory expectations; and  
 
(iii) policies to put in place effective resolution regimes and resolution 
planning to improve the resolvability of banks.  
 
These reforms were endorsed by the G20 in the aftermath of the 2007-08 
global financial crisis and have been implemented in FSB jurisdictions over 
the course of the past decade.  
 
The objective of this evaluation is to examine the extent to which the 
reforms are reducing the systemic and moral hazard risks associated with 
systemically important banks, as well as their broader effects on the 
financial system.  
 
This report is being released in the midst of the unprecedented and still-
evolving COVID-19 pandemic.  
 
The pandemic represents the biggest test of the post-reform financial 
system to date, as it has pushed the global economy into a recession of 
uncertain magnitude and duration.  
 
The rapid and coordinated response by fiscal, financial and monetary 
authorities has mitigated the impact of the shock on the real economy and 
the financial system.  
 
Authorities are making use of the flexibility built into existing international 
standards – including bank-specific and macroprudential buffers – to 
sustain the supply of financing to the real economy.  
 
However, the effects of the pandemic continue to put the financial system 
under strain.  
 
This evaluation has not examined the implications of recent economic and 
financial developments because the analysis in the consultation report was 
largely completed before the outbreak of the pandemic.  
 
The report does not look at specific banks, nor does it make policy 
proposals.  
 
Nevertheless, it draws a number of conclusions that are relevant to 
policymakers, market participants and other stakeholders in the current 
situation.  
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The findings of the report suggest that TBTF reforms have contributed to 
the resilience of the banking sector and its ability to absorb, rather than 
amplify, shocks.  
 
Major banks are much better capitalised, less leveraged and more liquid 
than they were before the global financial crisis.  
 
Systemically important banks in advanced economies have built up 
significant loss-absorbing and recapitalisation capacity by issuing 
instruments that can bear losses in the event of resolution.  
 
A key finding of the report is that significant progress has been made since 
the global financial crisis in establishing resolution regimes and enhancing 
the resolvability of banks.  
 

 
 
These reforms give authorities more options for dealing with banks in 
distress, though which options are used is for individual authorities to 
consider in light of the particular circumstances.  
 
Resolution planning, together with enhanced supervision, have 
significantly improved the operational capabilities of banks and 
authorities, as well as the accuracy and detail of the information available 
to them.  
 
Feedback on the analysis and findings of the consultation report would be 
welcome, including on any additional evidence to consider and on updates 
to the analytical work that it may be useful to undertake in response to the 
pandemic.  
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The consultation period has been extended to the end of September in 
order to give respondents more time to provide feedback, and the final 
report is expected to be published in early 2021. 
 
You may visit:  

https://www.fsb.org/wp-content/uploads/P280620-1.pdf 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.fsb.org/wp-content/uploads/P280620-1.pdf
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ENISA Launches Public Consultation for First Candidate 
Cybersecurity Certification Scheme 
The EUCC Candidate Scheme for ICT Products, set to replace the SOG-IS, 
is released today for public feedback. 
 

 
 

The European Union Agency for Cybersecurity, ENISA, is launching a 
month-long public consultation for the first candidate cybersecurity 
certification scheme, the Common Criteria based European cybersecurity 
certification scheme (EUCC).  
 
The scheme aims to replace the existing schemes operating under the SOG-
IS MRA for ICT products, to add new elements and to extend the scope to 
cover all EU Member States. 
 
The public consultation allows interested parties to provide feedback on 
the draft of the EUCC candidate scheme and the outcome will be processed 
and shared. The consultation will remain open for contributions until July 
31st, 12:00 CET. 
 
Over the past two decades, the Common Criteria have proven efficient for 
the certification of chips and smartcards across Europe, and have 
enhanced the level of security of electronic signature devices, for means of 
identification such as passports, banking cards and tachographs for lorries. 
More recently, the criteria have been used intensively to certify the 
cybersecurity of ICT software products. 
 
This new candidate scheme aims to further improve the Union’s internal 
market conditions for ICT products, and positively affects the ICT services 
and ICT processes relying on such products. 
 
About the EUCC candidate scheme: 
 
- Built on the current SOG-IS MRA and Common Criteria with rules 

included for transition; 
 
- Applicable to ICT products; 
 
- Covers assurance levels ‘Substantial’ and ‘High’; 
 
- Certificate validity for five years, can be renewed; 

 
- Allows for composite certification; 
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- Recognition in all EU Member States; 
  
- Voluntary scheme; 
 
- Harmonised conditions for vulnerability handling and disclosure; 
  
- Clearly defined rules on monitoring and handling non-compliance and 

non-conformity; 
 
- Introduces a new patch management mechanism to support 

vulnerability handling; 
 
- Use of a framework-based label and a QR code to ensure easy access to 

accurate certification information. 
 
The EU Cybersecurity Act of 2019 (CSA) lays down an EU cybersecurity 
certification framework for the purpose of ensuring an adequate level of 
cybersecurity for ICT products, ICT services and ICT processes in the 
Union, as well as of avoiding fragmentation of the internal market.  
 
ENISA’s task under the CSA is to prepare and develop candidate 
cybersecurity certification schemes with the involvement and support of 
stakeholders and a working group. 
 
The first ad hoc working group for this scheme, the EUCC AHWG, was set 
up late last year by ENISA, and is chaired by the Agency.  
 
The group is composed of 20 appointed members representing industry 
(developers, evaluators), and 12 participants from Member States and 
accreditation bodies.  
 
The EUCC AHWG has been working in close collaboration with the 
Commission and with the European Cybersecurity Certification Group 
(ECCG). The EUCC is the first candidate scheme in the framework.  
A second candidate scheme is currently in preparation and relates to the 
certification of cloud services. 
 
More information at: 
https://www.enisa.europa.eu/topics/standards/Public-
Consultations/public-consultations-cybersecurity-schemes 
 
https://www.enisa.europa.eu/publications/cybersecurity-certification-
eucc-candidate-scheme/ 
 
 
 

https://www.enisa.europa.eu/topics/standards/Public-Consultations/public-consultations-cybersecurity-schemes
https://www.enisa.europa.eu/topics/standards/Public-Consultations/public-consultations-cybersecurity-schemes
https://www.enisa.europa.eu/publications/cybersecurity-certification-eucc-candidate-scheme/
https://www.enisa.europa.eu/publications/cybersecurity-certification-eucc-candidate-scheme/
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FSB statement on the impact of COVID-19 on global benchmark 
reform 
 

 
 

The Financial Stability Board (FSB) has discussed the impact of COVID-19 
on global benchmark transition.  
 
The FSB’s Official Sector Steering Group (OSSG) is monitoring the 
developments closely and recognises that some aspects of firms’ transition 
plans are likely to be temporarily disrupted or delayed, while others can 
continue.  
 
The FSB maintains its view that financial and non-financial sector firms 
across all jurisdictions should continue their efforts in making wider use of 
risk-free rates in order to reduce reliance on IBORs where appropriate and 
in particular to remove remaining dependencies on LIBOR by the end of 
2021. 
 
LIBOR transition remains an essential task that will strengthen the global 
financial system.  
 
COVID-19 has highlighted that the underlying markets LIBOR seeks to 
measure are no longer sufficiently active.  
 
Moreover, these markets are not the main markets that banks rely upon for 
funding.  
 
The increase in the most widely used LIBOR rates in March put upward 
pressure on the financing cost of those paying LIBOR-based rates.  
 
For those borrowers, this offset in large part the reductions in interest rates 
in those jurisdictions where central banks have lowered policy rates. 
 
Relevant national working groups are co-ordinating changes to 
intermediate milestones in their benchmark transition programmes, where 
appropriate, to ensure global coordination.  
 
Financial and other firms should continue to ensure that their transition 
programmes enable them to transition to LIBOR alternatives before end-
2021. 
 
LIBOR transition is a G20 priority, and the G20 in its February 2020 
communique asked the FSB to identify remaining challenges to benchmark 
transition by July 2020 and to explore ways to address them.  
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The FSB will publish a report on these issues later this month. FSB 
members, in collaboration with other standard-setting bodies and 
international institutions, will continue to monitor developments. 
 

Notes 
 
The FSB set out in 2014 a series of recommendations for strengthening key 
interbank offered rates (IBORs) in the unsecured lending markets, and for 
promoting the development and adoption of alternative nearly risk-free 
reference rates, where appropriate.  
 
The FSB and member authorities, through the FSB Official Sector Steering 
Group (OSSG) chaired by Andrew Bailey (Governor, Bank of England) and 
John Williams (President and CEO, Federal Reserve Bank of New York), 
are working to implement and monitor these recommendations.  
 
The FSB published its most recent annual progress report in December 
2019 on implementation of the recommendations. 
 
The FSB coordinates at the international level the work of national 
financial authorities and international standard-setting bodies and 
develops and promotes the implementation of effective regulatory, 
supervisory, and other financial sector policies in the interest of financial 
stability.  
 
It brings together national authorities responsible for financial stability in 
24 countries and jurisdictions, international financial institutions, sector-
specific international groupings of regulators and supervisors, and 
committees of central bank experts.  
 
The FSB also conducts outreach with approximately 70 other jurisdictions 
through its six Regional Consultative Groups. 
 
The FSB is chaired by Randal K. Quarles, Vice Chairman, US Federal 
Reserve; its Vice Chair is Klaas Knot, President, De Nederlandsche Bank. 
The FSB Secretariat is located in Basel, Switzerland, and hosted by the 
Bank for International Settlements. 
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Face Coverings Made From Layered Cotton Fabric Likely Slow 
the Spread of COVID-19 Better Than Synthetics 
 

 
 

Researchers have completed a new study of how well a variety of natural 
and synthetic fabrics filter particles of a similar size to the virus that causes 
COVID-19.  
 
Of the 32 cloth materials tested, three of the five most effective at blocking 
particles were 100% cotton and had a visible raised fiber or nap, such as 
found on flannels.  
 
Four of the five lowest performers were synthetic materials.  
 
The testing also showed that multiple fabric layers could improve cotton’s 
effectiveness even further.  
 
None of the materials came close to the efficiency of N95 masks.  
 
Although the sample size was relatively small, the researchers noticed that 
tighter woven fabrics generally filtered better than knits and loosely woven 
fabrics.  
 
The 100% cotton fabrics with many raised fibers also appeared to filter 
better than cotton fabrics that lacked this feature.  
 
The raised fibers often form web-like structures similar to those in medical 
grade masks. 
 
Three researchers from the National Institute of Standards and Technology 
(NIST) — Christopher Zangmeister, James Radney and Jamie Weaver — 
teamed up with Edward Vicenzi of the Smithsonian Institution’s Museum 
Conservation Institute to evaluate materials and determine both their 
ability to filter particles and their breathability.  
Their results appear in the journal ACS Nano (at 
https://pubs.acs.org/doi/10.1021/acsnano.0c05025). 
 
The U.S. Centers for Disease Control and Prevention (CDC) recommends 
that people wear cloth face coverings in public settings (you may visit 
https://www.cdc.gov/coronavirus/2019-ncov/prevent-getting-sick/diy-
cloth-face-coverings.html where social distancing is difficult, primarily to 
prevent a person who doesn’t know they’re infected from spreading the 
virus.  

https://pubs.acs.org/doi/10.1021/acsnano.0c05025
https://www.cdc.gov/coronavirus/2019-ncov/prevent-getting-sick/diy-cloth-face-coverings.html
https://www.cdc.gov/coronavirus/2019-ncov/prevent-getting-sick/diy-cloth-face-coverings.html
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The virus that causes COVID-19 is primarily spread through respiratory 
droplets that are expelled when a person sneezes, coughs or even talks. 
However, some research also suggests the virus can spread through much 
smaller aerosols — smaller than 1/100th the width of a human hair — that 
are also expelled, and which can linger in air much longer than droplets. 
 
“It turns out that off-the-shelf materials provide some protection from 
aerosols if you use multiple layers of cloth and a face covering fits snugly,” 
said Zangmeister. “But none are as good as an N95 mask.” 
 
The project measured a common way to determine how well a material 
captures particles, called filtration efficiency. Zangmeister and Radney, 
who are experts at measuring aerosols, set up a relatively simple 
experiment that relied on extremely sensitive equipment for sizing and 
counting aerosol particles. 
 
The experiments used fabric samples, or swatches, rather than complete 
masks. “Basically, we take a swatch of material and flow a stream of 
particles of a known size at it,” said Zangmeister. “We count the number of 
particles in the air before and after it’s passed through the fabric. That tells 
us how effective the material is at capturing particles.” 
 
Instead of real (and dangerous) samples of the SARS-CoV-2 virus, the team 
used table salt, or sodium chloride (NaCl), the recommended stand-in for 
virus particles by the CDC’s National Institute for Occupational Safety and 
Health (NIOSH), which establishes testing standards for N95 and other 
masks. The airflow rates used in the experiments were also from NIOSH 
test recommendations. 
 
The researchers tested each material against particles ranging from 50 to 
825 nanometers (nm) to chart its relative performance. 
 
Meanwhile, Weaver, a materials chemist with a background in textiles, and 
Vicenzi, an expert in microscopy, studied each piece of fabric to determine 
its yarn count, weave and mass in the hopes of establishing a relationship 
between these characteristics and the fabric’s ability to filter particles. 
 
The SARS-CoV-2 virus particles are about 110 nm in diameter. N95 masks 
are rigorously tested to ensure they block at least 95% of particles in this 
size range.  
 
A HEPA (high-efficiency particulate air) filter such as those you might find 
in an air purifier blocks 99.97% of particles that are about 300 nm in size, 
and an even higher percentage of smaller particles.  
Of the fabrics tested in the NIST study, the best-performing single fabric 
layer blocked 20% of particles in the size range of the virus.  
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While Zangmeister and Radney conducted the aerosol experiments at 
NIST’s Gaithersburg, Maryland, campus, Weaver and Vicenzi were able to 
conduct their imaging work at home where they have been working since 
mid-March. 
 
“We intentionally used inexpensive digital microscopes and freeware to do 
our part of the research from home,” said Weaver. “One motivation for this 
was to develop imaging methods that would allow citizen scientists to 
better study fabrics for relatively little startup costs.” 
 
In addition to the fabrics, the team looked at materials including a HEPA 
filter, N95 mask, a surgical mask and even coffee filters, which have been 
suggested for use in homemade face coverings, for comparison. The team 
also tested combinations of fabrics (a cotton and a synthetic layer), which 
did not show increased effectiveness. 
 
By combining imaging and aerosol measurements, the team found that 
some fabrics that filter the most particles are also the hardest to breathe 
through, and some even fail to meet health and safety recommendations 
for breathability. 
 
“The texture turned out to be one of the more useful parameters to look at 
because we found that most of the cotton fabrics with raised threads 
tended to filter best,” said Weaver. “Our findings suggest that a fabric’s 
ability to filter particles is based on a complex interplay between material 
type, fiber and weave structures, and yarn count.” 
 
This research adds to the body of knowledge on fabrics and filtration that 
dates back to the 1918 flu pandemic that killed an estimated 20 to 50 
million people worldwide and prompted the first research into fabric 
masks and their potential to protect against viruses. It also supports 
subsequent research suggesting that cloth filters would not be suitable for 
health-care settings.  
 
But despite decades of research on the topic, the team found that a lack of 
standard test methods and the broad range of materials tested made it 
difficult to directly compare the results of previously published studies. 
They hope their work will provide a method for rapidly screening 
materials. 
 
“We didn’t know the answer when we started this project,” said 
Zangmeister. “But the bottom line is that none of these fabrics are as good 
as an N95 mask. Still, cloth face coverings can help slow the spread of 
coronavirus. We hope this research will help manufacturers and DIYers 
determine the best fabrics for the job and serve as a basis for additional 
research.” 
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The team plans to begin another round of testing on a new set of materials 
in the near future. Weaver and Vicenzi have upgraded their imaging 
hardware and plan to employ more sophisticated textural analysis for the 
next round of fabrics. 
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Innovation for the benefit of consumers 
Opening remarks by Gabriel Bernardino at the European Forum for 
Innovation Facilitators (EFIF) 
 

 
 

Introduction 
 
It’s my pleasure to welcome you today to this meeting of the European 
Forum for Innovation Facilitators. 
 
I would like to extend a warm welcome to my colleagues from our fellow 
European Supervisory Authorities – the European Banking Authority and 
the European Securities and Markets Authority.  
 
It is always a pleasure to work on joint initiatives with them and I would 
like to thank the EBA for their excellent chairing of this forum over the last 
year. Rest assured that we will try our best to build on their progress.  
 
Of course, I would have preferred to welcome you in person in Frankfurt 
but – like everyone else – we have had to adapt. Nonetheless, we can still 
enjoy a fruitful discussion, just this time in a virtual environment. 
 
Even now, if we look back to the start of the Coronavirus disruption, I think 
that we already can see just how quickly people and businesses have been 
able to adapt and innovate and just how easy it has been for people to turn 
to digital solutions. 
 
People have relied on technology to get them through their day. From 
chatting to friends and family to ordering shopping, even the most 
reluctant consumers have embraced the online world available at the touch 
of a smartphone button.  
 
And of course, financial services are no exception.  
 
Smartphone applications and robo-advice solutions enabling 24/7 access 
from everywhere, contactless payment cards or smart watches for 
payments, mobile banking, crowdfunding, peer-to-peer lending and 
insurance solutions, and insurers who will accept smartphone films from 
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policyholders as a way of supporting claims. These are just some examples 
of how people are going digital. 
 
And so while the impact of the Coronavirus may not yet be clear, one thing 
is certain: There is growing appetite and acceptance for financial 
innovation. 
 
And our role is to make it happen.  
 
But we have to make it happen in a way where the risks and opportunities 
are balanced. Where we take a sound approach ensuring a balance between 
enhanced financial innovation and well-functioning consumer protection 
and financial stability frameworks. 
 

Financial innovation for the benefit of consumers 
 
As consumers eagerly embrace digital technology, we must not let them 
down. 
 
We must make sure that innovation is for the benefit of consumers.  
 
Without question, digital technology is bringing opportunities for 
providers and consumers alike. Thanks to innovation consumers can 
benefit from a wider range of products and services that are tailored 
specifically to their habits and needs.  
 
Take car insurance as an example. 
 
Car telematics offer customers all sorts of benefits.  Like premium 
discounts based on driving habits, preventive push-notifications or alerts 
in case of bad weather conditions, or road assistance in case of accident or 
car theft of the vehicle.  
 
These are just some of the positive aspects of innovation.  
 
But innovation also has risks.  
 
The Internet of Things harnesses data to better understand customer needs 
and provide better customer service. The greater the capacity to process 
data, the more precise the products, policies and pricing that can be 
offered. 
 
But increasingly we are seeing issues linked to fairness and consumers at 
risk of bias or exclusion. And we need to find the right balance between 
enabling financial innovation and safeguarding consumer protection and 
financial stability.  
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And for me, one thing is clear: Consumer outcomes should always come 
first.  
 
This is one of the reasons why EIOPA has set up its Consultative Expert 
Group on Digital Ethics in insurance.  
 
The group is looking at three areas – fairness and non-discrimination; 
transparency and explainability; and governance – and will report back 
later in the year. 
 
We are not reinventing the wheel, or working in isolation, but rather we are 
looking at the work done by the European Commission on artificial 
intelligence and other international standard setting bodies and we are 
adapting the general principles to the specificities of the insurance sector. 
We aim to provide guidance to the market in the operationalisation of 
digital ethics principles for insurance. 
 
Because at the end of the day, if companies cannot demonstrate that that 
they treat their customers’ data responsibility, then customers will not 
trust those companies with their business. 
 
And innovation will have no value. 
 

The role of the European Forum for Innovation Facilitators in 
supporting innovation 
 
So how do we foster trust in innovation? 
 
The role of this forum is vital. 
 
This forum enables a valuable dialogue between supervisors, innovation 
facilitators and innovators. 
 
Innovators can get better understanding of the regulatory landscape while 
supervisors can stay ahead of the latest technological developments within 
financial services. 
 
This forum also plays a unique role in fostering cross-border cooperation 
between facilitators. 
 
Through this forum, national competent authorities can meet regularly to 
share experience and expertise with their innovation facilitators.  
And through this forum we can contribute to reaching common views on 
the regulatory treatment of innovative products, services and business 
models. 
 



P a g e  | 32 

International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

Because, if Europe is to fulfil its potential and take a leading role in 
financial innovation, it is essential that there is a common approach to 
supervision and regulatory treatment of products and services. 
 
And it’s true that the Single Market can be difficult to navigate. The reality 
is that the current patchwork of national implementations of conduct rules 
makes it very difficult to scale innovative solutions cross-border.  
 
We should ask ourselves if this is for the benefit of European consumers. I 
don’t think so.  
 
The European Commission has recently consulted widely to shape its 
Digital Finance Strategy. In fact, we   – along with EBA and ESMA – have 
contributed. 
 
We should take advantage of the ambition of this strategy and appetite for 
innovation to renew our efforts to help innovators overcome the obstacles 
that they face in scaling up. 
 
Because we need our firms to be able to compete worldwide in the field of 
innovation. 
 
We have a good starting point. When we launched this forum in 2019 – on 
the basis of our report on regulatory sandboxes and innovation hubs – we 
set ourselves an ambitious agenda. 
 
And we have made progress. I am pleased to say that since the inception of 
this forum there are now some 40 innovation facilitators in operation 
across Europe. This is double the number that we started with. 
 
And – with commitment and cooperation – we can make more progress. 
 
Because we really are at a point where financial innovation is taking off. 
The Coronavirus crisis has accelerated the trend towards digital 
transformation and we cannot afford to be left behind. Nor can we afford to 
leave consumers behind. 
 
So not only do we need to foster innovation, but we need to foster 
innovation that consumers believe in. 
 
And our success will depend upon our ability to offer practical solutions 
that help create the right environment for financial innovators to succeed 
and the right environment for consumers to benefit. 
 

In conclusion 
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Let me conclude by sharing with you my own vision: Firms that can scale 
up their innovative digital solutions within Europe, selling simple and 
value for money products on a cross border basis without facing any kind 
of obstacles, for the benefit of European consumers.  
This vision demands two main elements: 
 
The development of a European 28th regime on the digital distribution of 
simple mass products that should include a set of distribution and 
disclosure requirements adapted to the lower risk of these simple products.  
 
These requirements should ensure a high level of consumer protection but 
at the same time significantly lower the current costs of distribution and 
compliance. 
 
Strong and intrusive European conduct supervision involving a network of 
National Competent Authorities to ensure that consumers of these 
products are indeed protected throughout Europe in a consistent manner.  
 
In the meantime, I see the EFIF as a forum that can take important steps 
into the right direction. Our work matters and it matters all the more so 
during this current crisis. 
 
Therefore I encourage you to continue the work with the same level of 
enthusiasm that you have all shown since the inception of the EFIF. 
 
Let me conclude by stating the obvious: Innovation is here and it is here to 
stay. 
 
We need to work with it, so that innovation works for businesses and for 
consumers. 
 
Because we need consumers to have trust in innovation. 
 
And consumers will only trust in innovation if they have trust in the 
innovators. Innovation must empower consumers, but it must also protect 
them.  
 
And we can make sure that it does. If we work together, we can build on the 
achievements of this forum to make a positive and valuable change across 
Europe. 
 
And with that, I will leave you to a morning of fruitful and energetic 
discussion. 
 
Thank you. 
 



P a g e  | 34 

International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

Risk Dashboard 
 

 
 

The ESRB risk dashboard is a set of quantitative and qualitative indicators 
of systemic risk in the EU financial system. It is published quarterly, one 
week after its adoption by the General Board, and is accompanied by an 
overview note that explains the recent development of the indicators, and 
two annexes that explain the methodology and describe the indicators. 
 
The risk dashboard should not be considered to be a policy statement on 
systemic risks. Additional indicators that support systemic risk assessment 
in the EU financial system are available in the Macro-prudential database 
maintained by the ECB.  
 

 
 
Market-based indicators of systemic stress in the European Union (EU) 
showed positive signs of recovery from the economic shock caused by the 
outbreak of the coronavirus (COVID-19).  
 
During the second quarter of 2020 the indicators of systemic stress 
gradually decreased and stabilised at a lower level.  
 
Similarly, indicators of implied volatility, which measure market 
uncertainty, decreased notably across various market segments and the 
probability of the simultaneous default of large and complex banking 
groups and EU sovereigns also fell.  
 
Instead, there was some variation in the implied volatility of short-term 
interest rates, as the level of volatility of interest rates denominated in 
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pound sterling continued to rise while the volatility for US dollar interest 
rate decreased, with large fluctuations.  
 
EU equity indices and price/earnings ratios recovered most of their losses.  
 
However, equity prices of financials, particularly banks and insurance 
companies, recovered only moderately and did not return to their pre-
COVID-19 levels.  
 
Regarding macroeconomic developments, euro area monetary financial 
institution (MFI) credits and deposits rose significantly in the first 
quarter of 2020.  
 
The total amount of four-quarter cumulated credit flows increased by 
around €600 billion owing mainly to a large increase in credit to non-euro 
area residents and somewhat smaller increases in credit to non-financial 
corporations (NFCs) and to the general government.  
 
Total deposits soared by approximately the same amount as credits 
because of the positive contribution of the deposits of the Eurosystem, 
NFCs, and other financial institutions.  
 
There were no significant changes in the domestic credit-to-GDP gap in the 
fourth quarter of 2019.  
 
A deep economic contraction prevailed in the EU and the euro area 
throughout the first quarter of 2020 as a result of the stringent lockdown 
measures implemented in most the Member States, a collapse of global 
trade and the confidence shock affecting the economy.  
 
In the first quarter of 2020, EU GDP and euro area GDP plummeted by 
2.6% and 3.1% year on year respectively.  
 
More than half of EU Member States suffered an economic slump, with 
Italy, France and Spain being the most severely hit countries (recording 
falls in GDP of 5.4%, 5.1%, and 4.1% respectively in the first quarter of 
2020).  
 
The outlook for the EU economy is surrounded by considerable uncertainty 
with regard to the depth and length of the coronavirus pandemic and its 
ultimate economic implications.  
 
Even larger impacts on production and unemployment are expected in the 
second quarter of 2020, while the European Commission and the ECB 
forecasts do not anticipate a sustained recovery before 2021. 
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To read more: https://www.esrb.europa.eu/pub/rd/html/index.en.html 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.esrb.europa.eu/pub/rd/html/index.en.html
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DHS, DOT, and HHS Issue New Guidance for Airline Industry 
Partners to Facilitate Safe Air Travel 
 

 
 

The U.S. Departments of Homeland Security, Transportation, and Health 
and Human Services has issued joint guidance specifically for the air travel 
industry to better protect passengers, crew, and other airport workers from 
the COVID-19 pandemic during our economic recovery.  
 
This guidance, the “Runway to Recovery: The United States Framework for 
Airlines and Airports to Mitigate the Public Health Risks of Coronavirus,” 
lays out a framework for implementing public health measures in the 
aviation sector to minimize the risk of COVID-19 transmission. 
 
The guidance: https://www.transportation.gov/sites/dot.gov/files/2020-
07/Runway_to_Recovery_07022020.pdf 
 

 
 
“As we reopen the economy under President Trump’s Opening Up America 
Again guidelines, we are taking aggressive measures to protect the 
American people from COVID-19 as they reengage their travel plans,” said 
Acting Secretary of Homeland Security Chad F. Wolf.  
 
“Air travel is critical to our economic recovery and DHS has been working 
closely with our partners in the aviation industry throughout every step of 
our response to this pandemic to ensure that we are facilitating travel in a 
safe and secure manner.” 
 
The guidelines call for public health measures to be implemented at each 
step in the air travel process, including before, during, and after the flight 
to minimize the chance for transmission of the virus. Some of the 
recommendations for airlines and airports include: 
 

https://www.transportation.gov/sites/dot.gov/files/2020-07/Runway_to_Recovery_07022020.pdf
https://www.transportation.gov/sites/dot.gov/files/2020-07/Runway_to_Recovery_07022020.pdf
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- Create barriers to disease transmission; 
 
- Increase social distancing measures; 
 
- Minimize points of contact with surfaces and people; 
 
- Ensure cleanliness of all areas with potential for human contact; 
 
- Know how passengers arriving on international flights can be reached if 

exposed to COVID 19; and 
 
- Specialized training for aviation workers, especially airline crew. 
 
The industry guidelines combine the expertise of three federal agencies, 
DHS, HHS, and DOT, each of which contributed specialized expertise on 
infectious diseases, public safety, and transportation operations into these 
guidelines.  
 
It is important to note that the Transportation Security Administration 
(TSA) has already implemented many of the guidelines being proposed for 
the airline industry through their “Stay Healthy. Stay Secure.” campaign 
(https://www.tsa.gov/news/press/releases/2020/06/30/tsa-
administrator-pekoske-announces-stay-healthy-stay-secure). The U.S. 
Government will continually assess these measures, in close consultation 
with airlines and airports, as Americans begin to travel again. 
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Cybercrime: It’s Worse Than We Thought 
By: Douglas S. Thomas 
 

 
 

The cyber world is relatively new, and unlike other types of assets, cyber 
assets are potentially accessible to criminals in far-off locations. This 
distance provides the criminal with significant protections from getting 
caught; thus, the risks are low, and with cyber assets and activities being in 
the trillions of dollars, the payoff is high. 
 
When we talk about cybercrime, we often focus on the loss of privacy and 
security. But cybercrime also results in significant economic losses. Yet the 
data and research on this aspect of cybercrime are unfortunately limited. 
Data collection often relies on small sample sizes or has other challenges 
that bring accuracy into question.  
 
In a recent NIST report  
(https://nvlpubs.nist.gov/nistpubs/ams/NIST.AMS.100-32.pdf , I looked 
at losses in the U.S. manufacturing industry due to cybercrime by 
examining an underutilized dataset from the Bureau of Justice Statistics, 
which is the most statistically reliable data that I can find.  
 

 
 
I also extended this work to look at the losses in all U.S. industries.  

https://nvlpubs.nist.gov/nistpubs/ams/NIST.AMS.100-32.pdf
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The data is from a 2005 survey of 36,000 businesses with 8,079 responses, 
which is also by far the largest sample that I could identify for examining 
aggregated U.S. cybercrime losses.  
 
Using this data, combined with methods for examining uncertainty in data, 
I extrapolated upper and lower bounds, putting 2016 U.S. manufacturing 
losses to be between 0.4% and 1.7% of manufacturing value-added or 
between $8.3 billion and $36.3 billion.  
 
The losses for all industries are between 0.9% and 4.1% of total U.S. gross 
domestic product (GDP), or between $167.9 billion and $770.0 billion.  
 
The lower bound is 40% higher than the widely cited, but largely 
unconfirmed, estimates from McAfee. 
 
What makes the estimates startling is that, despite being higher than 
commonly cited values, the assumptions I used to calculate losses pushed 
the lower bound estimate down significantly, meaning the true loss may be 
much higher.  
 
I calculated the low value assuming that those who did not respond to the 
Bureau of Justice Statistics survey did not experience any losses. 
 
This amounted to 77% of the 36,000 businesses surveyed being presumed 
as having no loss; thus, the true loss is most likely higher than the low 
estimate. 
 
Additionally, the 2005 data from the Bureau of Justice Statistics comes 
from a time when cybercrime was considered to be less of a problem and 
the digital economy was smaller.  
 
If the Bureau of Justice Statistics data is representative, that is, if the 
average losses of the respondents’ companies equals the actual average 
U.S. losses per company, then the losses approach the high estimate of 
$36.3 billion for manufacturing and $770 billion for all industries.  
 
This would make total cybercrime losses greater than the GDP of many 
U.S. industries, including construction, mining and agriculture. If the 
losses per company have increased faster than inflation, which is likely, 
then the losses would be even higher. 
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To read more: https://www.nist.gov/blogs/taking-measure/cybercrime-
its-worse-we-thought 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.nist.gov/blogs/taking-measure/cybercrime-its-worse-we-thought
https://www.nist.gov/blogs/taking-measure/cybercrime-its-worse-we-thought
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Semiannual Risk Perspective 
National Risk Committee, Spring 2020 
 

 
 

The Office of the Comptroller of the Currency (OCC) charters, regulates, 
and supervises national banks and federal savings associations and 
licenses, regulates, and supervises the federal branches and agencies of 
foreign banking organizations. 
 
The OCC supervises these banks to ensure they operate in a safe and sound 
manner, provide fair access to financial services, treat customers fairly, and 
comply with applicable laws and regulations.  
 
The OCC’s National Risk Committee (NRC) monitors the condition of the 
federal banking system and identifies key risks.  
 
The NRC also monitors emerging threats to the system’s safety and 
soundness and ability to provide fair access to financial services and treat 
customers fairly.  
 
NRC members include senior agency officials who supervise banks of all 
sizes and develop bank supervisory policy.  
 
The NRC meets quarterly and issues guidance to examiners that provides 
perspective on industry trends and highlights issues requiring attention.  
 
The OCC’s Semiannual Risk Perspective addresses key issues facing banks, 
focusing on those that pose threats to the safety and soundness of banks 
and their compliance with applicable laws and regulations.  
 
This spring 2020 risk perspective focuses on the financial impact from the 
COVID-19 pandemic on the federal banking industry.  
 
The report presents data in four main areas: the operating environment, 
bank performance, special risk topic, and trends in key risks.  
 
The report reflects data as of December 31, 2019, unless otherwise 
indicated.   
 
The OCC welcomes feedback by email: NRCReport@occ.treas.gov. 
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This report was prepared during the April to early June time period. 
During this time, states began phased reopening of their economies.  
 
As restrictions loosened, business activity started to increase in May.  
 
Economic data releases in early June showed signs of recovery, with a gain 
in nonfarm payrolls, increase in residential building permits, and a jump in 
retail sales. If these positive trends continue, the depth and breadth of 
credit issues discussed in this report may be less severe.  
 
Additionally, higher employment will influence the level of mortgage 
forbearance requests and potentially reduce delinquencies.  
 
While the current Blue Chip consensus forecast is for growth to resume in 
the second half of 2020, the strength and path of the recovery remains 
uncertain.  
 
Bank profitability remains dependent on the depth and duration of the 
economic downturn that is difficult to predict.  
 
Banks are taking appropriate action through increased credit provision 
expenses to prepare for potential increased credit stress.  
 
The response to the COVID-19 pandemic triggered a broad-based shock to 
the U.S. and global economies.  
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The National Bureau of Economic Research declared that the U.S. 
economy entered a recession in February 2020.  
 
The speed and depth of the downturn rapidly disrupted business and 
consumer economic activity, pushing unemployment up to its highest rate 
in 80 years, pummeling consumer and business confidence and spending.  
 
As a result, banks are facing a substantial increase in credit and operational 
risks.  
 
Before the economic downturn brought on by the pandemic, the banking 
sector was in a position of considerable strength, with sound capital and 
liquidity, low problem assets, and effective risk management systems.  
 
Matters requiring attention (MRA) and banks rated 4 and 5 were at 10-year 
lows, reflecting the strong economy and banks’ sound risk management 
practices.  
 
The strength of the federal banking system allowed banks to proactively 
work with borrowers and be a source of strength when the pandemic 
started.  
 
Financial institutions are beginning to see the adverse credit effects of the 
economic shock through increased customer forbearance requests and 
higher provisions for loan losses.  
 
While the duration of the downturn is not yet known, stress on balance 
sheets, earnings, and operations will continue through 2020.  
 
Bank management should proactively work with borrowers as individual 
circumstances warrant and within provisions of the Coronavirus Aid, Relief, 
and Economic Security (CARES) Act and other relief programs.  
 
The broad themes facing the federal banking system are weak financial 
performance, elevated credit, and operational risks.  
 
Higher credit losses, higher overhead expenses, and lower net interest 
income affecting financial performance.  
 
The onset of the pandemic created an uncertain credit environment testing 
the resiliency of both commercial and retail loan portfolios.  
 
Credit risk management practices need to be flexible and proactive to meet 
the challenges of the current environment.  
 
Operational risk is heightened as banks amended business processes and 
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engaged third parties to support widespread remote work capabilities, 
increased technological capacity, and solutions to maintain operations 
under elevated operational volumes. 
 
To read more: https://www.ots.treas.gov/publications-and-
resources/publications/semiannual-risk-perspective/files/pub-
semiannual-risk-perspective-spring-2020.pdf 
 

 
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

https://www.ots.treas.gov/publications-and-resources/publications/semiannual-risk-perspective/files/pub-semiannual-risk-perspective-spring-2020.pdf
https://www.ots.treas.gov/publications-and-resources/publications/semiannual-risk-perspective/files/pub-semiannual-risk-perspective-spring-2020.pdf
https://www.ots.treas.gov/publications-and-resources/publications/semiannual-risk-perspective/files/pub-semiannual-risk-perspective-spring-2020.pdf


P a g e  | 47 

International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

Blind recklessness? No!” 
 

 
 

Many things have changed since the outbreak of the coronavirus pandemic. 
Even BaFin’s press conference was different this year, as it was held over 
the phone. The main focus was on (but not limited to) the coronavirus 
pandemic. 
 
Tuesday 12 May, shortly before 9:30 am: BaFin President Felix Hufeld 
dials into the BaFin press conference call from his office in Bonn. Due to 
the coronavirus pandemic, the event had to be held over the phone this 
year. Beside the President sat his spokesperson, Dr Sabine Reimer.  
 
Hufeld’s colleagues on the Executive Board, Béatrice Freiwald, Elisabeth 
Roegele, Dr Frank Grund, Dr Thorsten Pötzsch and Raimund Röseler, also 
attended the conference remotely. Around 50 journalists were on the 
phone, too. 
 
Right at the start of his statement, Hufeld noted that a press conference 
over the phone is not “the ideal format for a lengthy statement” and went 
straight to the point: BaFin has adapted its supervisory requirements in 
light of the coronavirus crisis.  
 
To give one of many examples, BaFin has allowed banks and Sparkassen to 
make use of capital buffers that “they are required to build in good times 
for hard times” – which is an important point for Hufeld.  
 
With these and other temporary measures, BaFin is seeking to strengthen 
banks and Sparkassen and offer them relief during the crisis, among other 
things. This is to ensure “that they can rapidly allocate their own funds and 
the public funds that have been made available to those who need it“, 
Hufeld explained. 
 

Two institutions in the intensive care unit 
 
Hufeld is aware that banks are currently in a difficult situation. “Earnings 
have been weak for years, interest rates are low, digital competition is 
continuing apace – and now the coronavirus crisis has hit.“ In response to 
a query, Chief Executive Director Raimund Röseler reported that two 
institutions had already landed in BaFin’s intensive care as a result of the 
coronavirus crisis. 
 
However, Hufeld claimed that the German banking sector is still relatively 
resilient and continues to function. He then explained why: in this new 
crisis, he said, we are now reaping the rewards of the regulatory reforms 
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introduced after the 2007/2008 crisis. These rewards include more 
stability thanks to more and better capital as well as more liquidity. 
 
Both Hufeld and Röseler are still aware that the situation today would be 
bleaker if the German government, the European Central Bank and BaFin 
had not taken extensive measures.  
 
Röseler made it clear that the coronavirus crisis has not hit the banks' 
balance sheets with full force just yet. In addition, BaFin cannot rule out 
the possibility that some will default on their loans despite the billions in 
aid provided to the real economy. Röseler even reckons that “we will see 
significantly higher impairments on the whole over the next few quarters.”  
 
For this reason, BaFin has already urged banks multiple times not to 
weaken their capital base during the crisis by paying out dividends or 
distributing profits. This message has been heard by the vast majority – 
and was emphasised once again at the press conference. 
 
Although no one can reliably predict how the coronavirus crisis will evolve, 
Hufeld believes that there is no risk of a systemic crisis based on the 
current situation. He pointed out that he would not stake his life on every 
single bank and “wouldn’t do so even if there wasn’t a crisis“. Nevertheless, 
he still considers that the banking sector has what it takes to survive the 
crisis – even if it will be affected to some extent. 
 

Life insurers in the low interest rate environment 
 
The persistently low interest rate environment remains the biggest 
problem for life insurers. And the coronavirus crisis is placing an 
additional burden on the investments of these undertakings. But is the 
situation a threat to their continued existence? Not as things stand today.  
 
According to a BaFin survey that was conducted at a selected number of 
life insurers, solvency ratios will drop. But the good news is that this will 
not lead to underfunding for any of these undertakings. “This is also thanks 
to the flexibility offered by Solvency II“, Hufeld noted. 
 
There is also a lot of uncertainty surrounding the question of how the 
situation for insurers will evolve. On balance, BaFin considers the industry 
to be resilient. But “we don’t know yet whether the turbulence we are 
currently seeing, particularly on the assets side, will continue for some 
time,” Hufeld pointed out. It is also not yet clear how quickly assets will 
stabilise. 
 

Who should foot the bill when businesses shut down? 
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Should insurers be forced to cover losses caused by the crisis – e.g. due to 
businesses shutting down – even if this is definitely not covered in the 
contract terms? Chief Executive Director Dr Frank Grund still does not see 
why they should. “In our view, the community of policyholders should not 
be the ones to bear the burden in cases that are clearly not covered.“  
 
According to Grund, insurers are footing the bill in cases that are clearly 
covered on the other hand. But what happens when things are not so clear-
cut? Grund stated there are certainly a number of grey areas that could be 
discussed on a case-by-case basis.  
 
In such unclear circumstances, the parties involved should seek a 
reasonable solution wherever possible. From a supervisory perspective, he 
said, it is completely understandable for insurers to offer to make a 
payment without prejudice in order to avoid a costly legal dispute. He also 
stated that it is important not to forget that companies have to keep their 
reputation in mind. 
 
When asked about the situation for Pensionskassen (occupational pension 
schemes), Grund said that their situation was already difficult before the 
coronavirus pandemic. “Employers and sponsoring undertakings still need 
to support Pensionskassen.” He then added that the likelihood that support 
measures will be implemented in the next few years has certainly grown as 
a result of the coronavirus crisis.  
 
For this reason, BaFin is maintaining regular contact with Pensionskassen; 
and around 35 of them are currently subject to more intensive supervision. 
Grund described offers involving technical interest rates of 0.9% as too 
high and unsustainable. “When approving rates – which we do in the case 
of regulated Pensionskassen – we have made it very clear that we will no 
longer indefinitely approve technical interest rates exceeding 0.25%.” 
 

Little damage 
 
In Hufeld’s view, the fund industry has so far made it through the 
coronavirus crisis with little damage despite considerable outflows. By and 
large, investors were able to sell their shares without any problems, Hufeld 
continued. He also said that an amendment that legislators introduced for 
open-ended investment funds before the crisis, which entered into force on 
28 March, should at least provide some relief if further liquidity outflows 
were to arise. Thanks to three new tools, this should enable asset 
management companies to improve their liquidity management. 
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Asset management companies may now introduce redemption notice 
periods, for instance. This means that investors would be required to give 
advance notice if they wish to make a redemption request.  
 
Another option involves redemption gates once a certain threshold has 
been reached. If investors wish to redeem a number of units in excess of a 
specified threshold, the company may decide not to fulfil these redemption 
requests initially.  
 
With the third tool, the transaction costs associated with the redemption or 
subscription of units can be passed on to those who have caused these 
costs. These costs can be taken into account when calculating the net asset 
value of a fund. 
 
The objective of this amendment is to prevent funds from having to close 
down. “As financial supervisors, we therefore expect that asset 
management companies will rapidly assess whether they will make use of 
these new tools, and if so, which ones“, Hufeld made clear.  
 
Although fund investors will have to face some constraints, the new tools 
will only apply for a limited amount of time and should be easier to deal 
with than a fund closure. Chief Executive Director Elisabeth Roegele is 
even convinced that “the new liquidity tools will help protect investors.” 
 

Back to normal 
 
When asked about the milestones of an exit strategy, Hufeld did not want 
to set anything in stone but still promised the following: “After the crisis, 
we will go back to normal supervisory activities – within a reasonable 
amount of time, step by step.”  
 
BaFin’s President is aware of the concerns that many bankers have: “We 
will not impose any sanctions on banks that are playing their part to help 
stabilise the economy,” he asserted once again.  
 
He also said that particular attention needs to be paid to regulatory issues, 
too. In the European Union, various simplified requirements from the 2019 
banking package are to become applicable sooner than originally planned. 
On the other hand, the leverage ratio buffer for global systemically 
important institutions is to be postponed by a year. “This is a reasonable 
decision that had already been reached in Basel,” said Hufeld.  
 
Once again, he left no room for any misunderstandings: those who see this 
“and the temporary measures we have taken as the gateway for a new wave 
of deregulation cannot see the bigger picture.” 
 



P a g e  | 51 

International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

Money laundering prevention in a time of pandemic 
 
In light of the coronavirus crisis, there are concerns that criminals could 
take advantage of this exceptional situation to engage in more money 
laundering activity. For this reason, the global regulatory institution in 
charge of money laundering prevention – the Financial Action Task Force 
(FATF) – warned in early May, alongside supervisory authorities and 
banks, that it is necessary to be even more vigilant than usual. 
 
Chief Executive Director Dr Thorsten Pötzsch shares these concerns. But 
he warned against making any generalisations, adding that not every fraud 
attempt is a money laundering crime. In his view, the reforms that have 
been made in the area of money laundering prevention are bearing fruit. 
“The systems in place are working,” he noted. The Financial Intelligence 
Unit (FIU) has already received thousands of coronavirus-related 
suspicious transaction reports. 
 
However, Pötzsch still sees room for improvement at the European level in 
particular. This is why the Chief Executive Director welcomes the 
European Commission’s action plan aimed at preventing money 
laundering, presented on 7 May. Pötzsch is in favour of setting out 
provisions aimed at combating money laundering in the form of an EU 
Regulation.  
 
The advantage is that EU Regulations are directly applicable, meaning that 
the requirements would be applied consistently across Europe. Pötzsch is 
also in favour of a central European authority, although he considers the 
European Banking Authority (EBA) to be less suitable for this purpose. A 
new authority would be ideal in his view. 
 

Is the resolution regime on shaky ground in light of the crisis? 
 
Several journalists wanted to know whether the European resolution 
regime is being called into question in light of the coronavirus crisis. 
Hufeld and Pötzsch unanimously said no. According to them, the Single 
Resolution Mechanism (SRM) for large institutions and groups of 
institutions operating across borders is robust and has proven its worth.  
 
Although they did not deny that the SRM might be facing more challenges 
than ever before due to the coronavirus crisis, they reported that there are 
no plans to significantly restructure the SRM. No one wants a system “that 
is keeping zombie banks alive forever,” to quote Hufeld’s words. 
Independently of this, there have been discussions for a while now on 
whether to apply the principles of the SRM to medium-sized institutions. 
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The European Bank Recovery and Resolution Directive (BRRD) sets out a 
specific framework for each resolution case.  
 
Determining whether a resolution is in the public interest is a key aspect of 
the BRRD. This is done as part of a public interest assessment (PIA). If an 
institution does not meet the criteria of this assessment, national 
insolvency law becomes applicable immediately – and the situation is still 
very different from one EU Member State to another. 
 
Pötzsch believes this is a real problem and called for a “light” version of the 
resolution regime for medium-sized banks. Solutions need to be found for 
institutions that have so far been too small for a resolution within the 
European context but “too big to fail” within the national context, Hufeld 
added. “If we can come out of such all-or-nothing situations and achieve 
more uniformity at the European level, then I welcome this.” 
 
When asked about plans to set up a pan-European bad bank, Hufeld 
replied that it is no surprise that strategic discussions in this regard are 
being held behind closed doors. “We simply have to wait and see how 
things will evolve over the next 6, 12, 18 or 24 months and determine the 
extent to which we will need to think about more radical crisis 
management measures for entire banking systems or parts of banking 
systems in Europe,” said Hufeld. 
 

Focus on Wirecard AG 
 
Wirecard AG is still a hot topic in the media. “Of course, we are taking a 
close look at Wirecard,” said Hufeld. BaFin has been doing this for a while 
now – within the scope of its mandate. “As a listed company, Wirecard AG 
is not subject to BaFin’s ongoing supervision, which means that we do not 
have the powers to approve or object to appointments to the management 
board,” Roegele added.  
 
At the moment, BaFin is urgently analysing KPMG’s special audit report. 
In addition, BaFin is specifically examining whether the report contradicts 
what Wirecard AG declared about the report. It is also focusing on whether 
the report shows whether Wirecard kept information that had to be 
published or provided false information.  
 
Roegele made the following clear: “If we find any information indicating 
that this is the case, we will immediately report this to the public 
prosecutor’s office.” She went on to say that BaFin will also take such 
action if its own investigation powers are not extensive enough to clarify 
any unresolved questions. 
Tuesday 12 May, just after 11:00 am: BaFin’s press conference has come to 
an end – after a brief introduction and many questions. A press conference 
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over the phone may not be the ideal format for lengthy statements – but it 
still offered the chance to discuss a variety of interesting topics.  
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Global in Life and Orderly in Death: Post-Crisis Reforms and the 
Too-Big-to-Fail Question 
Randal K. Quarles, Vice Chair, Board of Governors of the Federal Reserve 
System, Chair Financial Stability Board, at Exchequer Club, Washington 
D.C. 
 

 
 

Good afternoon ladies and gentlemen. I would like to thank the Exchequer 
Club for hosting this event, and I look forward to future events taking us 
back to the luncheon discussions at the Mayflower Hotel, as has been the 
club’s tradition now for over half a century.  
 
This afternoon I will consider the challenges that the outbreak of the 
COVID-19 virus and, especially, the containment measures taken by many 
governments in response (which together I will call the “COVID event”) 
pose for the financial system and international cooperation on financial 
stability.  
 
I will do so in the context of a report that the Financial Stability Board—the 
FSB—published last week, evaluating the progress we have made in 
addressing the too-big-to-fail problem for banks.  
 
The evaluation has relevant and timely things to say about the resilience of 
banks, and the financial system more generally, during this time.  
 

The COVID Event: An Unprecedented Policy Response to an 
Unprecedented Economic Shock  
 
Let me start with the challenges posed by the COVID event for financial 
stability.  
 
The containment measures of the COVID event represent the biggest test 
that the financial system has faced since the global financial crisis of 2007-
08.  
 
After years of reforms, we now face a real life stress test even more severe 
than those previously hypothesized.  
But unlike the global financial crisis, this shock originated from outside the 
financial system.  
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The first phase of the impact of the COVID event on the financial system 
was the market turmoil we experienced in March.  
 
This was the result of severe uncertainty triggering major repricing and 
volatility in global financial markets, disrupting the flow of credit to the 
economy.  
 
We saw many examples of a “dash for cash,” with firms drawing down their 
lines of credit with banks, and the indiscriminate sale of assets by investors 
in order to obtain liquidity. 
 
The policy response by central banks and governments to this liquidity 
shock was rapid and decisive.  
 
The authorities worked together to address the problem through a 
combination of monetary, fiscal, and regulatory measures.  
 
These interventions led to rapid improvements in financial markets.  
 
Credit spreads have narrowed for both investment-grade and high-yield 
bonds, markets are functioning in an orderly manner, and credit provision 
to the economy has held up.  
 
However, the COVID event is not behind us yet. Many households and 
businesses remain under pressure.  
 
According to the latest International Monetary Fund forecast, the global 
economy is projected to contract sharply by 4.9 percent in 2020, a much 
worse outcome than during the 2007–08 financial crisis.  
 
While some indicators suggest a rebound in activity, the path of recovery 
remains highly uncertain. 
 
To read more:  
https://www.fsb.org/wp-content/uploads/S070720.pdf 
 
 
 

 
 
 
 
 
 
 

https://www.fsb.org/wp-content/uploads/S070720.pdf
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The Cyberspace Solarium Commission report consists of over 80 
recommendations which are organized into 6 pillars. 
 

 
 

These 6 pillars are as follows: 
 
1. Reform the U.S. Government's Structure and Organization for 
Cyberspace.  
 
While cyberspace has transformed the American economy and society, the 
government has not kept up.  
 
Existing government structures and jurisdictional boundaries fracture 
cyber policymaking processes, limit opportunities for government action, 
and impede cyber operations.  
 
Rapid, comprehensive improvements at all levels of government are 
necessary to change these dynamics and ensure that the U.S. government 
can protect the American people, their way of life, and America’s status as a 
global leader. 
 
2. Strengthen Norms and Non-Military Tools.  
 
A system of norms, built through international engagement and 
cooperation, promotes responsible behavior and dissuades adversaries 
from using cyber operations to undermine American interests.  
 
The United States and others have agreed to norms of responsible behavior 
for cyberspace, but they go largely unenforced.  
 
The United States can strengthen the current system of cyber norms by 
using non-military tools, including law enforcement actions, sanctions, 
diplomacy, and information sharing, to more effectively persuade states to 
conform to these norms and punish those who defect from them.  
 
A coalition of like-minded allies and partners willing to collectively support 
a rules-based international order in cyberspace will better hold malign 
actors accountable. 
 
3. Promote National Resilience.  
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Resilience, the capacity to withstand and quickly recover from attacks that 
could cause harm or coerce, deter, restrain, or otherwise shape U.S. 
behavior, is key to denying adversaries the benefits of their operations and 
reducing confidence in their ability to achieve their strategic ends.  
 
National resilience efforts rely on the ability of both the United States 
public and private sectors to accurately identify, assess, and mitigate risk 
across all elements of critical infrastructure.  
 
The nation must be sufficiently prepared to respond to and recover from an 
attack, sustain critical functions even under degraded conditions, and, in 
some cases, restart critical functionality after disruption. 
 
4. Reshape the Cyber Ecosystem.  
 
Raising the baseline level of security across the cyber ecosystem—the 
people, processes, data, and technology that constitute and depend on 
cyberspace—will constrain and limit adversaries’ activities. Over time, this 
will reduce the frequency, scope, and scale of their cyber operations.  
 
Because the vast majority of this ecosystem is owned and operated by the 
private sector, scaling up security means partnering with the private sector 
and adjusting incentives to produce positive outcomes. In some cases, that 
requires aligning market forces.  
 
In other cases, where those forces either are not present or do not 
adequately address risk, the U.S. government must explore legislation, 
regulation, executive action, and public-as well as private-sector 
investments. 
 
5. Operationalize Cybersecurity Collaboration with the Private Sector.  
 
Unlike in other physical domains, in cyberspace the government is often 
not the primary actor. It must support and enable the private sector.  
 
The government must build and communicate a better understanding of 
threats, with the specific aim of informing private-sector security 
operations, directing government operational efforts to counter malicious 
cyber activities, and ensuring better common situational awareness for 
collaborative action with the private sector.  
 
While recognizing that private-sector entities have primary responsibility 
for the defense and security of their networks, the U.S. government must 
bring to bear its unique authorities, resources, and intelligence capabilities 
to support these actors in their defensive efforts. 
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6. Preserve and Employ the Military Instrument of National Power.  
 
Future crises and conflicts will almost certainly contain a cyber component. 
In this environment, the United States must defend forward to limit malign 
adversary behavior below the level of armed attack, deter conflict, and, if 
necessary, prevail employing the full spectrum of its capabilities.  
 
Conventional weapons and nuclear capabilities require cybersecurity and 
resilience to ensure that the United States preserves credible deterrence 
and the full range of military response options.  
 
Across the spectrum from competition to crisis and conflict, the United 
States must ensure that it has sufficient cyber forces to accomplish 
strategic objectives through cyberspace. 
 
Note: The Cyberspace Solarium Commission (CSC) was established in the 
John S. McCain National Defense Authorization Act for Fiscal Year 2019 to 
"develop a consensus on a strategic approach to defending the United 
States in cyberspace against cyber attacks of significant consequences." The 
finished report was presented to the public on March 11, 2020. 
 
To read more: 
https://drive.google.com/file/d/1S5N7KvjFfxow19kCnPl0nx7Mah8pK0uG
/view 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://drive.google.com/file/d/1S5N7KvjFfxow19kCnPl0nx7Mah8pK0uG/view
https://drive.google.com/file/d/1S5N7KvjFfxow19kCnPl0nx7Mah8pK0uG/view
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Disclaimer 
 
The Association tries to enhance public access to information about risk 
and compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are 
brought to our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any particular individual or entity; 
 
- should not be relied on in the particular context of enforcement or 
similar regulatory action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has 
no control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you 
should always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might 
decide to take on the same matters if developments, including Court 
rulings, were to lead it to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on 
the matters at issue. 
 
Please note that it cannot be guaranteed that these information and 
documents exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors. However, 
some data or information may have been created or structured in files or 
formats that are not error-free and we cannot guarantee that our service 
will not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility with regard to such problems 
incurred as a result of using this site or any linked external sites.  
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International Association of Hedge Funds Professionals (IAHFP) 
 

 
 

At every stage of your career, our community provides training, 
certification programs, resources, updates, networking and services you 
can use. 
 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member. 
You may visit:  
https://www.hedge-funds-association.com/HowToBecomeMember.html 
 
2. Monthly Updates – Visit the Reading Room of the association at: 
https://www.hedge-funds-association.com/Reading_Room.htm 
 
3. Training and Certification – You may visit:  
https://www.hedge-funds-
association.com/Distance_Learning_and_Certification.htm 
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