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Hedge Funds News, July 2018 
Dear members and friends,  
 
The Financial Stability Board (FSB) Plenary met in Basel to 
discuss risks and vulnerabilities from market developments 
in the global financial system and progress against its 2018 
workplan for delivery to the Argentine G20 Summit in 
November. 
 

Market developments and vulnerabilities 
 
The Plenary discussed, as part of its regular risk assessment, market 
developments and vulnerabilities in the global financial system.  
 
The Plenary continues to see a broad-based snap-back in long-term 
interest rates as a risk.  
 
After a decade of very low interest rates, financial institutions and markets 
in advanced and emerging market economies may not be sufficiently 
prepared for potential adverse economic and financial risks from market 
developments.  
 
A tightening of financial conditions could stem from surprises in economic 
growth, inflation, expectations of monetary and fiscal policies, or 
geopolitical events. 
 
The Plenary specifically explored the possible consequences such a snap-
back could have, focusing on the following areas: 
 
- High sovereign, corporate and household debt levels in many parts of 

the world could expose the financial system to market losses, rising 
credit defaults and increased rollover risk.  
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A reduction in investors’ risk appetite could contribute to higher 
financing costs among some corporate and household borrowers. 

 
- Sharply rising yields could trigger swings in cross-border capital flows, 

which could spill over to local equity, bond and foreign exchange 
markets.  
 
Recent episodes of portfolio rebalancing by institutional investors have 
already contributed to capital outflows from some emerging market 
economies and related exchange rate fluctuations. 

 
Plenary members noted the considerable progress made over the last 
decade in strengthening the resilience of the financial system, but stressed 
the importance of monitoring financial markets during the transition away 
from a very low interest rate environment. 
 
The Plenary discussed the results of a systemic stress assessment that 
examined the potential impact of portfolio rebalancing behaviours by asset 
managers and institutional investors on liquidity in fixed-income markets.  
 
Outcomes from an institutional investor survey in some countries and a 
model-based simulation suggest that, while fixed-income liquidity may 
appear resilient under normal market conditions, correlated portfolio 
rebalancing away from higher-yielding fixed-income assets could in some 
circumstances amplify market stress during a market shock.  
 
The work is being conducted as part of the FSB’s vulnerabilities work, in 
order to better understand the potential consequences of market stress. 
 

Crypto-assets 
 
The G20 Finance Ministers and Central Bank Governors asked the FSB to 
update the G20 at its July meeting on its work and that of the standard-
setting bodies (SSBs) together with a report from the Financial Action Task 
Force.  
 
The Plenary discussed progress on crypto-assets deliverables.  
 
While the FSB assesses that crypto-assets do not pose a risk to global 
financial stability at this time, they raise a host of issues around consumer 
and investor protection, as well as their use to shield illicit activity, money 
laundering and terrorist financing. 
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The Plenary agreed on a framework to monitor potential emerging 
financial stability risks of crypto-assets.  
 
Members also received an update on the ongoing work by the Basel 
Committee on Banking Supervision, Committee on Payments and Market 
Infrastructures and International Organization of Securities Commissions 
(IOSCO) on their work on crypto-assets, including monitoring bank 
exposures, work on applications of the underlying technologies and use in 
payments, and considering issues stemming from initial coin offerings and 
crypto-asset exchanges that could impact investor or consumer protection. 
 
The FSB will publish a summary of its work and that of the SSBs on crypto-
assets ahead of the July meeting of G20 Finance Ministers and Central 
Bank Governors. 
 

Cyber resilience 
 
Members discussed the macrofinancial implications of operational and 
cyber risks and current challenges for supervisors in overseeing cyber risk 
management in internationally active financial institutions. 
 
The Plenary approved for publication in July a consultation paper on the 
common cyber lexicon the FSB has developed.  
 
The cyber lexicon is intended to support the FSB, SSBs, authorities and 
private sector participants in addressing cyber security issues and 
enhancing cyber resilience in the financial sector. 
 

Evaluation of the effects of reforms 
 
The FSB discussed preliminary results from two ongoing evaluations of the 
effects of reforms: on the financing of infrastructure investment, and on 
the incentives to centrally clear over-the-counter derivatives.  
 
The objective of these evaluations is to assess whether reforms are 
operating as intended, and to identify and deliver adjustments where 
appropriate, without compromising on either the original objectives of the 
reforms or the agreed level of resilience.  
 
Public consultations on both evaluations will be issued in the next two 
months. The final reports will be delivered to the G20 Leaders’ Summit 
and published in November. 
 



P a g e  | 4 

________________________________________________________________________ 
International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

Two other evaluations agreed upon by the FSB will be launched in the 
coming months.  
 
These are an evaluation of the effects of reforms on the financing of small 
and medium-sized enterprises, which will be delivered under the Japanese 
G20 Presidency; and an evaluation of the effects of policies to address too-
big-to-fail, which will be completed in 2020. 
 

Transforming shadow banking into resilient market-based 
finance 
 
IOSCO updated the Plenary on its work to develop consistent leverage 
measures for investment funds, as part of its work to operationalise the 
FSB policy recommendations on structural vulnerabilities from asset 
management activities.  
 
IOSCO plans to publish the consultative document on funds’ leverage 
measures in the autumn. 
 

Firm-level data collection framework 
 
The Plenary discussed a draft framework for FSB collection and handling 
of firm-level non-public data.  
 
The FSB collects such data as part of its work to assess vulnerabilities, 
develop policies, monitor implementation and evaluate the effects of 
reforms, when data are not available from other sources.  
 
The Plenary has agreed to develop a framework that sets out robust 
processes for the collection and handling of such data in order to protect 
the confidentiality of the data. 
 

Review of FSB processes and transparency 
 
The Plenary provided feedback on an interim report to review the FSB’s 
processes and transparency.  
 
The review aims at ensuring that the FSB continues to operate effectively 
as it enters a new stage focused on the implementation and evaluation of 
the G20 financial regulatory reforms.  
 
The final report and actions will be agreed by the Plenary at its next 
meeting in October and be published afterwards. 
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Regional Consultative Groups (RCGs): Review of representation 
 
To ensure effective engagement with non-FSB jurisdictions, the Plenary at 
its October 2017 meeting asked each of the FSB’s six RCGs to consider 
whether to recommend any changes to the jurisdictions in their 
membership.  
 
Based upon recommendations from the RCGs, the Plenary has agreed to 
invite several new jurisdictions to join the RCGs. 
 

Task Force on Climate-related Financial Disclosures (TCFD) 
 
The Plenary received an update on the ongoing work of the TCFD to 
promote and monitor adoption of its voluntary recommendations to 
companies for effective disclosure of climate-related financial risks.  
 
The TCFD will publish its monitoring report in September. 
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Mis-selling 
 
Shakesby Timothy, Team Leader of the Conduct of Business Oversight 
Public hearing: Mis-selling of financial products, European Parliament 
(ECON committee) 

 

 
 
Dear Members of the European Parliament, 
Ladies and gentlemen, 
 
I would like to thank you first for the opportunity to speak today, and to 
add the perspective from the insurance and pensions sectors. 
 
This is very welcome, as these sectors sit at the core of retail financial 
markets. Insurers held roughly 11 trillion EUR of assets at the end of 2016 
– a very significant part of the EU savings and investment markets. 
To keep brief I will highlight four points. 
 
Firstly – mis-selling will always be a challenge, but it is critical we do better 
in tackling it; 
 
Secondly – recent regulation will make a big difference, but the parts 
addressing such aspects as firm culture could end up most important; 
 
Thirdly – we need a stronger focus on supervision and implementation in 
practice. That is how to make good progress now. 
 
Fourthly – financial innovation. 
 

First, mis-selling. 
 
There are many reasons for mis-selling, and no regulatory ‘magic bullets’. 
 
I will highlight just three points to illustrate this, reflecting what we have 
seen in our Consumer Trends reports and thematic work. 
First, consumers continue to struggle with understanding financial 
products and services. 
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Our conclusion is to take research into consumer behaviour into account in 
all our policy making and practical supervision -- to be smarter about 
consumers as they really are. 
 
Second, conflicts of interest and misaligned incentives in the production, 
distribution and selling of financial products are deep, as we saw in our 
recent Thematic Review on unit-linked business. 
 
These conflicts are particularly tricky because products are sold rather than 
bought, and will continue to be so. 
 
Third, complexity is a consistent problem, an invitation to mis-selling. For 
instance, consumers’ search for safety and reward leads to products 
embedding tail risks that are difficult to assess. 
 
To be clear, the many causes of mis-selling are no excuse for the scandals 
we have had, e.g. PPI, endowments and unit-linked business.  
 
We see poor value products, poor control over conflicts of interest, poor 
understanding of risks. 
 
Such scandals are not a ‘fact of life’ – they must and can be stopped. 
 

Second, regulation. 
 
In the face of mis-selling, EU regulation has been significantly enhanced in 
recent years – directly tackling mis-aligned incentives, conflicts of interest, 
transparency, product oversight and governance, supervision, sanctions 
and enforcement. 
 
It will take some time for this to bed in, so we should resist the temptation 
to conclude already about what works or doesn’t. 
 
However, there are reasons for hope. 
 
I will highlight one. 
 
It is often said that ‘tick-box’ compliance does not guarantee good 
consumer outcomes.  
 
Instead firm cultures are needed that internalise the best interests of 
consumers all along the value chain. 
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On this, the IDD will be a major step, establishing new expectations on 
product oversight and governance, on conflicts of interest and acting in the 
best interests of customers. 
 
Yet meeting these expectations is a big challenge for firms -- and for 
supervisors. 
 
We are therefore working hard with both to put principles into practice, 
including first steps looking at culture -- how to get culture right, how to 
identify when it is going wrong, and what to do about it. 
 

Third, supervision. 
 
A shift of emphasis from regulation to supervision is needed. 
 
In EIOPAs perspective, the situation today on the conduct side is not 
consistently good enough: insufficient supervisory resources dedicated to 
conduct issues, with insufficient market intelligence and insufficient 
understanding of business models. 
 
So we are pushing to raise the game, also because of new proactive product 
intervention powers. 
 
As a start, we launched in April a new conduct supervision strategy. 
 
Under this: 
 
- We are working with NCAs on conduct risk identification and 

mitigation, and on gathering data and using it intelligently -- market 
transparency from a conduct standpoint still needs to improve. 

 
- We are forging ahead with thematic reviews (Big Data and Travel 

Insurance this year). 
 
- We are building capacity for conduct-focused business model and 

product analysis. 
 
- We are running a programme of conduct country visits to NCAs. 
 
- We are preparing conduct chapters in our practical supervisory 

handbook. 
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- And, finally, we are fully extending our use of our oversight cooperation 
platforms – a way of finding practical solutions in specific cross-border 
cases -- to conduct issues. 

 
Taken together, putting more resources into these areas offers a good 
chance for making solid progress. 

 
Fourth, financial innovation. 
 
Many market and supervisory participants consider that major structural 
changes are coming due to financial innovation. 
 
Insurance and pensions are laden with legacy systems, ripe for disruption. 
 
This means that where and how mis-selling happens may be transformed, 
in unforeseen ways. 
 
This underlines, I believe, how a mature capacity for proactive, 
preventative, and risk based conduct supervision across the EU is critical, 
not only for tackling the mis-selling of the past, but the mis-selling of the 
future. 
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Cryptocurrencies and the economics of money 
 
Speech by Mr Hyun Song Shin, Economic Adviser and Head of Research of 
the BIS, on the occasion of the Bank's Annual General Meeting, Basel 

 

 
 
I would like to present some findings from the special chapter on 
cryptocurrencies in this year’s BIS Annual Economic Report. 
 
Much has already been said about how impractical cryptocurrencies are as 
a means of payment, as well as the scope for fraud and other illicit activities 
they open up.  
 
The line from Agustín Carstens’ speech that they are a combination of a 
bubble, a Ponzi scheme and an environmental disaster has been much 
discussed. 
 
Rather than going over familiar ground, in the special chapter we wanted 
to dig deeper into the economics underlying cryptocurrencies, with 
references to the economics of money.  
 
The reason for doing so was to understand whether cryptocurrencies can 
perform the role of money and whether they could replace the conventional 
monetary system.  
 
Our assessment is that cryptocurrencies fall a long way short of being able 
to oust the conventional monetary system, even taking account of possible 
technical advances. 
 
Two limitations loom large.  
 
One is the lack of scalability, which is about providing flexibility and 
capacity to function as a payment system regardless of the number of 
transactions.  
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In order to maintain incentives for self-interested bookkeepers to keep the 
system running, the capacity needs to be small enough to generate user 
fees.  
 
But limits on capacity choke the system through congestion, especially at 
peak times.  
 
Finding the right capacity is like balancing on a knife-edge.  
 
The capacity chosen at the outset is unlikely to get it exactly right. 
 
The second problem is the lack of finality of payments. A payment being 
recorded in the ledger does not guarantee that it is final and irrevocable. 
For cryptocurrencies, what counts as the truth is a matter of agreement 
among the bookkeepers.  
 
If a pack of them collude and rewrite history, the payment could 
be erased.  
 
Payment histories interwoven through the system will then be subject to 
unravelling, giving rise to a new twist in the systemic risk of payments, 
where voided payments cascade through the system.  
 
I will devote the rest of my presentation to explaining these points in 
greater detail. 
 
To read more: 
https://www.bis.org/speeches/sp180624b.pdf 
 
https://youtu.be/NjBeZdattw8 
 
 
 
 
 
 
 
 
 
 

 
 

https://www.bis.org/speeches/sp180624b.pdf
https://youtu.be/NjBeZdattw8
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Progress in adopting the Principles for effective risk data 
aggregation and risk reporting 
 

 
 

Executive summary 
 
Banks have found it challenging to comply with the Principles, due mainly 
to the complexity and interdependence of IT improvement projects.  
 
As a result, the expected date of compliance has slipped back for many 
banks.  
 
The 2017 assessment showed that most banks had made, at best, marginal 
progress in their implementation of the Principles.  
 
Even though the implementation deadline of 1 January 2016 has passed, 
only three G-SIBs have been assessed by their supervisors as achieving full 
compliance with all Principles.  
 
The lengthening of the G-SIBs’ expected time line to achieve full 
compliance with the Principles can be attributed in part to  
 
(i) the dynamic nature of complying with the Principles, 
 
(ii) underestimation of efforts needed to fully comply with the Principles, 
including the time needed to address IT legacy issues; and  
 
(iii) higher supervisory expectations as a result of the additional 
supervisory activities conducted to assess banks’ implementation of the 
Principles. 
 
Banks have developed implementation roadmaps that focus mainly on 
addressing issues related to governance, data quality and IT infrastructure.  
 
Banks should remain committed to their initiatives for implementing the 
Principles and avoid further deadline slippages.  
 
Banks should take concrete actions and continue to make progress in the 
implementation of the Principles according to the roadmaps agreed with 
their supervisors.  
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As the compliance deadline has already passed, further delays should be 
avoided. 
 
Banks should consider how implementation of the Principles would benefit 
other initiatives.  
 
As banks implement the Principles in relation to their internal risk 
reporting processes, they are encouraged to consider how the upgrades on 
their risk data aggregation and risk reporting (RDARR) practices will allow 
them to comply more effectively with other initiatives and requirements 
relating to data (eg recovery and resolution plans). 
 

1. Introduction 
 
The Basel Committee published the Principles in January 2013 with the 
aim of strengthening banks’ risk data aggregation capabilities and internal 
risk reporting practices.  
 
Since the publication of this framework, the Basel Committee has been 
monitoring banks’ implementation. 
 
The Risk Data Network (RDN) established under the Committee’s 
Supervision and Implementation Group (SIG) has been monitoring 
implementation of the Principles, which went into effect in January 2016.  
 
Although assessing banks’ ability to comply with the principles-based 
framework is challenging, the Committee made an explicit decision not to 
prescribe any objective or quantitative benchmarks for judging compliance 
with it.  
 
This approach acknowledges that risk management and risk data 
aggregation practices vary considerably across banks, depending on their 
business models, structure and/or risk profiles. 
 
In 2013–15, the Committee published three reports based on banks’ self-
assessments of their progress towards compliance with the Principles. 
 
In March 2017, the RDN published a progress report on G-SIBs’ progress 
in implementing the Principles during the previous year.  
 
These observations were based on the results of an assessment survey 
completed by authorities with supervisory responsibility for G-SIBs. 
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The report highlights that, while some progress has been made, most G-
SIBs have not fully implemented the Principles and the degree of 
compliance is unsatisfactory.  
 
In view of these results and to promote further adoption of the Principles, 
the recommendations set out within the report include: 
 
• Banks should develop clear roadmaps to achieve full compliance with the 
Principles and comply with them on an ongoing basis. 
 
• Supervisors should:  
 
(i) communicate their supervisory assessments with the banks and provide 
the necessary incentives for full compliance with the Principles; and  
 
(ii) continue to refine their approaches to assessing banks' compliance. 
 
Given the unsatisfactory degree of implementation, the Committee 
conducted another monitoring exercise in 2017.  
 
As in the 2016 assessment, supervisors were asked to complete a survey to 
assess their banks’ progress towards compliance with the Principles.  
 
The 2017 version of the survey focused more on the reasons for banks 
failing to achieve full compliance with Principles 1 and 2, which are the 
preconditions for complying with the remaining principles.  
 
The supervisory assessments form the basis for this report. 
 
The aim of this report is to assess banks’ implementation of the Principles, 
identify key deficiencies and propose key recommendations to promote 
implementation.  
 
Section 1 summarises the work conducted to date.  
 
Section 2 gives an overview of how far banks are in compliance with the 
Principles, including the key observations of supervisors regarding the 
main deficiencies in banks’ current implementation strategies.  
 
Section 3 discusses implementation by domestic systemically important 
banks’ (D-SIBs).  
 
Section 4 proposes recommendations for banks and supervisors in the near 
to medium term.  
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In addition, Appendix 2 contains supervisors’ detailed assessments of 
compliance with the Principles and examples of effective implementation 
practices observed in recent assessment exercises. 
 

 
 
To read more: 
https://www.bis.org/bcbs/publ/d443.pdf 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/bcbs/publ/d443.pdf
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The transition to a robust reference rate regime 
 
Remarks by Mr William C Dudley, President and Chief Executive Officer of 
the Federal Reserve Bank of New York, at the Bank of England's Markets 
Forum 2018, London, 24 May 2018. 
 

 
 
Thank you, Mark, and thanks to the Bank of England for the opportunity to 
talk about the important issue of reference rates.   
 
I will focus my remarks today on reference rate reform in the United 
States-where we have been, where we are, and where we are headed.   
 
In short, I will argue that while much has already been accomplished, we 
still have a lot more to do-and it must happen within a compressed time 
frame.  This is an important point that Andrew Bailey usefully underscored 
for us last year.   
 
Because of the great uncertainty over LIBOR's future and the risks to 
financial stability that would likely accompany a disorderly transition to 
alternative reference rates, we need aggressive action to move to a more 
durable and resilient benchmark regime.   
 
As always, what I have to say reflects my own views and not those of the 
Federal Open Market Committee (FOMC) or the Federal Reserve System. 
 

LIBOR Scandal Demonstrated the Imperative for Reform 
 
Although the backdrop to current reference rate reform efforts is well 
known here, some historical context is useful when considering the issues 
facing us today.  That history highlights why alternatives to LIBOR are 
needed.  It also illustrates the importance of continuing to focus on bank 
culture and proper incentives in order to support financial stability over 
the longer term.  
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At its core, the problem we face today is that the financial system has built 
a tremendously large edifice on a structurally impaired foundation.  While 
many in the industry cannot recall a time when LIBOR did not exist, in 
fact, it was only developed in the 1980s.   
 
Since then, the use of LIBOR as a reference rate has exploded-with the size 
of financial contracts referencing U.S.-dollar LIBOR today estimated at 
close to $200 trillion. 
 
The vast majority of these exposures are derivative obligations, such as 
interest rate swaps.  But, that tally also includes trillions of dollars of cash 
products, such as residential and commercial mortgages, corporate bonds 
and loans, and securitized products.  And, with new contracts referencing 
LIBOR still being written, this balance continues to grow significantly.  
 
Broadly speaking, reference rates are vital to efficient market functioning.  
They facilitate trading in standardized contracts, which lowers transaction 
costs and increases market liquidity.  Robust reference rates can also 
reduce information asymmetries and the risk of misconduct by providing 
transparent, independent pricing.  
 
But, in the case of LIBOR, the foundation had serious flaws.  Most notably, 
LIBOR was (and is) based on submissions from individual banks-which, in 
turn, were based on hypothetical borrowing rates or expert judgments, and 
not actual transactions.  Moreover, deficiencies existed in regulatory 
oversight and governance of the rate-setting mechanism.   
 
These vulnerabilities enabled the manipulation of the rate for the financial 
benefit of individuals and institutions.  Amid profound breakdowns in 
controls and compliance, individual traders conspired with rate submitters 
at their own institutions or traders at other firms to manipulate the setting 
of the rate to improve their trading results.   
 
During the global financial crisis, panel banks also reportedly submitted 
lower borrowing rates than they could actually obtain in the marketplace.  
They did so to disguise their financial fragility at a time when uncertainty 
over bank liquidity and solvency was high.  
 
The resulting scandal was particularly disturbing because of its scale and 
flagrancy, including collusion by employees across firms.  It led to billions 
of dollars in fines, jail terms for some individuals, and severe reputational 
damage to the financial industry as a whole.   
The global financial crisis exposed excessive risk-taking and a long series of 
lapses in judgment, and the LIBOR scandal further undermined trust in 
the ethical standards of the banking industry.  
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The scandal provides many cautionary lessons, including the ways in which 
poor technical design can be exploited, the limitations of self-regulation, 
the problems that arise when loyalty is to one's trading co-conspirators 
rather than to one's institution, and the need for robust controls.   
 
It also underscores the power of incentives to drive individuals and firms to 
do things that are imprudent and/or unethical. 
 
And, the governance and control framework that the banks and the LIBOR 
administrator had in place proved woefully insufficient to prevent 
misconduct that stemmed from poor incentives.  In this context, one could 
say it was a situation ripe for exploitation.  
 
The openness and brazenness of misconduct as captured in the recorded 
transcripts also point to serious deficiencies in bank culture.  My New York 
Fed colleagues and I have commented frequently on the need for sound 
culture and incentives as a complement to effective regulation and 
supervision.   
 
While there has been some progress on this issue in recent years, the 
LIBOR and other rate-rigging scandals-not to mention more recent 
breakdowns at individual banks-point to the need for further strengthening 
of bank culture. 
 
I look forward to the discussion with Minouche and Andrew on improving 
culture in the fixed income, currency, and commodity markets in the 
following panel.  
 
One of the key lessons from the financial crisis was that critical pieces of 
financial system infrastructure must be both strong and resilient, and the 
LIBOR scandal underscored this need. 
 
The essential problem with LIBOR is the inherent fragility of its "inverted 
pyramid," where the pricing of hundreds of trillions of dollars of financial 
instruments rests on the expert judgment of relatively few individuals, 
informed by a very small base of unsecured interbank transactions.   
 
Moreover, that base has contracted further in recent years, due to many 
factors, including regulatory reform and the quantitative easing programs 
initiated by central banks in many of the major advanced economies.   
 
Relative to the vast sums of U.S.-dollar LIBOR contracts I mentioned 
earlier, the median daily volume of unsecured three-month U.S.-dollar 
wholesale borrowing is minuscule, at around $1 billion, and many days see 
less than $500 million in volume. 
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This lack of market liquidity means that these rates cannot be sufficiently 
transaction-based to be truly representative, and rates that are not 
transaction-based are more at risk to be manipulated.  
 
So, despite efforts to improve LIBOR in recent years-and there 
undoubtedly have been important changes that have strengthened its 
administration and governance-the lack of underlying market liquidity for 
nearly all currencies and maturities remains a problem, and there is no 
obvious solution. 
 
The setting of LIBOR still depends heavily on expert judgment.  Even for 
U.S.-dollar LIBOR, actual transactions are the basis for only about one-
third of the rate submissions for tenors of one and three months.  This is 
noteworthy because these are the maturities that are referenced by the bulk 
of financial contracts. 
 
In light of the history of LIBOR-and in the context of more than $320 
billion in overall misconduct fines since the crisis-banks are naturally 
reluctant to assume the legal risks associated with submitting quotes based 
on very shallow markets. 
 
Indeed, that is why some banks have left individual LIBOR panels in recent 
years.   Andrew Bailey drove home this point in his July 2017 speech.  He 
explained that the Financial Conduct Authority had to press hard to 
persuade banks to remain on the panels and voluntarily submit LIBOR 
quotes through the end of 2021. 
 
LIBOR's potential cessation after 2021 poses a clear risk to financial 
stability, and prudent risk management means that all of us must prepare 
for a world without LIBOR.  
 

The Official Sector Response 
 
In recent years, international and domestic authorities alike have actively 
worked with the private sector to address LIBOR's shortcomings and to 
find alternative rates.  One notable development has been the publication 
of an international set of principles for financial benchmarks, developed by 
the International Organization of Securities Commissions (IOSCO) in 
2013.    
 
These principles-which include 19 specific standards across governance, 
benchmark quality, methodology, and accountability-have emerged as the 
international standard.  IOSCO has rightly focused on tying benchmarks 
more closely to observable, arms-length transactions. This represents an 
important step toward eliminating excessive reliance on expert judgment. 
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The Financial Stability Board (FSB) has been a galvanizing force at the 
international level.  The FSB and its members have published proposals, 
plans, and timelines for reference rate reform and have promoted the 
strengthening of the major interest rate benchmarks.   
 
The FSB has been carrying out work on the development and introduction 
of alternative benchmarks, developing a plan to accomplish a transition to 
new benchmarks, encouraging work by the private sector on contract 
robustness, and reporting regularly on the progress made.   
 
The Federal Reserve has played a lead role in the development of these 
recommendations as applied to U.S.-dollar LIBOR, working closely with 
the other major financial regulatory agencies in the United States.  This 
effort has also involved coordinating with the official sector sponsors of 
similar efforts around the world. 
 
In late 2014, in response to FSB and Financial Stability Oversight Council 
recommendations, the Federal Reserve convened the Alternative Reference 
Rates Committee (ARRC)-a group of market participants established to 
identify more robust alternative U.S.-dollar reference rates that are risk-
free or nearly risk-free, fit the needs of the derivatives market, and are 
compliant with IOSCO principles. 
 
This effort paralleled similar ones in other jurisdictions to find reference 
rates that are well-suited to local conditions and market needs-including 
the UK's Working Group on Sterling Risk-Free Reference Rates.   
 
The ARRC was also tasked with developing a transition plan to facilitate 
the adoption of these rates in a voluntary and orderly manner, and with 
considering best practices in contract design to prepare for the possibility 
that LIBOR ceases to be published.  
 

Publication of Alternative Reference Rates by the Federal 
Reserve 
 
The ARRC has made important progress in achieving its mandate.  
Notably, in June 2017, it selected the Secured Overnight Financing Rate, or 
SOFR, as its preferred alternative to U.S.-dollar LIBOR.   
 
SOFR is a broad measure of the cost of borrowing cash overnight using 
U.S. Treasury securities as collateral, and is thus relevant to a wide range of 
market participants.   
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The rate is entirely transaction-based, and the underlying market is robust, 
with current daily volume of more than $700 billion.  (By comparison, 
unsecured three-month U.S.-dollar wholesale borrowing totals roughly $1 
billion per day, as I mentioned earlier.)  SOFR moves closely with LIBOR 
and other money market rates over time, and because it covers multiple 
segments of the repo market, it provides scope for future market evolution. 
 
Besides being more resistant to manipulation, this nearly risk-free rate 
should also prove much more resilient during periods of financial stress, 
because the U.S. Treasury repo market is likely to remain deep and active 
during such episodes.  
 
The New York Fed administers and produces SOFR in cooperation with the 
Office of Financial Research.  We began publishing this rate on April 3 of 
this year, along with two other repo rates: the Tri-Party General Collateral 
Rate and the Broad General Collateral Rate. 
 
This work complements steps by the Federal Reserve to promote greater 
transparency in rates in unsecured markets through enhancements to the 
calculation of the effective federal funds rate (EFFR) and the launching of 
an entirely new rate, the overnight bank funding rate (OBFR). 
 
I have long been a proponent of the idea that central banks are well suited 
to take on this responsibility.  Reference rates have strong public good 
properties, and the private sector faces notable coordination challenges in 
this area.   
 
Central banks have a long history in producing such measures-recognizing 
that traditionally this has been for purposes related to monetary policy-and 
are trusted independent parties.   
 
In my view, central banks also ultimately "own" the financial stability risks 
that are present when key reference rates are flawed.   
 
Better to recognize this responsibility and move proactively to mitigate 
such risks than to step aside and hope that someone else will take up the 
mantle of reform.  
 
The Federal Reserve has designed these benchmarks to be compliant with 
IOSCO principles, with regular review by oversight bodies and 
comprehensive ethics and conflict-of-interest policies for staff. 
 
Best practice also dictates that administrators periodically review the rates 
they produce to assess whether changes in the underlying markets require 
changes in how those rates are administered.   
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We have dedicated significant resources to these efforts, and are 
committed to the continued production of rates so that market participants 
can have confidence about their long-term viability.  
 
For these reasons, the Federal Reserve concurs with the ARRC that SOFR 
represents a compelling alternative to U.S.-dollar LIBOR-particularly for 
most derivatives transactions, where a near risk-free rate is more 
appropriate than a rate that incorporates a bank credit risk premium.  
 
Nevertheless, market adoption of SOFR faces its own challenges, such as 
the development of sufficient liquidity in derivatives that reference SOFR, 
and the establishment of a term reference rate, which I will discuss in a 
moment.  These elements will have to be built over time.   
 
The ARRC's Paced Transition Plan lays out a timeline for the milestones 
that must reached over the coming quarters and years for a successful 
transition. 
 
I am confident that the ARRC will succeed, but it will take considerable 
attention and effort. 
 
Progress is already evident.  The Chicago Mercantile Exchange began 
offering SOFR futures contracts earlier this month, and trading activity has 
gotten off to a good start.   
 
Development of SOFR derivatives, in turn, will support the creation of a 
term reference rate.  Although the ARRC's transition plan anticipates that 
this will be completed by the end of 2021, it would be better for this to 
occur more expeditiously.   
 
The good news is that is broadly appreciated.  In this vein, the Committee's 
second report discussed some of the term rate alternatives, and 
development of proposals for a term reference rate was recently added to 
its mandate.   
 
In this regard, I would also encourage market participants, academics, and 
other interested parties to contribute to the effort to develop a term 
reference rate. 
 
Another key area of focus-further motivated by Andrew's warning-is the 
development of fallback contract language in the event that LIBOR ceases 
to be published.  The absence of such language creates the potential for 
large-scale disorder in global financial markets should LIBOR go away.   
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Put simply, this is an unacceptable risk.  The International Swap Dealers 
Association (ISDA) has been working on this issue for the derivatives 
market and is expected to issue a consultative document soon that should 
prove instrumental in making further progress.   
 
The ARRC has also been coordinating a similar effort across cash products 
of all types.   
 
The goal is to achieve consensus on a consistent approach across markets 
whenever feasible.  
 

Looking Ahead 
 
As I have noted previously, LIBOR continues to have significant 
shortcomings despite strengthened governance in recent years, and 
uncertainty about its future will only grow over time.  This uncertainty 
reflects the limited liquidity underlying LIBOR and the corresponding legal 
risks I discussed earlier.   
 
But, I am also skeptical about whether LIBOR can ever be adequately 
transaction-based.  As Andrew highlighted, there is no guarantee that 
LIBOR will continue to exist beyond December 2021.   
 
In my view, LIBOR is likely to go away-and it should, because it is not 
supported by a sufficiently robust regime.   
 
The LIBOR countdown clock should provide an impetus for action, but it 
should also make market participants and regulators increasingly nervous 
as we approach the deadline-especially if longer-term solutions are not in 
train or in place.   
 
Time is of the essence, and we must manage it well.  The ARRC and others 
have laid out valuable transition plans, and we need to ensure that they are 
executed expeditiously and well.  
 
Of course, I do not mean to minimize the costs involved.  This is a 
monumental and complicated effort-one that the industry has never 
undertaken-and it will entail overcoming many obstacles.  It requires 
collective action by a wide variety of market participants, some of whom 
may not be fully convinced of the need for change.   
 
And, there may be others with a direct interest in the preservation of 
LIBOR-such as its administrator-who may not support moving away from 
the status quo.  There also undoubtedly will be those who seek a free ride 
on the efforts of others.  And, of course, the effort will encounter inertia 
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and wishful thinking.  All of this is to be expected in such a large 
undertaking with significant upfront costs.  Nevertheless, delay is not a 
viable option.  
 
This task is borne out of necessity.  Financial crises typically result when 
we fail to identify vulnerabilities, and then unexpected triggers turn those 
vulnerabilities into points of weakness that can lead to catastrophic failure.  
The discontinuation of LIBOR, however, is different.   
 
We can see it coming, and we know the impact of a disorderly transition 
would be huge.  Therefore, a half-hearted effort or a failure to act would be 
inexcusable, especially after all we have learned from the experience of the 
financial crisis.  Moving this core piece of the global financial system to a 
firm and durable foundation is essential and worth the cost.  
 
This task is admittedly hard, but I am optimistic given our past successes.  
We have demonstrated that effective collective action can provide solutions 
to longstanding structural vulnerabilities in the financial system.  A key 
lesson from the crisis is that structural vulnerabilities must be addressed 
continually.   
 
If they are ignored, larger problems eventually will result.  For example, 
through collective action over the past decade, we have successfully 
addressed structural weaknesses in the tri-party repo market, the over-the-
counter derivatives market, and money market mutual funds.  
 
Each of these challenges required a tailored solution that relied on 
different tools-including a diverse mix of market, regulatory and 
supervisory measures-to get the job done.   
 
Everything isn't a nail, and the best tool is not always a hammer.  You have 
to identify the problem that needs fixing and select the right tool for the 
job.  This is likely to require both official sector engagement and private 
sector initiative.  
 
In the case of LIBOR, the official sector has taken a multi-pronged 
approach: strengthening the LIBOR regime, developing reference rate 
principles, using its convening authority to marshal private sector 
participation, supplying robust alternative reference rates, and using the 
bully pulpit to educate and spur action.   
 
International coordination has featured strongly in these efforts, and 
should continue to do so.  This approach has achieved a great deal to date, 
but, in light of the risks and potential implications, will it be sufficient?  
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The transition away from LIBOR represents a significant risk event for 
firms of all sizes, and they should actively manage this transition through 
their existing frameworks for identification, management, and mitigation 
of risk.   
 
Supervisors should continue to support this objective by ensuring that all 
firms are aware of the transition and that LIBOR-related issues are being 
addressed in a way that is commensurate with a firm's exposures and risks.  
More broadly, the official sector will continue to push market participants 
to take all necessary steps to mitigate the risks to financial stability from a 
disorderly transition.  
 
In closing, the LIBOR scandal certainly was one low point among many 
during the financial crisis and its aftermath.  It highlighted the need for 
reform of a critical area of the global financial system.   
 
We have made considerable progress since then, but reform still has a long 
way to go.  The remaining work, by necessity, will involve purposeful 
collective action and engagement across the financial industry to address 
market-wide issues.   
 
It also will require firm-specific action to manage individual risks.  The 
challenge is that the window for action is narrowing.  Therefore, we must 
redouble our efforts to ensure a successful transition from LIBOR to a 
more sound and durable regime.  
 
Thank you for your kind attention.  I would be happy to take a few 
questions. 
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Freedom before security 
 

 
 
Monitoring major digital projects has once again been the focus activity for 
the Federal Data Protection and Information Commissioner (FDPIC). The 
E-ID Act as the basis for using a SwissID, the risk report on using the OASI 
number as a universal personal identifier or the conditions that must be 
met by e-ticketing or public transport apps underline this prioritisation.  
 
As a supervisory authority, the Commissioner had to intervene to prevent 
the processing of data on compulsory health insurance and had to deal 
with data leaks at several large companies.  
 
As the Freedom of Information Commissioner, the FDPIC succeeded in 
achieving a substantial increase in the efficiency of his arbitration 
procedures and welcomed the National Council’s unanimous commitment 
to guaranteeing transparency in connection with public procurement – 
thus ensuring that the principle of freedom of information does not 
become a farce. 
 
The phenomena of digital reality, such as Big Data and algorithms, e-
commerce, e-health, mobility and digital identification remain the focus of 
supervision. Against this background, the transitional period before the 
delayed total revision of the Data Protection Act (FADP) is completed 
poses a particular challenge.  
 
Whereas the data protection authorities in EU member states were given 
powers to issue orders and impose sanctions, not to mention considerable 
additional resources before the EU General Data Protection Regulation 
(GDPR) came into force, for the time being the FDPIC only has the power 
granted in the FADP of 1993 to issue recommendations and the same 
resources as in 2005, two years before the first smartphones came on the 
market.  
 
However, he will continue to do everything in his power to support Swiss 
companies in their application of the GDPR by providing advice and 
assistance. Switzerland’s residents and businesses deserve an up-to-date 
data protection system. The total revision of the FADP should therefore be 
dealt with as quickly as possible. 
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Data leaks and informal rights to decide for oneself in major 
digital projects 
 
In the report year, the Commissioner was called on to deal with several 
cases of data leaks, such as those at Swisscom or at the international debt 
collection company EOS. He also had to intervene in connection with a 
bonus programme run by the Helsana health insurance company.  
 
The FDPIC took legal action against the latter, which had rejected his 
recommendations. People are being subjected to increasing surveillance in 
public spaces.  
 
The FDPIC is therefore monitoring numerous major digital projects, such 
as the creation of an electronic identity (E-ID) or e-ticketing applications 
for public transport, where anonymous and non-discriminatory travel 
must remain possible even when ticket machines have been phased out for 
good. 
 

Freedom before security 
 
In the light of the worldwide availability of inexpensive face recognition 
technologies, the Commissioner warns of developments that are evolving 
in authoritarian states into the blanket surveillance and identification of 
the population and thus the loss of any privacy and independence.  
 
In any democratic state governed by the rule of law, the constitutional right 
to freedom must always take precedence over maintaining security; the 
Commissioner is concerned by the growing trend towards expanding data 
processing by security services in Switzerland to cover largely unspecific 
groups of persons such as ‘potential attackers’.  
 
Given the flurry of special federal legislation that has been issued on 
policing matters, which is likely to be exacerbated by further laws, such as 
that on police counter-terrorism measures, the FDPIC is calling, not before 
time, for an easily understandable fed-eral act on policing to be introduced.  
 
Once the federal government has done this job, one the cantons finished 
long ago, citizens will also be able to gain an overview of the many police 
information systems operating at federal level. 
 

Information service before the federal elections in 2019 
 
The unauthorised use by the British company Cambridge Analytica of 
personal data belonging to unsuspecting Facebook users in the run-up to 
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the US presidential elections in 2017 and the Brexit referendum sparked 
international outrage. Ahead of the federal elections in 2019, the FDPIC 
and the cantonal data protection commissioners (Privatim), supported by a 
contact group of experts, will keep the public up-to-date on digital personal 
data processing methods that might be used to shape political opinion at 
national and cantonal levels.  
 
The content of this information service provided by the data protection 
authorities to the public will be limited to data protection matters. 
 

FoIA: Efficient arbitration procedures and transparency in public 
procurement projects 
 
As part of a year-long trial, on 1 January 2017 the FDPIC introduced an 
accelerated summary procedure with oral arbitration hearings. As the trial 
proved successful and resulted in all pending cases being dealt with and 
more amicable solutions being reached, this new working method has 
become the permanent procedure.  
 
In the final week of the summer session of 2018, the National Council in its 
debate on the total revision of the Federal Act on Public Procurement 
(PPA) expressed its unanimous support for the principle of freedom of 
information in public procurement matters, thus rejecting the Federal 
Council’s proposal not to apply the principle of freedom of information in 
such cases.  
 
The Freedom of Information Commissioner hopes that the Council of 
States will now follow this decision so that transparency remains 
guaranteed in public procurement. 
 
The complete 25th Annual Report 2017/2018 is available in German and 
French at www.derbeauftragte.ch (under Documentation).  
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The Right Chemistry, Fast: Employing AI and Automation to 
Map Out and Make Molecules 
DARPA demonstrates power of automated chemistry for host of national 
security applications 
 

 
 
Chemical innovation plays a key role in developing cutting-edge 
technologies for the military. Research chemists design and synthesize new 
molecules that could enable a slew of next-generation military products, 
such as novel propellants for spacecraft engines; new pharmaceuticals and 
medicines for troops in the field; lighter and longer-lasting batteries and 
fuel cells; advanced adhesives, coatings and paints; and less expensive 
explosives that are safer to handle.  
 
The problem, however, is that existing molecule design and production 
methods rely primarily on experts’ intuition in a laborious, trial-and-error 
research process. 
 
DARPA’s Make-It program, currently in year three of a four-year effort, is 
developing software tools based on machine learning and expert-encoded 
rules to recommend synthetic routes (i.e., the “recipe” to make a particular 
molecule) optimized for factors such as cost, time, safety, or waste 
reduction.  
 
The program seeks to free chemists so that they may focus their energy on 
chemical innovation, rather than testing various molecular synthesis 
pathways.  
 
The program also is developing automated devices that uniformly and 
reproducibly create the desired chemical based on the software-generated 
recipe – this one-device, many-molecules concept is a departure from the 
traditional dedicated reactors in chemical production. Make-It research 
teams have recently demonstrated significant progress toward fully 
automated rapid molecule production, which could speed the pace of 
chemical discovery for a range of defense products and applications. 
 
“A seasoned research chemist may spend dozens of hours designing 
synthetic routes to a new molecule and months implementing and 
optimizing the synthesis in a lab,” said Anne Fischer, program manager in 
DARPA’s Defense Sciences Office. “Make-It is not only freeing chemists to 
expend brain power in other areas such as molecular discovery and 
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innovation, it is opening chemical synthesis and discovery to a much 
broader community of scientific researchers who will benefit from faster 
development of new molecules.” 
 
Biologists needing molecules for their research would be able to produce 
them on-demand in custom-sized quantities rather than buying molecules 
in bulk from a chemical supplier and disposing the excess, Fischer said. 
One could imagine similar gains across many technological areas – 
anywhere small molecules are needed for research and development could 
benefit. 
 
A major benefit of automated chemical synthesis is that it creates 
reproducible procedures, which democratizes and accelerates production. 
A drawback with existing non-automated approaches is that seemingly 
negligible changes – e.g., how fast a reaction is stirred or slightly different 
temperature conditions – can have a big impact on the purity and yield of 
the chemicals produced. This leads to lab-to-lab variability and difficulty 
reproducing prior-reported syntheses. 
 
“We’re essentially coding the chemical synthesis process,” Fischer said. 
“This promises to assure reproducibility to exacting standards, no matter 
where you produce it. Because the routes are implemented with software-
based instructions, any Make-It synthesis device should produce chemicals 
with precisely the same make-up every time.” 
 
Additionally, automation provides a safer, cleaner, and more secure 
process since chemists do not need to physically handle dangerous 
chemicals, such as those used to develop new explosives for the military. 
Make-It synthesis machines require low solvent volumes, which results in 
less lab waste. 
 
Make-It is achieving success due to its multidisciplinary focus with a 
talented group of researchers, combining computer science, organic 
chemistry, and chemical engineering expertise to address three areas: 
automated molecule design; automated synthesis, or production; and rapid 
reaction screening. 
 
The Massachusetts Institute of Technology (MIT), SRI International, and 
Grzybowski Scientific Inventions (GSI) are exploring different approaches 
for developing software to automatically design various chemical route 
options. GSI’s molecular route optimization software is now commercially 
available. MIT and SRI are also developing hardware to synthesize 
molecules. 
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The University of Glasgow is developing software to design and 3-D print 
small, portable reactors to provide manufacturing of specific molecules 
“on-the-go.” Such disposable or recyclable reactors could enable much 
lower cost synthesis of high value, niche-area products, particularly in 
austere locations. 
 
In the rapid reaction screening focus area, Purdue University and Boston 
University are exploring methods to build, understand, and utilize large 
data sets of chemical reactions to train machine-learning algorithms so 
they can quickly design novel molecule pathways. 
 
“What’s exciting about Make-It is the prospect of being able to make any 
molecule,” Fischer said. “We’ve already shown in DARPA’s Pharmacy on 
Demand effort in the Battlefield Medicine program that an automated 
flow-chemistry machine can produce common pharmaceuticals on demand 
in austere locations, obviating the need for transporting and stockpiling 
key medicines for our troops in forward-deployed environments. Now 
we’ve opened up rapid chemical innovation to address not just 
pharmaceuticals but all areas of defense.” 
 
Next steps in the program include integrating real-time characterization of 
the synthesis process through analytical instrumentation and developing 
more complex molecules. 
 
DARPA Make-It researchers will present their results during a special 
session at the American Chemical Society’s National Meeting & Expo in 
Boston, Massachusetts, Aug. 19-23, 2018.  
 
For details you may visit: 
https://www.acs.org/content/acs/en/meetings/national-meeting.html 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.acs.org/content/acs/en/meetings/national-meeting.html
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Football or Phishing? 
At least two phishing campaigns are taking advantage of this year’s football 
World Cup. 
 

 
 
Fraudsters are attempting to exploit fans’ eagerness to keep up with the 
games and the results in the expectation that fans might click on links 
more readily. 
 
Phishing emails are reported to be sending fixture schedules and results 
mappers to fans, but the links are loaded with adware and malware. 
 
In another example, fraudsters are offering a pair of Adidas shoes in 
exchange for completing a survey. The victim is then redirected to a fake 
Adidas website asking them to pay a small fee to receive the shoes (and an 
ongoing monthly charge, which is hidden in the small print). 
 
The fake Adidas site uses homographic web links, where a character is 
replaced by a similar looking symbol: 
 
Example 1: www. thisisarealwebsite .org.com 
Example 2: www. thisisarea|website .org.com 
 
The letter ‘l’ in the second website name is a symbol, but at a quick glance it 
is not immediately obvious. Fraudsters are increasingly using this 
technique and we advise readers to study web links carefully before 
clicking on them. 
 
The NCSC has further information on how to protect yourself from 
phishing scams at: https://www.ncsc.gov.uk/guidance/avoiding-phishing-
attacks 
 

 
 

 

 

 

 

https://www.ncsc.gov.uk/guidance/avoiding-phishing-attacks
https://www.ncsc.gov.uk/guidance/avoiding-phishing-attacks
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Solvency II – The way ahead 
 
Gabriel Bernardino, Chairman of the European Insurance and 
Occupational Pensions Authority (EIOPA), Insurance Europe’s Solvency II 
Conference: Two years on and two reviews, Brussels 
 

 
 
Dear Commissioner, 
Dear President of Insurance Europe, 
Ladies and gentlemen, 
 
The introduction of Solvency II in 2016 was a big step forward for 
policyholder protection and market stability but also a huge challenge for 
the European insurance industry and for supervisors. 
 
We can now say that the implementation was successful. Even if it was 
done in a difficult period with an unprecedented low interest environment. 
 
Good preparation, due to several quantitative impact studies and a 
preparatory phase, was the secret. 
 
The implementation of the risk-based regulatory regime was a significant 
improvement compared with the previous framework and brings a number 
of benefits for the insurance industry and for consumers. 
 
With Solvency II, the insurance industry has capital better aligned to the 
risks it runs, uses a risk-based approach to assess and mitigate risks and 
can therefore better price them.  
 
This was an important element in the adaptation of business models in face 
of the low interest rate environment. 
 
Insurers have strengthened significantly their governance models and their 
risk management capacity, by putting in place a number of key functions 
and ensuring that Boards consider risk and capital factors in the strategic 
decision making. 
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With Solvency II, insurers throughout Europe use harmonised templates 
for supervisory reporting, instead of a patchwork of national templates, 
and publicly disclose much more relevant information creating the basis 
for market discipline. This is a big step towards more transparency. 
 
As part of good regulation, there are merits in reviewing the practical 
implementation of the regime and that is the purpose of the two reviews 
envisaged. 
 
In my view, while it makes perfect sense to review and evaluate the recent 
reforms to mitigate any unintended consequences and increase 
proportionality, I firmly believe that we should not abandon the main 
values of market stability and policyholder protection that were at the 
centre of these reforms. 
 
We should not forget that the post-crisis regulatory agenda was put in 
place to restore citizens’ confidence in the financial sector. 
 
In the context of the first review, due at the end of this year, EIOPA 
analysed 29 different topics and focused on: 
 
- Increasing proportionality 
- Removing technical inconsistencies 
- Removing unjustified constraints to financing the economy 
 
On increasing proportionality: 
 
We advised to further simplify calculations for a number of sub-modules of 
the Solvency Capital Requirement (SCR) such as natural, man-made and 
health catastrophes, in particular fire risk and mass accident. 
 
We simplified the use of external credit ratings in the calculation of the 
SCR (an issue especially relevant for small insurers). 
 
We reduced the burden of the treatment of look-through to underlying 
investments. 
 
We developed simplifications in the assessment of lapse and counterparty 
default risks. 
 
We recommended the use of undertaking specific parameters for 
reinsurance stop-loss treaties. 
I am quite happy with this outcome because it really reduces complexity 
and increases proportionality. 
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On removing technical inconsistencies: 
 
One of the major technical inconsistencies found relates to interest rate 
risk. The methodology used for the calculation of interest rate risks was 
developed with data up to 2008 and did not capture negative interest rates. 
 
As a consequence, the risk profile of certain insurers now deviates 
significantly from the assumptions set in the standard formula. 
 
So, we recommend to take this fact into account using a methodology 
already adopted by internal model users. Furthermore, given the material 
impact on capital requirements, we suggested to implement the 
methodology gradually over three years. 
 
EIOPA carried out an analysis of the loss-absorbing capacity of deferred 
taxes practices. In face of the evidence of wide diversity, especially 
concerning the projection of future profits, EIOPA proposed a set of key 
principles that will ensure greater convergence and level playing field, 
while maintaining a certain degree of flexibility. 
 
On removing unjustified constraints to financing the economy: 
 
EIOPA analysed the treatment and the evidence available on unrated debt 
and unlisted equity and proposed criteria for a more granular treatment, 
namely with the use of financial ratios. 
 
In some areas the analysis of recent developments did not provide for 
sufficient reasons to change. This is, for example, the case of mortality and 
longevity risks and the cost of capital in the calculation of the risk margin. 
 
The evolution of financial markets does not justify a change in the cost of 
capital: the decrease in interest rates has not lead to a decrease in the cost 
of raising equity. 
 
We are now starting to look deeply to the 2020/2021 review. 
We received a detailed request for information from the European 
Commission on: 
 
- Characteristics of insurance liabilities 
- Investments of the insurers 
- Long-term guarantee measures 
- Market valuation of insurance liabilities 
 
We are waiting for a request related to the action plan on sustainable 
finance. 
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But we are also attentive to market evolution, namely regarding the change 
in business models, especially in life insurance, with the move towards 
contracts with lower and more flexible guarantees and, in some countries, 
the significant increase of pure unit-linked products. 
 
While this is a natural management reaction to ensure long-term 
sustainability of the insurers commitments and optimise capital, it also 
increases the transfer of risks to policyholders, putting more pressure on 
conduct risks. 
 
We started recently to thoroughly analyse the evidence available on the 
characteristics and risks of different long-term life insurance products, 
especially concerning the illiquidity characteristics of the liabilities and the 
ability of insurers to mitigate short-term volatility by holding assets 
through-out the duration of the commitments, even in times of market 
stress. 
 
We are going to look at the regularity treatment of the spread and equity 
risks. This will also be very relevant in the context of the Pan-European 
Personal Pension Product. 
 
Supervisory convergence – Looking ahead 
 
Solvency II was a profound change for the insurance industry but now it is 
time to ensure an effective implementation of this regulatory regime by the 
different players in the insurance market and an appropriate supervision 
and enforcement by the supervisory authorities.  
 
This will ensure a high degree of consistency and quality of prudential 
supervision in the European Union. 
 
In Europe, supervisory practices differ substantially due to different 
traditions and different starting points. 
 
We in EIOPA are now looking very closely at how the implementation is 
done in practice across the European Union and how the supervision is 
executed by national supervisory authorities. 
 
Supervisory convergence is a long-term strategic goal and is a joint effort 
by EIOPA and all national competent authorities, building common 
supervisory benchmarks and an independent evaluation of national 
supervisory practices by EIOPA. 
We are working both, on supervisory culture and on supervisory practices. 
In November last year, EIOPA published an important document on the 
key characteristics of a common European supervisory culture.  
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A culture that should deliver high-quality and effective supervision 
throughout the European Union.  
 
A culture that should be: 
 
• Risk-based and proportionate 
• Forward-looking, preventive and proactive 
• Challenging, sceptical and engaged 
• Comprehensive, and conclusive 
 
These key characteristics would help in delivering a decisive contribute to 
impede supervisory arbitrage, ensure a level playing field and safeguard a 
similar level of protection for all policyholders and beneficiaries. 
 
More recently, in April 2018, EIOPA published its Supervisory 
Convergence Plan for 2018-2019 in which we identify three main areas: 
 
- Development of new common supervisory tools and benchmarks, 

including further work on the supervisory risk assessment and the 
application of proportionality; the establishment of common 
benchmarks for the supervision of internal models and, most 
importantly, the supervisory assessment of conduct risk. 

 
- Supervision of cross-border services, with a special attention to the 

detection of potential unsustainable cross-border business models and 
the sufficiency of technical provisions in the cross-border business 
context. 

 
- Supervision of emerging risks, focusing on the supervisory practices in 

the resilience of IT systems, vulnerability to cyber risks, the usage of 
Big Data and Brexit risks. 

 
Our strategy is clear and focused and the first results are encouraging. 
Nevertheless, there is a long way in front of us.  
 
Culture does not change from one day to another. We need to work on it 
constantly to see more of positive results in the medium-term. 
 
In conclusion: 
Solvency II is a major step forward. We should be proud of having 
developed the most advanced insurance risk-based regulatory framework 
in the world. 
 
Solvency II evolution and fine-tune needs to preserve the core objectives 
of policyholder protection and market stability. 
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Harmonised regulation is only the start of the journey.  
 
Supervisory convergence is fundamental to ensure “equal protection” and 
level playing field within the internal market. 
 
EIOPA will continue to play its role in an independent and transparent 
way, engaging with all the different stakeholders. 
 
Thank you for your attention. 
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FSB publicly consults on Cyber Lexicon 
 

 
 
The Financial Stability Board (FSB) published a draft Cyber Lexicon for 
public consultation. The draft lexicon comprises a set of 50 core terms 
related to cyber security and cyber resilience in the financial sector. 
 
The Cyber Lexicon is intended to support the work of the FSB, standard-
setting bodies, authorities and private sector participants, e.g. financial 
institutions and international standards organisations. A lexicon could be 
useful to support work in the following areas: 
 
- Cross-sector common understanding of relevant cyber security and 

cyber resilience terminology; 
 
- Work to assess and monitor financial stability risks of cyber risk 

scenarios; 
 
- Information sharing as appropriate; and 
 
- Work by the FSB and/or standard-setting bodies to provide guidance 

related to cyber security and cyber resilience, including identifying 
effective practices. 

 
The FSB developed the lexicon in response to a request from G20 Finance 
Ministers and Central Bank Governors at their October 2017 meeting.  
 
The FSB delivered a stocktake report to that meeting on existing publicly 
available regulations and supervisory practices with respect to cyber 
security in the financial sector.  
 
Ministers and Governors asked that the FSB continue its work to protect 
financial stability against the malicious use of Information and 
Communication Technologies, noting that this work could be supported by 
a common lexicon of terms that are important in the work. 
 
After considering the responses to this consultation, the FSB will finalise 
the lexicon for delivery to the G20 Leaders’ Summit in Buenos Aires in 
November of this year. 
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Comments and responses to the questions set out in the consultative 
document should be submitted by Monday 20 August 2018.  
 
Submissions will be published on the FSB website unless respondents 
expressly request otherwise.  
 
To read more: 
http://www.fsb.org/wp-content/uploads/P020718.pdf 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.fsb.org/wp-content/uploads/P020718.pdf
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Brexit means Brexit - but what does it mean for Europe as a 
financial centre? 
 
Prof Joachim Wuermeling, Member of the Executive Board of the Deutsche 
Bundesbank, at the annual reception of the Association of Foreign Banks in 
Germany, Frankfurt am Main, 20 June 2018. 
 

 
 

1 Introduction 
 
Ladies and gentlemen 
 
It gives me great pleasure to be able to speak to you today about the future 
of Europe as a financial centre after Brexit. There are three aspects which I 
would particularly like to address. 
 
The first of these is that banks looking to relocate their business to the EU 
or expand their presence here after Brexit will be asked to satisfy the same 
minimum prudential standards that foreign banks already operating within 
the Union and domestic institutions are expected to comply with. At the 
same time, we will need to find solutions that prevent any unnecessary 
additional expense. 
 
My second point is that in future, institutions that conduct cross-border 
business will be heavily dependent on how the respective supervisors 
oversee third-country institutions – as they will then be – and how the 
authorities involved will cooperate internationally. 
 
And third, when considering Brexit, we tend to dwell on the negative side 
of things and think about how best to cushion the impact. As important 
and justified as these considerations are, we nonetheless need to continue 
to press ahead with our vision of a harmonised financial market in the EU 
– a digital financial centre of Europe which offers as yet untapped 
potential. 
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2 Leaving the single market means separate supervisory regimes 
 
Two years on from the Brexit vote, we can only assume that cross-border 
economic relationships look set to face noticeable headwinds going 
forward. For the financial markets, this means one thing: the financial 
services passport is dead. 
 
This immediately raises the question: could it be feasible to have 
something like a diet version of the financial services passport, or to 
perhaps create a range of exceptions? 
 
The clear answer to this is that there cannot be, nor will there be, any 
permanent exceptions. Institutions that relocate operations to the EU or 
expand their presence here following Brexit will have to comply with the 
same high supervisory standards that apply to the institutions that already 
operate here. 
 
This answer is underpinned by the fundamental belief that supervisors 
must be capable of intervening in the business activities of institutions 
operating within their own jurisdiction at all times. This is a sine qua non, 
and it should not be up for grabs. 
 
At the same time, this credo should not prevent us from thinking about 
whether, and if so where, we can cushion any additional operational outlay 
caused by time pressure. 
 
A transitional period, at least as outlined in principle in March, could help 
with this. It would lower the long-term costs of exit by allowing firms to 
reflect on their options and decide which markets they want to operate in 
and which organisational structures would best allow them to strike the 
right balance between compliance and profitability.  
 
However, we cannot count on there being a transitional period right now, 
since negotiations could break down at any time. 
 

3 Supervision of future third-country institutions: requirements 
and cooperation 
 
But whether or not there is a transitional period, one thing is certain: what 
standards apply to the future third-country institutions will ultimately boil 
down to how they are treated by the relevant supervisor after Brexit and 
how the authorities will work together in this context. To shed light on this 
issue, the SSM has already adopted a whole bundle of supervisory policy 
stances. 



P a g e  | 43 

________________________________________________________________________ 
International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

However, in the SSM, our baseline assumption is still the worst case, ie a 
no-deal scenario. And judging by recent developments in the United 
Kingdom, this seems more than appropriate. 
 
With the next meeting of EU heads of state or government fast 
approaching, it doesn’t look like solutions to a number of quite 
fundamental issues concerning the future partnership will be found any 
time soon.  
 
The border with Northern Ireland is just one of these sensitive topics. This 
means that a huge package of agreements would have to be hammered out 
at the next summit but one in October, which would then, in turn, have to 
be reviewed by the parliaments in the shortest of timeframes.  
 
And even if this all went smoothly, it would be no more than a framework 
that would have to be fleshed out in detail to forge a future treaty – which 
would itself take many years. And because a breakdown in negotiations – 
and therefore a hard Brexit – remains possible at any time throughout the 
entire process, enterprises should be prepared for this. 
 
That is why we banking supervisors are so concerned that a number of 
banks are easing off in their efforts to establish a licensed and operational 
entity in the EU or UK in good time ahead of March 2019. Let me say in no 
uncertain terms that these institutions cannot rely on our leniency.  
 
We expect all banks to make provisions for a hard Brexit. And that’s why I 
would strongly urge all institutions to make the necessary preparations to 
keep their business operations running even if there is a hard Brexit on 29 
March 2019.  
 
Institutions that submit an application after the end of the current quarter 
will find that the likelihood of their licensing procedure being concluded in 
time will diminish considerably. 
 
We also expect these applications to satisfy our supervisory policy stances. 
Let us take a brief look at the key aspects. 
 
- First, there are the principles for authorisation and for governance, risk 

management and outsourcing. In essence, the several hundred pages of 
requirements boil down to this: “empty shells” will not be permitted. 
Banks in the euro area must be able to manage all their material risks 
independently and locally.  
 
To achieve this, they need to have control over their books and all their 
positions, and have locally independent governance and control 
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functions that report to the local board of management – particularly in 
the areas of risk management, compliance and internal audit. 

 
- That brings us to the question of booking models. Will back-to-back 

hedging still be accepted? Here, the SSM expects banks in the euro area 
to have sufficient local capacity to manage at least an evident portion of 
their euro-denominated business themselves and not to fully outsource 
it to other entities within the group.  
 
The local entities have to be established in the local market, to ensure 
that, in the event that other group entities fail, they can participate in 
the market autonomously. However, we at the Bundesbank naturally 
see the economic advantages of back-to-back hedging. To some extent, 
transactions such as these serve as a pipeline to international capital 
resources at other locations. 

 
- Some parties are hoping for an overarching supervisory or legal 

solution to the issue of the continuity of financial contracts. In 
response, I warn against relying on us for this, as it is not so much a 
supervisory issue as a civil law problem. 

 
- One very important issue – and not just for foreign banks – is the 

supervision of future third-country CCPs from the UK. In the 
Bundesbank’s view, there have to be clear rules and safeguards here 
ensuring that continental European authorities have both sufficient 
rights to obtain information and robust powers of intervention in 
respect of UK CCPs – otherwise, it seems a relocation to the EU would 
be all but unavoidable. 

 
The more we look at the whole issue, the more clearly we can see just how 
serious the repercussions will be when CCPs we consider to be systemically 
important leave our jurisdiction. Volker Brühl from the Center for 
Financial Studies gave a systematic summary of many aspects in a recent 
study on the topic. He set out and simulated with painstaking accuracy the 
implications of problems at a third-country CCP for: 
 
- monetary policy transmission in the euro area, 
- the functioning of our resolution regime, 
- having recourse to national central banks, especially the Bundesbank, 

as a lender of last resort. 
 
These scenarios, over which I would have no supervisory influence 
whatsoever, fill me with increasing unease. 
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And if my colleague, Brian Bussey from US Commodity Futures Trading 
Commission (CFTC), stresses that a lead supervisor is crucial, but says the 
US has more interest in LCH than anyone else in the world, then I think we 
are already back in third place. Given the CCP’s systemic importance for 
the euro area, this would be unacceptable. 
 
The ECON Committee of the European Parliament has recently taken an 
initial stance regarding migration – and here, too, the possibility of 
relocation continues to play a major role. 
 
For us at the Bundesbank, this is not a matter of structural policy or trade 
issues. We are competitively minded and neutral. Our mandate is to 
safeguard price and financial stability, and these decisions affect this 
stability in a major way. 
 
These policy stances already stake out a clear, transparent framework of 
expectations in the SSM. 
 

4 The future of Europe as a financial centre 
 
Ladies and gentlemen, as much as we greatly regret the United Kingdom’s 
decision to leave the EU, we must nonetheless look forward and consider 
how financial services can be delivered in the European Union in the 
future. 
 
First, we need to observe the consequences of Brexit from the perspective 
of each individual bank. Banks have so far avoided making any major 
changes, not least because they are also busy coping with large-scale acute 
challenges and their financial implications. So it is easy to lose sight of 
strategic issues.  
 
It’s not just Brexit that’s shifting the tectonic plates under banking – 
digitalisation and regulation are two other key drivers of change.  
 
When traditional structures and markets are broken up this way, the cake 
will be redivided – some will lose out, but some will get a bigger slice. 
There is a real danger that adhering at all costs to traditional positions in 
London risks missing out on new opportunities in the EU – though not by 
everybody: those who don’t will be the winners. So I would urge you not to 
lose sight of medium and long-term strategic options. 
 
Second, we also have to consider the repercussions of Brexit in terms of its 
impact on the EU financial market as a whole. What we are looking at here 
is nothing less than the financing of the European economy, especially at a 
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time when the global economic and financial order is becoming 
increasingly shaky.  
 
Earlier EU initiatives – the single financial market, the banking union, and 
the capital markets union – all had an inward focus. And with London, 
Europe had an international financial centre.  
 
This will now change. Hence the question of whether we in the EU 27 
should aspire to developing a globally competitive financial centre that is 
more than the sum of its parts here in Frankfurt, Paris, Amsterdam or 
Dublin.  
 
François Villeroy de Galhau, the governor of the Banque de France, 
recently spoke of an integrated network with centres specialised in various 
activities – and I am thinking along the same lines, which include major 
efforts to harness digital potential as well. 
 
I would like to help kick off a broad, forward-looking debate surrounding 
the concept of a digital financial centre of Europe. 
 
It’s an idea based on three pillars. 
 
First, a networking pillar. Today, Europe’s financial services potential is 
spread over various locations. It does not have a cumulative effect.  
 
However, for a fully-fledged financial ecosystem to truly flourish, there 
needs to be enough providers and users of financial services in the local 
market.  
 
At present, no European financial centre can tick this box. The continental 
venues could, however, tap into an aggregate potential if they were to form 
a network in which any financial product can be bought and sold in any 
quantity at any time, just as you would expect from a globally competitive 
financial centre. 
 
The second pillar is digitalisation. Financial centres in continental Europe 
need robust digital market infrastructure that leverages all the state-of-the-
art digital capabilities – of which distributed ledger technology (DLT) is 
but one.  
 
Only then can these centres overcome fragmentation and replicate 
agglomeration effects of physical proximity. The Eurosystem will also be 
expected to contribute here, seeing as it already provides a key piece of 
infrastructure for payments in the shape of the TARGET system. 
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These first two pillars create a digital network across European financial 
centres. But to make the most of Europe’s potential as a “financial 
Amazon”, market-driven specialisation will also be needed as a third pillar.  
 
Specialisation can help deliver economies of scale, increase the potential 
for innovation, and achieve excellence. In an environment of “coopetition” 
– a neologism merging the words cooperation and competition, European 
financial centres could cooperate, compete and, at the same time, hone 
their own areas of expertise. But this is a vision for the future. 
 
It’s a picture of the future that is also very much in our own inherent 
interest as a central bank, because the more that financial flows end up 
where our system is in force, the more we are able to promote financial and 
price stability as well as a strong currency. 
 

5 Conclusion 
 
Ladies and gentlemen, “Brexit means Brexit” – but at the end of the day, 
what this means for the financial centre of Europe is very much up to us. 
 
This goes for those of you who are domestic and foreign banks, for those of 
you who make policy at the regional, national and European level, and for 
us as central banks and supervisors. 
 
Now a change of perspective is in order: let’s see Brexit as an opportunity 
for us, not by naïvely whitewashing what is a regrettable development, but 
by planning a sober yet forward-looking model. 
 
Thank you for your attention. 
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Global systemically important banks 

The Basel Committee issues revised G-SIB framework 
 

 
 
The Basel Committee on Banking Supervision released Global systemically 
important banks: revised assessment methodology and the higher loss 
absorbency requirement.  
 
When the Basel Committee first published the global systemically 
important bank (G-SIB) framework in 2011, it agreed to review the 
framework every three years to allow for the opportunity to enhance the 
framework, as needed. 
 

 
 
The Committee has concluded the first review of the G-SIB framework. 
Building on member jurisdictions' experience and the feedback received 
during last year's public consultation, the Committee has reconfirmed the 
fundamental structure of the G-SIB framework.  
 
There is general recognition that the framework is meeting its primary 
objective of requiring G-SIBs to hold higher capital buffers and providing 
incentives for such firms to reduce their systemic importance. 
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The decision to maintain the core elements of the G-SIB framework also 
contributes to the stability of the regulatory environment following the 
end-2017 finalisation of the Basel III post-crisis reforms. 
 
Based on the review, a number of enhancements to the G-SIB framework 
have been agreed, including the extension of the scope of consolidation to 
insurance subsidiaries and the introduction of a trading volume indicator 
in the substitutability category.  
 
The revised G-SIB assessment methodology is expected to be implemented 
in member jurisdictions by 2021.  
 
The Committee will complete the next review of the G-SIB framework by 
2021.  
 
To read more: 
https://www.bis.org/bcbs/publ/d445.pdf 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/bcbs/publ/d445.pdf
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VPNFilter, a Nation State Operation 
 

 
 

Introduction 
 
The recent disclosure of a sophisticated malware affecting 500,000 
networking devices is making headlines around the world.  
 
It followed several warnings made by manufacturers, security researchers 
and law enforcement concerning a malicious operation classified as a state 
sponsored. The malware dubbed VPNFilter - initially affecting Ukrainian 
hosts - is now spreading over 54 countries at an alarming rate.  
 
Researchers attributed this malware to a Russian state-sponsored hacking 
group Sofacy (also known as Fancy Bear and APT28) just weeks after the 
discovery of “Lojack” attack, attributed to the same group.  
 
Researchers were conclusive determining this as a global, broadly deployed 
threat that is actively seeking to increase its footprint. 
 

Contextual Information 
 
The research of the VPNFilter threat has been ongoing since 2016 leading 
to a stage where researchers agreed to disclose before concluding it.  
 
The versatile and persistent behaviour of this malware on networking 
devices is generating great concern among security professionals and 
authorities around the world.  
 
In its multi-stage and modular capabilities is able to support the collection 
of intelligence, misattribution and destructive cyberattack operations.  
 
Moreover, it has a range of capabilities including data exfiltration, spying 
on traffic and ultimately rendering the infected device unbootable.  
 
According to the researcher, the malware code overlaps with versions of 
the BlackEnergy malware, which was responsible for multiple large-scale 
attacks that targeted devices in Ukraine. 
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Known VPNFilter capabilities 
 
- Adopts a multi-stage architecture, in which some of the more complex 

functionality runs only in the memory of the infected devices; 
 
- Contains a payload capable of self-destructing by overwriting critical 

portions of the device's firmware and rendering the infected device 
unbootable. This capability can be triggered individually or en masse, 
and has the potential of cutting off internet access for hundreds of 
thousands of victims worldwide; 

 
- Allows C2 anonymous communication over TOR network or SSL-

encrypted connections, meaning it will be hard to notice on regular 
network traffic checks. 

 
- Include typical workhorse intelligence-collection capabilities such as 

traffic monitoring, file collection, command execution, data exfiltration 
and device management. 

 
- Modify non-volatile configuration memory (NVRAM) values to add 

itself to the device crontab (Linux job scheduler) to achieve persistence. 
 
- Downloads images from a gallery (Photobucket) to extract the 

download server IP address from the GPS six-integer value stored in 
the EXIF information, to achieve persistence. 

 
- Use the infected device as a hop point before connecting to a final 

victim obfuscating the true point of origin. 
 

VPNFilter attack vector 
 
VPNFilter attack vector is based on the exploitation of SOHO/NAS 
network devices vulnerabilities to gain initial access to the targets.  
 
Once the malware gains control over the device, is capable of executing a 
variety of malicious actions and deploy additional payload in a persistent 
way.  
 
Researchers were not able to confirm if the exploit of zero-day 
vulnerabilities is involved in spreading this threat. 
 

VPNFilter Kill-Chain 
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Installation – The attacker injects malware into devices running firmware 
version based on Busybox and Linux.  
The main purpose is to gain a persistent foothold and enable the download 
and deployment of additional malware in a persistent way. 
 
Command & Control - Utilizes multiple redundant C2 mechanisms to 
discover the IP address of deployment servers, making this malware 
extremely robust and capable of dealing with unpredictable C2 
infrastructure changes. 
 
Actions on Objectives – The attack is executed using a variety of 
capabilities such file collection, command execution, data exfiltration, 
device management and firmware overwrite among others. Additionally, 
the malware introduce multiple modules serving as plugins providing 
additional functionality.  
 
The researcher identified two plugin modules: a packet sniffer for 
collecting traffic that passes through the device including theft of website 
credentials and monitoring of Modbus SCADA protocols, and a 
communications module over the TOR network. 

 
Affected devices 
 
While the research is still ongoing, the current estimated number of 
infected devices is ca. 500,000 spread over 54 countries. The known device 
models affected by VPNFilter range from different manufacturers naming 
Linksys, MikroTik, NETGEAR and TP-Link in the small and home office 
(SOHO) space, as well at QNAP network-attached storage (NAS) devices. 
An updated list of affected devices can be found at the researcher’s web 
site. 
 

Mitigation challenges 
 
The targeted devices are frequently found on network perimeters, with no 
intrusion protection system (IPS) in place, and typically have no available 
host-based protection system making it more difficult to protect.  
 
Furthermore, affected manufacturers published recommendations to 
device owners but failed to provide assurance for older versions that have 
known public exploits and default credentials making the compromise 
relatively easy. To mitigate this risk, victims are required to hold technical 
knowledge that in most cases they do not have. 
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Internet service providers (ISP) play an important role in mitigating this 
threat. Service providers typically supply these type of devices as part of an 
internet subscription package, and in some cases, remotely manage them. 
In this case, ISPs are required to assess which customers are using affected 
devices and advise on a course of action. 
 
Recent reports reveal that law enforcement agencies such as the FBI, are 
seizing domains such as “toknowall.com” and “photobucket.com” used by 
the malware. Researchers and authorities believe that these domains are 
linked to the Russian group Sofacy, also known by the names “APT28,” 
“Sandworm,” “X-agent,” “Pawn storm,” “Fancy bear” and “Sednit”. These 
actions will help containing the incident temporarily, but will not resolve 
the underlying problem. 
 

Recommendations 
 
- Users of SOHO routers and/or NAS devices to reset them to factory 

defaults and reboot them in order to remove the potentially destructive, 
non-persistent malware. 

 
- Ensure that the device is up to date with the most recent 

firmware/software version by contacting manufacturer. 
 
- Avoid using the default password for the administrator account. 
 
- If possible, install a malware remover tool and run a full scan. 
 
- If the device is not maintain by a service provider, access the device 

admin page and turn off the remote management option in the 
advanced settings. 

 
- Internet service providers that remotely maintain SOHO routers to 

reboot and update the firmware on their customers' behalf. 
 
- ISPs and/or device owners to replace the equipment, if in the list of 

affected devices. 

 
Closing Remarks 
 
Several factors are determining the seriousness of the VPNFilter threat: the 
different capabilities that this malware presents, its fast and wide spread 
and the difficulties in mitigating the risks due to technical and human 
challenges.  
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Much is still to uncover while researchers investigate the threat, assess the 
impact and better understand the malicious actor motivations.  
 
Users, industry, ISPs and law enforcement have a critical role in providing 
adequate response to this incident, that if not properly contained, may 
configure a similar or even higher scale to what was observed last year with 
the WannaCry and NotPetya aggressive outbreaks. 
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Clipboard hijacking malware 
 

 
 
A newly-discovered clipboard hijacking malware sample has been seen 
monitoring over 2.3 million cryptocurrency addresses. 
 
The malware scans the Windows Clipboard for cryptocurrency addresses, 
switching legitimate ones for addresses owned by the attacker. The 
malware runs in the background and as processes look genuine there are 
no tell-tale signs of infection. 
 
Clipboard hijacking, however, is not a new threat. Historically, earlier 
versions of web browsers would allow websites to silently read the data 
stored on the Windows Clipboard. Today, updated browsers prompt the 
user on screen to allow access to the clipboard. 
 
In June, a cyber security company identified a clipboard hijacking malware 
campaign targeting Bitcoin and Ethereum users, infecting over 300,000 
computers. 
 
Due to the complex nature of cryptocurrency addresses, transferring funds 
requires users to copy a destination address from one application into 
memory and then paste it into the program they are using to send money. 
Attackers are likely to have noticed this behaviour and created the malware 
to take advantage of this. 
 
There is no evidence to suggest that any other information is being taken as 
a result of this clipboard hijacking but, since the clipboard is often used as 
a place to hold passwords and other sensitive information, users should be 
vigilant. If you are sending cryptocurrency it is recommended that the 
destination address is double checked to make sure it has not been 
replaced with a different one. 
 
As the price and popularity of cryptocurrencies continues to grow, we 
assess that illicit actors will increase efforts to obtain and profit from them, 
including through theft, speculation, fraud, illicit mining, and abuse of new 
cryptocurrency offerings. It is recommended that devices and software, 
including antivirus, is kept up-to-date and patched where necessary.  
The NCSC has also issued mitigating malware guidance at: 
https://www.ncsc.gov.uk/guidance/mitigating-malware 
 

https://www.ncsc.gov.uk/guidance/mitigating-malware
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Annual Report 2017/18 
Bank for International Settlement 

 
 

Foreword by the BIS General Manager 
 
For 88 years and counting, the Bank for International Settlements (BIS) 
has been constantly evolving. In today’s context, that evolution includes 
communicating better with our stakeholders and also the broader public. 
 
To this end, we have decided to take a new approach to our Annual 
Report. 
 
Starting this year, our commentary on the global economy and chapters on 
specific topics will be published under a new title, the Annual Economic 
Report, with an enhanced structure.  
 
The pages of the Annual Report will hence be dedicated to describing our 
activities, governance and organisation, and disclosing our annual financial 
statements. 
 
We have come to this decision because readers’ feedback, along with our 
own experience, has suggested that a distinct annual flagship economic 
publication would allow us to better showcase our economic research and 
analysis.  
 
This also responds to a recommendation from the 2016 independent 
review of BIS research.  
 
We also believe that the “corporate” side of the report, instead of being 
tucked away behind the economic chapters, should be given its own 
rightful space. 
 
I am therefore pleased to present this newly redesigned Annual Report.  
With the new format, we hope to explain more vividly what we do and who 
we are as an institution. 
 
Our core activities span three main areas: 
• Economic research and statistics: Our analytical work helps to clarify the 
policy issues that matter for central banks and lends another perspective to 
the global economic debate. 
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Our analysis is an input for the international meetings and cooperative 
efforts that take place at the BIS; it in turn is informed by the exchanges of 
ideas and views that ensue. 
 
• Banking activities: We are a bank for central banks and international 
organisations. We also manage our own capital. 
 
Both aspects allow us to independently finance our activities and generate 
a return for our shareholders. For the financial year 2017/18, the Bank’s 
net profit was SDR 508 million.  
 
SDR 131 million is proposed as a dividend at SDR 235 per share. 
 
• International cooperation: What distinguishes us is our longstanding and 
direct link to the central bank community.  
 
A forum for discussion and a platform for cooperation among 
policymakers, the BIS works for and with central banks and other financial 
authorities in the pursuit of monetary and financial stability. 
 
Ultimately, the main asset that makes all this possible is the human capital 
of our staff. It is therefore fitting that, alongside the account of our 
activities, we also devote some pages in this report to portray the people 
behind the work: in other words, give a human face to the institution. 
 
In closing, I hope you will enjoy reading our new Annual Report. Although 
the way we present our activities has changed, the purpose of what we do 
as an institution remains the same: to provide excellent service to the 
central bank community, to promote monetary and financial stability and 
to foster 
international cooperation in these areas. 
 
Agustín Carstens 
 
To read more: 
https://www.bis.org/about/areport/areport2018.pdf 
 

 
 
 
 
 
 
 

https://www.bis.org/about/areport/areport2018.pdf
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A letter to Google 
 

 
 
A bipartisan group of lawmakers sent a letter to Google expressing 
concerns over the company’s partnership with the Chinese phone maker 
Huawei. 
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Trust is the missing link in today's cryptocurrencies, BIS says 
 

 
 
Cryptocurrencies' model of generating trust limits their potential to replace 
conventional money, the Bank for International Settlements (BIS) writes in 
its Annual Economic Report (AER), a new title launched this year. 
 
In a special chapter on cryptocurrencies, the BIS argues that the 
decentralised technology underpinning private digital tokens is no 
substitute for tried and trusted central banks.  
 
Today's cryptocurrencies become more cumbersome to use as the number 
of users increases, in contrast to conventional money, which works better 
the more people use it and trust it. 
 
"Money has value because it has users," says Hyun Song Shin (video), 
Economic Adviser and Head of Research. "Without users, it would simply 
be a useless token. That's true whether it's a piece of paper with a face on it, 
or a digital token." 
 

Towards a macro-financial stability framework 
 
In another special chapter, on macroprudential frameworks, the BIS 
reports that authorities have made substantial progress since the crisis in 
tackling system-wide financial stability risks and in deploying a broad 
range of tools.  
 
Although the measures have so far focused mainly on banks, they should 
be extended to other financial players, including asset managers.  
 
Macroprudential frameworks strengthen the financial system's resilience; 
however, they have not, on their own, prevented dangerous financial 
booms. 
 
"It is important to embed macroprudential measures into a broader, more 
holistic macro-financial stability framework. That framework includes not 
only prudential measures but also monetary, fiscal and even structural 
policies," says Claudio Borio (video), Head of the Monetary and Economic 
Department. 
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The BIS is introducing a revamped Annual Report, covering the Bank's 
activities and financial results in the past financial year. Its traditional 
commentary on the global economy will appear under the new AER 
banner. 
 
Two special AER chapters are released on 17 June, followed by the full 
AER, and the Annual Report 2017/18, on 24 June. 
 
To read more: 
https://www.bis.org/publ/arpdf/ar2018e5.htm 
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P a g e  | 62 

________________________________________________________________________ 
International Association of Hedge Funds Professionals (IAHFP)                                                                                                       

Disclaimer 
 
Despite the great care taken to prepare this newsletter, we cannot guarantee that all 
information is current or accurate. If errors are brought to our attention, we will try to 
correct them, and we will publish the correct information to the LinkedIn and Facebook 
pages of the association. 
 
Readers will make their own determination of how suitable the information is for their 
usage and intent. The association expressly disclaims all warranties, either expressed or 
implied, including any implied warranty of fitness for a particular purpose, and neither 
assumes nor authorizes any other person to assume for it any liability in connection with 
the information or training programs provided. 
 
The association and its employees will not be liable for any loss or damages of any nature, 
either direct or indirect, arising from use of the information provided on this newsletter, 
or our web sites. 
 
We are not responsible for opinions and information posted by others on this website. 
The inclusion of links to other sites does not necessarily imply a recommendation or 
endorse the views expressed within them. Links from this site to other sites are 
presented as a convenience to users. The association does not accept any responsibility 
for the content, accuracy, reliability, or currency found on external sites. 
 
This information: 
- is of a general nature only and is not intended to address the specific 
circumstances of any particular individual or entity; 
 
- should not be relied on in the particular context of enforcement or similar 
regulatory action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the association has no control 
and for which the association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should always 
consult a suitably qualified professional); 
 
- is in no way constitutive of interpretative; 
 
- does not prejudge the position that the relevant authorities might decide to take 
on the same matters if developments, including Court rulings, were to lead it to revise 
some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the matters at 
issue. 
 
Please note that it cannot be guaranteed that these information and documents exactly 
reproduce officially adopted texts. It is our goal to minimize disruption caused by 
technical errors. However, some data or information may have been created or 
structured in files or formats that are not error-free and we cannot guarantee that our 
service will not be interrupted or otherwise affected by such problems.  
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International Association of Hedge Funds Professionals (IAHFP) 

 
1. Membership - Become a standard, premium or lifetime member. 
You may visit:  
www.hedge-funds-association.com/HowToBecomeMember.html 
 
2. Monthly Updates - At the Reading Room of the association. 
 
3. Training and Certification - Become a Certified Hedge Fund Compliance 
Expert.  
 
Distance learning and online certification: 
www.hedge-funds-
association.com/Distance_Learning_and_Certification.htm  
 
For instructor-led training, you may contact us.  
 
 

http://www.hedge-funds-association.com/HowToBecomeMember.html
http://www.hedge-funds-association.com/Distance_Learning_and_Certification.htm
http://www.hedge-funds-association.com/Distance_Learning_and_Certification.htm

